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Abstract

The key to effective technical debt management (TDM) decision-making is to
select a feasible and conclusive decision on time. Decision-making, in general, can
suffer from uncertainties, obscuring a problem domain and challenging one from
producing a useful decision. However, the presence of uncertainties in TDM decision-
making is inadequately explored in the Technical Debt (TD) community.

This thesis investigates the presence of Information Uncertainty (uncertainty
due to information deficiency), Deep Uncertainty (uncertainty due to unresolvable
disagreement) and Erratic Uncertainty (uncertainty due to unpredictability of a
problem domain) and their consequences in TD identification, TD measurement,
TD prioritisation and TD monitoring.

We leverage goal-obstacle and the expected value of information to strategi-
cally mitigate Information Uncertainty in TD identification and measurement. By
leveraging these analyses, Information Uncertainty can be managed regardless of
information availability.

We leverage Many Objective Robust Decision-Making to implement a framework
to mitigate Deep Uncertainty during TD prioritisation. The framework’s premise is
to frame TD rankings in disagreements into different objective functions and utilise
a set of decisions that perform well in those disagreements.

We propose a method to mitigate the consequence of Erratic Uncertainty in TDM
monitoring: ineffective responsibility sharing. The method leverages Behavioural
Cloning to filter the situation when developers/maintainers are necessary and utilises
Replicator Dynamics to automatically resolve the TD monitoring situation when
they are unnecessary, resulting in a more balanced workload between TD analysts
and developers/maintainers.

The thesis individually evaluates the above contributions through various ex-
periments with industrial cases, aiming for the effectiveness of the contributions

compared to traditional approaches without the acknowledgement of uncertainties.
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Chapter 1

Introduction

1.1 Backgrounds

Defined in 1992, Technical Debt (TD) is a programming phenomenon in postponing
the mitigation of “not quite right code” [32]. Since then, the definition of TD has been
expanded, covering various software artefacts, different software quality attributes
and TD admission behaviour. When the postponement is properly utilised, TD
provides flexibility to achieve development goals in lower project constraints [61].
In contrast, overburden TD can halt the value of developing software and, in the
worst case, put the existence of the developing software at stake [80]. Technical
Debt Management (TDM) is an essential set of activities to ensure that TD is
timely and properly mitigated, with the goal to enable decision-making regarding
“how” and “when” to mitigate TD [42]. Activities in TDM include TD identification,
TD measurement, TD prioritisation, TD monitoring, TD communication, and TD

repayment [74].

In each TDM activity, decision-makers are required to make a choice, ensuring

1
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an optimal decision is chosen and under project constraints. For instance, decision-
makers must decide which and how to repay each TD instance, aiming that severe
TD is repaid timely within the project budget and the project timeframe. However,
there is a knowledge gap in the TD community regarding uncertainty during TDM
decision-making. Without the acknowledgement of uncertainty in TDM decision-
making, decision-makers may select a decision which is imprecise, inadequate, or
myopic to the problem domain, contributing to a sub-optimal decision and deterring
the quality of TDM. Based on the systematic mapping study (Chapter [2)), we found

that classes of uncertainties during TDM decision-making are as follows:

1.1.1 Information Uncertainty

This type of uncertainty occurs when additional information is mandatory for ef-
fective decision-making. Causes of this type of uncertainty can relate to incomplete
information and/or insufficient data [127]. Information Uncertainty is similar to
Code Uncertainty in [56], where more information is required to receive a clearer

view of the computerised model.

Information Uncertainty can exist in any phase of TDM because information
inadequacy can occur in any activities which require information, data, or experi-
ence. Problems in several TDM studies are rooted in Information Uncertainty. For
instance, the lack of information on different TD types and their manifestation can
lead to an improper TD model, potentially leading to hidden TD [62]. Another
example is uncertainty in TD parameters, which is caused by the lack of informa-
tion on reliable TD tools/measurements [50]. Information Uncertainty problems in
TDM are usually alleviated by information investment, that is, allocating resources
to obtain information in the area of uncertainty (e.g. the involvement of TD identi-

fication by developers in different roles [62] or utilising different TD measurements

2
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methods and comparisons [50]).

However, the existence of Information Uncertainty in TDM and its link to infor-
mation investment is not explicitly explored. The gap in knowledge renders Infor-
mation Uncertainty to be managed in an ad-hoc manner, which can be ineffective
and labour-intensive. Ill-managed Information Uncertainty can contribute to sub-
optimal TD decisions. Mismanaged Information Uncertainty regarding TD iden-
tification tools (e.g. using tools which focus only on one TD aspect) can lead to
improper TD tools utilisation. Improper use of TD identification tools can help in
concealing TD, supporting its ill-timed repayment. Mistreated Information Uncer-
tainty on the TD impact measurement (e.g. solely depending on one measurement
method) can contribute to over- or underestimation. If this issue is undetected, it

can contribute to inefficient or ineffective TD repayment.

1.1.2 Deep Uncertainty

As defined by [126], Deep Uncertainty exists when parties to the decision do not
agree on the model representation of the problem. These conflicts stem from inter-
pretations or opinions based on information or knowledge that come from different
sources, different timeframes and/or focus on different dimensions. Disagreement in
TDM decision-making is not uncommon, and Deep Uncertainty from this cause can
exist throughout TDM. Effective TD decisions can relate to the problem context,
the system environment, available resources, developers’ competency, etc. Decision-
makers can have different perceptions of those deciding factors, which potentially
result in different stances on a suitable decision. Deep Uncertainty in TD decisions
results in indecision, which can be mitigated when decision-makers mutually accept
one of proposing decisions. This can be achieved when a disagreement resolution is

utilised.
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However, decision-makers still can suffer from Deep Uncertainty due to ineffective
disagreement resolution. Decision-makers may be unable to borrow a recommended
decision from the TD literature due to the lack of unified guidance in the TD com-
munity. For example, they may be unable to decide whether to consider the security
impact of TD [51] because there is no consensus on TD factors and measurement
approaches [69]. Most importantly, research on TD disagreement resolution strategy
is unexplored, and decision-makers, therefore, may utilise traditional strategies (e.g.

voting, compromising, anchoring) to mitigate disagreement in TD decisions.

Ineffective resolution can result in a decision which is myopic, biased, overly-
or under-focused on specific dimensions. These issues can degrade the quality of
decisions depending on the TDM area where the disagreement resides. For instance,
a myopic TD identification approach can lead to hidden TD, a biased TD measure-
ment approach can over- or underestimate TD parameter(s), and a consensus-based

TD prioritisation approach can contribute to a sub-optimal repayment strategy.

1.1.3 Erratic Uncertainty

This category of uncertainty is caused by the unpredictable nature of the problem
domain, which is irreducible within the given time and resource. Unpredictability
can be inherited from the system behaviour, the interaction between system compo-
nents, or agents affected by decision-making. Uncertainty from the unpredictability
is based on [127], and it is similar to Residual Variability in [56]. The unpredictabil-
ity in the manifested system, components, their interactions and/or TD parameters
can contribute to the unpredictability in TDM decision-making. Erratic Uncertainty
in TDM decision-making can relate to one or many TDM sub-activities, including
the changing environment, the existence of TD, TD parameters, the effectiveness of

repayment strategies, TD monitoring criteria, or the combination of several aspects.

4



1.2. Research Questions Chapter 1

TDM problems rooted in Erratic Uncertainty are usually mitigated by utilising
assumptions. However, this technique is problem-driven, which can lead to a gap in
Erratic Uncertainty mitigation. [40] applies Portfolio Theory to manage uncertainty
from the growth of TD in the backlog. This study assumes that the unpredictability
of TD interest follows the normal distribution. It requires further research and vali-
dation to ensure that this can be effectively applied to other TD problems of Erratic
Uncertainty. In addition, this technique can have demanding prerequisites. This is
evident in the application of real options theory in handling the unpredictable nature
of requirement TD [1], where knowledge of real options theory is required to estimate

the volatility factor, rendering this inapplicable in unknowledgeable stakeholders.

Due to these limitations, a solution for Erratic Uncertainty can be inadequately
assessed and improperly utilised. For instance, a TD identification approach that
emphasises code-based TD can indirectly support the manifestation of TD in other
types. A TD measurement method with a high learning curve can result in misesti-
mation of TD parameters. A TD monitoring approach without consideration of its
feasibility may cause an overwhelming workload of developers/maintainers, which
can influence the approach’s effectiveness. These limitations are supported by a lack

of study on the presence of Erratic Uncertainty in TDM decision-making.

1.2 Research Questions

To investigate uncertainty in TDM decision-making, it is essential to first explore
possible classes of uncertainties in decision-making that are applicable to TDM. The
presence of uncertainties in TDM decision-making can be investigated from obser-
vations on their behaviours, their causes, and manifestation nature. Once those

characteristics are identified, it is possible to study current TDM issues which con-
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Table 1.1: Table of Research Questions

Classes of Uncertainties | RQ No. | Description
1.1 What are the causes of Information Uncertainty in TDM decision-making?
Information Uncertainty | 1.2 What are TDM problems rooted in Information Uncertainty? Which TDM
activities are affected by it?
1.3 How to tackle Information Uncertainty in TDM? What are the benefits of the
said mitigation?
2.1 What is the origin of Deep Uncertainty in TD decision making?
Deep Uncertainty 2.2 How does Deep Uncertainty affect TDM decision-making? Which TDM ac-
tivities can suffer from Deep Uncertainty?
2.3 How to handle Deep Uncertainty in TDM decision-making? What is the dif-
ference between the said mitigation and without using one?
3.1 What are the causes of Erratic Uncertainty? How can Erratic Uncertainty be
Erratic Uncertainty manifested in TDM decision-making?
3.2 Which TDM activities are vulnerable to Erratic Uncertainty? What are their
implications?
3.3 How to mitigate implications from Erratic Uncertainty in TDM decision-
making? What are the advantages or disadvantages of the mitigation, com-
paring an approach without one?

tribute to the manifestation of uncertainties in TDM decision-making, including the
current TD knowledge gap, limitation on existing TD literature/tools, and ongo-
ing research challenges in the TD community. Results from this facilitate us to
map those issues to relevant TDM decision-making areas, supporting discovery on
problems rooted in TDM decision-making uncertainties in specific TDM activities.
As the above problems are grounded in specific TDM activities, it is easier to ob-
serve problem contexts and their consequences in detail. Those are incorporated
in search of alleviation from TDM decision-making uncertainties. Collectively, our

core research questions are as follows:

What are the classes of uncertainties that can face TDM decision-making? How
do these uncertainties affect the quality of TDM? What are the benefits of these tech-
niques and frameworks compared to traditional approaches without acknowledgement

of these uncertainties?

These questions are elaborated in Table where the above questions are dis-
cussed in relation to Information Uncertainty, Deep Uncertainty and Erratic Uncer-
tainty. Table illustrates the objectives to achieve the detailed research questions

in Table [I.T] providing precise, actionable research activities.
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Table 1.2: Table of Research Objectives

RQ No. | Objectives

1.1 Investigate the definition of Information Uncertainty, its behaviour and its possible mitigation. These
findings should indicate the relevancy of Information Uncertainty to TDM decision-making.
1.2 Explore ongoing problems in TDM activities which can be vulnerable to Information Uncertainty. The

result from this exploration should identify TDM activity prevalence to Information Uncertainty and
their potential implication.

1.3 Identify decision-making techniques which can mitigate Information Uncertainty. Build a mitigation
approach upon these techniques. The approach should alleviate the impact of Information Uncertainty
in TDM.

2.1 Study the causes of Deep Uncertainty in decision-making. Look into characteristics of Deep Uncertainty,
which can be prevalent in TDM decision-making.

2.2 Investigate ongoing TD challenges and the nature of different TDM activities, which support the manifes-

tation of Deep Uncertainty and its implications. Findings from these should indicate possible implications
of Deep Uncertainty in different TDM activities.

2.3 Look into decision-making techniques utilised to mitigate Deep Uncertainty. Based on these techniques,
build an approach that minimises the presence of Deep Uncertainty in TDM decision-making.

3.1 Explore studies on the presence of Erratic Uncertainty and its causes. The result of this exploration
should indicate the relevancy of Erratic Uncertainty to TDM decision-making.

3.2 Mapping causes of Erratic Uncertainty to vulnerable TDM activities by observing responsibilities for
TDM activities, their ongoing challenges and knowledge gap.

3.3 Investigate decision-making techniques which help in mitigating Erratic Uncertainty. Create an approach

based on these techniques to minimise the implication of Erratic Uncertainty.

1.3 Thesis Contributions

This thesis aims to investigate the presence of Information Uncertainty, Deep Un-
certainty and Erratic Uncertainty and their implications in TDM decision-making.
The following contributions are presented to alleviate problems we discovered that

are rooted in these uncertainties.

1.3.1 Goal-Obstacles-based Approach for Managing Information Un-

certainty

We investigate the presence of Information Uncertainty in TDM decision-making,
by observing possible types of uncertainties which can be encountered in comput-
erised models. As there exists a lack of guidance on the TD identification models
and TD measurement approaches [69], ad-hoc techniques may be utilised during
their decision-making, inviting several types of uncertainties into the system. We

explore different types of uncertainties which can occur in TD identification and TD

7
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measurement. One of the fatal classes of uncertainties is Information Uncertainty,
where it can reside in TD models, approaches, and parameters, and it can relate
to several sub-activities in TD identification and TD measurements. Informed by
software engineering studies on decision-making under uncertainty |70} |108}, 24], we
look for the role of information during decision-making in complex environments,
mainly health economics, to draw inspiration to bridge the knowledge gap that can
help in systematically mitigating the presence of Information Uncertainty in TDM
decision-making. Decision-making in TDM is likened to that of health economics, as
both take advantage of imperfect information and should be evidence-based. Most
importantly, both subjects require a systematic management approach to mitigate

information-based uncertainty, as it can exist in several areas at a given time.

We provide an information-centric TD identification and measurement approach,
enabling practitioners to reduce Information Uncertainty in a systematic fashion. In
the immediate term, we present a probabilistic TD model, helping practitioners con-
sider the cruciality of TD to the system. The model is based on a novel use of goal
and obstacles analysis in requirements engineering [123] [124] to produce additional
information, emphasising the importance of TD in relation to the obstruction of
a system goal, its impact on the system quality attributes and their likelihood to
occur. To complement the above, we leverage scenario analysis to produce an in-
termediate tactic to reduce Information Uncertainty. Scenario analysis, commonly
used in requirements engineering [110], is novelly utilised to narrow a range of TD
parameters based on system scenarios, producing more precise information on a cor-
responding TD. For long-term mitigation, we provide a novel use of the expected
value of information analysis to help in prioritising TD and its Information Uncer-
tainty. The ranking produced from the analysis can supplement a mitigation plan,
thereby mitigating Information Uncertainty in TD that yields the most potential

monetary benefit.
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1.3.2 MORDM-based Approach to Mitigate Deep Uncertainty

Decision-makers, with diverse experience, knowledge, and speciality, may have differ-
ent scenarios of the problem, contributing to different opinions on a suitable solution.

A disagreement from this, when irresolvable, can be considered as Deep Uncertainty.

We look into the presence of Deep Uncertainty in TDM activities, covering TD
identification, TD measurement and TD prioritisation. Disagreement rooted in TD
identification, TD measurement and decision-making related to TD rankings can
propagate to TD prioritisation. Disagreements from those TDM activities can relate
to resource allocation, approaches/models selection and their configurations. Due to
the lack of disagreement resolution guidelines in TDM decision-making, Deep Un-
certainty in the above TDM activities can be improperly mitigated. Consequently,
a myopic, biased or anchored decision may be produced, influencing a Black Swan
event to occur. Leveraged by the Black Swan theory [112], we present possible Black
Swan blindnesses during decision-making in TD identification, TD measurement and
TD prioritisation. These blindnesses are fundamentally rooted in the misuse of ev-
idence, narration or claims during decision-making. We present a decision-making
guideline for TD identification, TD measurement and TD prioritisation. The premise
of this guideline is for decision-makers to mitigate and document these blindnesses
when Deep Uncertainty is unavoidable. The guideline encourages the use of falsi-
fiable, comprehensive, concrete evidence during decision-making over narration or
claims and explicitly documenting the limitation of evidence, claims and narration

for future reference.

To complement this guideline, MORDM (Many Objective Robust Decision Making)-
based approach is presented to mitigate Deep Uncertainty from its root cause.
MORDM was previously adopted to produce robust solutions in Environment Engi-

neering [53|. This novel use of MORDM aims to systematically resolve disagreement

9
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manifested in TD prioritisation decision-making by selecting a set of TD rankings
that are acceptable in different scenarios. Our approach starts with the novel use
of Formal Scenario Analysis, previously used in requirements engineering [46], to
ground disagreements as scenarios and their utility score. MOEA (Many Objective
Evolutionary Algorithms) is then utilised to help practitioners explore possible so-
lutions which perform well in different scenarios. The performance of each solution
is indicated by MOEA objectives, consisting of utility scores in different scenarios.
Based on the concept of optionality [113], we encourage practitioners to choose a
set of solutions as options to be interchangeably exercised in case there is a change
outside of grounded scenarios. A mapping of a solution to a specific scenario can be
visualised with payoff matrices, where practitioners observe Nash equilibria [86] of

opposing solutions in different scenarios.

1.3.3 Skin in the Game-driven automated method to alleviate Er-

ratic Uncertainty

We investigate the presence of Erratic Uncertainty in TDM by leveraging Skin in the
Game practises [114]. We discovered that negative consequences from Erratic Un-
certainty exist when a mitigation decision imposed by a minority of decision-makers
is collectively accepted. Especially when the minority is more intolerant to the prob-
lem, has more information, and gains benefit from a decision more than the majority.
When a decision with Erratic Uncertainty is untreated, it can contribute to a de-
cision with ineffective responsibility sharing (e.g. an unfair decision/assignment).
Ineffective responsibility sharing divides decision-makers by capability in assessing
the decision, creating mistrust or bias towards different factions and deterring the
quality of TDM. These issues can occur in various TDM activities, including TD

identification, TD measurement, TD prioritisation and TD monitoring.
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We present a guideline for decision-making in TD identification, TD measure-
ment, TD prioritisation and TD monitoring. The premise of this guideline is to
facilitate decision-makers in identifying situations that can lead to ineffective re-
sponsibility sharing and mitigate them before a decision is produced. The guideline
fundamentally encourages decision-makers to participate in fair and transparent
decision-making, and to collectively acknowledge sources of imposing decisions and
their possible implications. The guideline recommends the use of documentation

during decision-making for traceability.

We investigate potential problems rooted in ineffective responsibility sharing in
TD monitoring. This TDM activity involves different roles of stakeholders, includ-
ing TD analysts, developers, and maintainers, rendering it vulnerable to ineffective
responsibility sharing. We discover that with the lack of weighting in each TD
instance, and the limited actions from TD monitoring results, maintainers and de-
velopers can suffer from ineffective responsibility sharing, resulting in imbalanced

TD monitoring workloads.

To mitigate this, we present an automated approach that only notifies developers
and maintainers when their interventions are needed. This approach is built on our
model of weighted percentage change in monitoring TD over time. This model
enables practitioners to indicate the importance of each TD instance, filtering only
the percentage change in significant TD to be notified. The approach introduces an
automated action from TD monitoring results. This automated action is based on
human demonstrations, observed by Behavioural Cloning [94]. Once the automated
action is initiated, it recommends mitigation plans to developers and maintainers.
These plans are archived by developers or maintainers and chosen by Replicator

Dynamics [102].
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1.4 Scope and Assumptions

Below we describe the scope of this thesis and assumptions:

e We scope our investigation to commonly discussed and acknowledged TD com-
ponents (TD principal, TD interest amount and TD probability [98]) to main-
tain the consistency with the TD community and to avoid introducing over-

lapping terms and concepts [69].

e We take the view that TDM activities consist of TD identification, TD mea-
surement, TD prioritisation, TD prevention, TD monitoring, TD repayment,
TD representation or TD documentation, and TD communication, and inline

with the TD community [75].

e We view TDM decision-making as a collective activity participated by decision-
makers. TDM decision-making refers to an activity, which produces a TDM
decision, residing throughout the TDM lifecycle. Each decision-maker is a
stakeholder in the software system, regardless of their responsibility to the
project. The rationale for the assignment of decision-makers is subject to the

stakeholders and is out of the thesis scope.

1.5 Thesis Outline and Publications

The chapters of the thesis are outlined as follows:

Chapter [2 illustrates the gap of knowledge, ongoing challenges and the limitation

on the study of uncertainties in the context of TDM.
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Chapter [3| discusses the presence of Information Uncertainty in TD identification
and measurement, compassing its behaviour, vulnerable areas in the above TDM

activities, our approach to alleviating them, and the evaluation of our approach.

Chapter [ introduces the concept of Deep Uncertainty, its manifestation in TD
identification, TD measurement and TD prioritisation, its consequences in the above
TDM activities, our framework to alleviate Deep Uncertainty in TD prioritisation,

and the framework’s evaluation.

Chapter [5| discusses the causes and consequences of the lack of effective respon-
sibility sharing in TD identification, TD measurement, TD prioritisation and TD
monitoring. This chapter indicates the ongoing TD monitoring problem rooted in
the lack of effective responsibility sharing, our method to alleviate the problem and

its evaluation.

Chapter [0 reflects on our contributions and addresses their limitations.

Chapter [7] explores directions for future work.

Table [I.3] summarises progress towards publishing the core contribution chapters
of the thesis and the considered publication venues. In various parts of the thesis,
formal equations are employed where they help clarify and represent concepts more
effectively. The use of formal methods serves several purposes. First, formalisation
provides a better understanding of how contributions are developed and derived
from associated publications. Second, formalisation ensures that our contributions
are represented as objectively as possible. This benefit facilitates the replicability
of our contributions, which in turn can encourage one to investigate, evaluate or

practical adaptation in the future.
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Table 1.3: List of Chapters and Publication Progresses

Chapter No. Publication Venues

Chapter 2 Partially published in IEEE Software, vol. 38, no. 6, 2021 under the title of “Managing
Technical Debt Under Uncertainty” by S.Fungprasertkul and R.Bahsoon. Extended version to
be submitted as a survey journal.

Chapter 3 Under submission to IEEE Transactions on Software Engineering under the title of “Managing
Technical Debt with Information Uncertainty” by S.Fungprasertkul, R.Bahsoon and R.Kazman

Chapter 4 To be submitted to a journal under the title of “Managing Deep Uncertainty in Technical Debt
Prioritisation Using Black Swan Theory” by S.Fungprasertkul and R.Bahsoon

Chapter 5 Accepted to ACM Transactions on Software Engineering and Methodology under the title of

“Technical Debt Monitoring Decision Making with Skin in the Game” by S.Fungprasertkul,
R.Bahsoon and R.Kazman
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Chapter 2

Overview: Managing Technical Debt

Under Uncertainty

2.1 Introduction

In 1992, Ward Cunningham defined technical debt (TD) as a phenomenon in post-
poning the correction of "not quite right code” [32]. Since then, the technical debt
community has advanced our understanding of the topic, and this definition has
been expanded to consider various facets of the software development life cycle,
with a focus on maintainability and evolvability of the software product [61]. Re-
search has looked into technical debt in relation to requirements, architectures, doc-
umentation, testing, security, and self-admission, among the many topics. Several
approaches that relate to TD identification, measurement, prioritisation, repayment,

and interest have also been proposed [74].

While ten years of TD research has accelerated our understanding of the topic,
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the knowledge gap between different TD concepts, approaches, and their practical
usage still exists [98]. Practical application of the technical debt approaches will not
be meaningful without factoring in various uncertainties that confront the techni-
cal debt management decision-making process. Additionally, if uncertainty is not
systematically elicited, factored in, analysed and mitigated, Technical Debt Manage-
ment (TDM) can fundamentally suffer, which inevitably contributes to ineffective

and imprecise processes and indecision.

The chapter presents a mapping study that is aimed at locating references, ap-
proaches, solutions and tooling that have implicitly or explicitly considered uncer-
tainties in TDM. The mapping study provides comprehensive coverage of papers
appearing in mainstream conferences (e.g. ICSE, TDM and Euromicros (SEaTeD)
etc.), mainstream Software Engineering journals and tooling. Additionally, doc-
umented findings of systematic surveys, tertiary and mapping studies by the TD
community (e.g., [69, 98], [74]) were particularly useful for coverage adequacy and

when synthesising our findings.

2.2 Research Questions

The primary objective of this chapter is to investigate an overview of the current
research on uncertainty in TD. This objective can be answered in different aspects,

which we categorised as research questions below:
RQ1. What is the current research landscape in relation to uncertainty in TD?

Rationale: This RQ is related to types of research and their contributions related
to uncertainty in TD, which researchers/practitioners are working on. A type of

research refers to categories of research depending on the formality of their case,
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evaluation, validation or etc. The answer to this question can help us investigate

the maturity of the research landscape on uncertainty in TD.

RQ2: Which TDM activities can suffer from uncertainty?

Rationale: The presence of uncertainty in TD may manifest in several TD areas.
One common perspective is to identify TDM areas based on TDM activities. This
research question investigates which TDM activities can suffer from uncertainty,
according to researchers/practitioners. By answering this RQ, we can know which

TDM activities that are given the most attention in the TD community.

RQ3: In which TDM activities uncertainty is under-studied?

Rationale: As not all TDM activities might receive the same attention from
the TD community, this RQ is related to TDM activities where the presence of
uncertainty is under-explored or unacknowledged. The answer to this RQ can shed
light on research gaps in TDM activities on uncertainty in TD, potentially leading

to future research directions.

RQ4: What are the causes of uncertainty in TDM activities?

Rationale: Uncertainty can be differently defined depending on the problem do-
main, the environment, the research field, perceivers, etc. This RQ explores how
researchers and practitioners identify the cause of uncertainty in behaviours of TD,
TD attributes, TD problem context, and TD environment in different TDM activi-
ties. The answer to this problem sheds light on the current state of study on different
types of uncertainty in TDM activities and informs researchers and practitioners of

possible types of uncertainty in TDM activities that they might be unaware of.
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Figure 2.1: Search Procedure for This Mapping Study

2.3 Mapping Execution

In order to answer the above RQs, we initiated our mapping study procedure fol-
lowing the guideline by Petersen et al. [93]. Figure illustrates our procedure,
sources of electrical databases and the number of studies throughout the procedure.

The detail of the procedure as addressed in the following subsections:

2.3.1 Search Scope

We utilise an automatic search strategy to look for studies which are relevant to
this mapping study. Although we considered manual searches in specific relevant
journals or publication venues (e.g. TechDebt) as a potential strategy, we decided
not to do so as there might be studies on uncertainty in TD that exist outside those
publication venues. We utilise PICO (Population, Intervention, Comparison and
Outcomes) process to identify and formulate our search strings. This technique is

suggested by Kitchenham and Charters [57]:

e Population: The population of our mapping study is “technical debt” as we
consider studies that directly relate to the problem in the technical debt do-

main.
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e Intervention: For research design outside of clinical settings, intervention
refers to the application or theory in mind. For our mapping study, the inter-
vention keyword is “uncertainty” as uncertainty is the TD application of our

Iinterest.

e Comparison: As comparison is irrelevant to RQs, we do not consider compar-

isons between different studies in our mapping study.

e Outcomes: We intend to observe outcomes from studies for answering RQ1.

Thus, we do not have an outline for a specific outcome.

Based on the PICO process, our search string is as follow:

e Technical Debt Uncertainty: (“technical debt”) AND (“uncertainty” OR “un-

certainties”)

We intentionally only utilise “Technical Debt” as its full term because the com-
bination of its shortened term (e.g. “debt”, “debts” or “TD”) and “uncertainty” OR
“uncertainties” can distort our findings, where studies outside of the technical debt
or software engineering domain are included. We believe “Technical Debt” in its
full term is adequate to search for studies which refer to a specific form of TD (e.g.
self-admitted debt, test debt, etc.) as those studies mentioned “Technical Debt” in

its full term as their reference.

We scope the search of our studies from the year 1992 (i.e. the year that technical
debt is defined by Cunningham [32]) to the year 2023 (i.e. when we started this

chapter).

Before we commenced our formal search, we established a preliminary search to

determine the feasibility of our search string to yield acceptable search results. We

19



2.3. Mapping Execution Chapter 2

utilise the electrical databases suggested by Chen et al. [28]. From the prelimi-
nary search, EL. Compendex and Web of Science are excluded as we do not have
institutional access. In addition, we decided to exclude CiteSeer as its search algo-
rithm produces the significant number of irrelevant studies with the above search
string. From our preliminary search, we have received more than 5000 studies with
CiteSeer, most of which are unrelated to the technical debt or software engineering
domain. To ensure that we cover studies which may exclusively include in those
databases, we utilise Google and Google Scholar for our additional searches, which

we additionally execute after the formal search (detail in Section ([2.3.4])).

2.3.2 Study Selection

After the search scope is established, we select our studies based on the following

inclusion and exclusion criteria:

Inclusion Criteria:

e Paper, opinion piece, experience/technical report or grey literature that is

related to technical debt.

e Paper, opinion piece, experience/technical report or grey literature that re-

ports uncertainty in TD.

Exclusion Criteria:

e Study that is exclusively available in the form of abstract, conference /workshop

summary, tutorial, presentations, audio or video.
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Inclusion criteria conform to the PICO process above, whereas exclusion criteria
are based on the unavailability of the study. We do not explicitly exclude studies
in non-English language as our search string is efficient enough to filter non-English

studies.

Our mapping study does not include selection by metadata alone. From our
preliminary search, selection by metadata alone filters out a significant number of
TD studies that implicitly refer to uncertainty in different terms throughout the
study. Henceforth, our initial selection starts with selection based on metadata and
abstract, and those inclusion and exclusion criteria are utilised during the selection,
whereby the first inclusion criterion is utilised during the search by metadata, and the

second inclusion and exclusion criteria are utilised during the selection by abstract.

2.3.3 Duplication Removal

We have found some studies with the same title, same authors, and same abstracts
occur in different electronic databases. To resolve this, we prioritise our selection to
the one which is published in the later year. If those studies are published in the

same year, we prioritise the one which has more citations.

2.3.4 Additional Search

We selected Google and Google Scholar for additional searches. We specifically se-
lected Google to investigate studies based on practitioners’ experiences or opinions,
which were recorded in the form of a website, blog, social platform, etc. To miti-
gate the limitation in the above electrical databases (mentioned in Section [2.3.1)),

Google Scholar is selected to search for additional studies. We utilise the same
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search scope and selection criteria mentioned in the previous sections. Although we
received 2,560 search queries from Google Scholar, only 995 were investigated due
to the limitation of Google Scholar (i.e. only showing the results until the 100th
page). We only include studies which do not have the same title, same authors
and same abstracts from the previous search results. Thus, duplicated studies are

pre-emptively excluded.

2.3.5 Classification

After full-text reading of the search results, we establish classification schemes for
selected studies. Those classification schemes are necessary for the mapping study
and in answering our RQs. Classification schemes are created following the itera-
tive process suggested by Bailey et al. [15]. For our mapping study, four facets
are created, and each helps in answering different RQs. One of the facets is the
classification of research approaches, based on Wieringa et al. [129]. This facet is

related to RQ1 and can be summarised as follows:

e Validation Research: Novel research that has not been utilised by practitioners

and has been evaluated by an experiment.

e Evaluation Research: Research which is related to problems in industry,

utilised by practitioners and evaluated with a real-world project.

e Solution Proposal: Research which proposes a solution to a specific problem.

A solution is shown in a set of examples or a sound and valid argument.

e Philosophical Paper: A paper which provides a novel perspective on the ex-

isting problem.
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e Opinion Paper: A paper expresses the existing industrial /research challenges
and /or recommends the existing industrial /research challenges should be mit-

igated.

e Experience Report: Report which explains a problem in the industry and/or

what and how to mitigate the problem in practice.

To answer RQ1, we created a contribution facet. This facet is based on Peter-
son et al.[93], where a contribution irrelevant to our search results (i.e. Metric) is
removed, and contributions which are found in our search results at least two times

are introduced.

e Tool

e Model

e Method

e Process

e Research Guideline (Introduced based on our search results)
e Taxonomy (Introduced based on our search results)

e Report (Introduced based on our search results)

To answer RQ2 and RQ3, we utilise TDM activities provided by Li et al. [74] as

our TDM activities facet:

e TD identification

e TD measurement
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TD prioritisation

e TD representation

e TD communication

TD repayment

TD monitoring

TD prevention

To answer RQ4, we created the classification of uncertainty. This classification is
based on common causes of uncertainty we have discovered in search results. Each
cause of uncertainty is based on the definition of uncertainty in different scientific

domains:

e Information Deficiency: Uncertainty which can be alleviated with additional

information [127].

e Conflicting Perspectives: Uncertainty which stems from irresolvable conflicts

on optimal decisions, which is similar to Deep Uncertainty [126].

e Unpredictability: Uncertainty which stems from the unpredictable nature of

the problem domain [127].

2.3.6 Data Extraction

After classification schemes are set, we map our findings into classification schemes.
The details of selected studies are shown in Appendix A. In our mapping study,

the mapping is represented by two bubble grid charts. The first one (Figure [2.2)),
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which helps in answering RQ1 to RQ3, is related to research types for research
on uncertainty in TD, their related TD activities and their contributions. The
second one (Figure , which primarily supports answering RQ4, represents types
of uncertainty in relation to manifested TDM activities and research types. We do

not map types of uncertainty to contribution facets as it is irrelevant to RQs.

2.4 Comparative Analysis

We compare and discuss studies considering uncertainty in TD and the diverse
sources. We characterise those studies based on their maturity, their scope in in-
vestigating the problem of uncertainty in TD, and their relevance to TD types.
We use Petersen et al. [93] classification scheme for completeness, relevance, and

applicability, as described below:

e Scope and maturity/completeness: The aim is to identify studies with ade-
quate coverage of the problem of uncertainty in TDM, covering one or more
of TDM phases. We consider publications in which ‘C1- Identify a cause of
uncertainty’ and possibly its behaviour’, and ‘C2 - Provide an alleviation to a
problem that is rooted in uncertainty by proposing a solution to mitigate it’.
It is possible for a study to achieve C2 without C1, especially when that study

proposes solution(s) for a problem identified in previous studies.

e Relevancy: This factor relates to the relevancy of the work to software engi-
neering TDM. We consider publications describing ‘R1 - the source of uncer-
tainty in software development, process, or environment leading to TD’ and
‘R2 - uncertainty discussed in relation to TD attributes, properties, and/or

TDM activities.
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Table 2.1: Comparison Matrix of Studies
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S23

S24 | X
S25
S26
S27
S28
S29
S30
S31
S32
S33

S34 | X
S35
S36
S37
S38
S39
540
S41
S42
S43

S44 | X
S45
S46
S47
S48
S49
S50
S51
S52
S53

S54 | X
S55
S56
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Table 2.2: List of Publications

ID Type of Litera- | Found Title Name Year
ture Database(s)
S1 Grey  Litera- | Google Implications of Technical Debt Uncertainty for Soft- | Gat and | 2010
ture ware Licensing Negotiations Coté
S2 Grey  Litera- | Google What is Technical Debt in Agile? Omeyer 2019
ture
S3 Grey  Litera- | Google Technical Debt - the silent villain of web development | Golofit 2020
ture
S4 Grey  Litera- | Google Managing Technical Debt Johann and | 2013
ture Wolff
S5 Peer-reviewed Google Technical debt in the code O’Neill 2013
Scholar
S6 Grey  Litera- | Google The Hidden Cost Of Technical Debt Gautam 2020
ture
S7 Peer-reviewed IEEE, On the uncertainty of technical debt measurements | Izurieta et | 2013
Citeseer al.
S8 Peer-reviewed IEEE Using real options to manage technical debt in re- | Abad and | 2015
quirements engineering Ruhe
S9 Peer-reviewed ACM A portfolio approach to technical debt management | Guo  and | 2011
Seaman
S10 | Peer-reviewed ACM, Managing technical debt in software-reliant systems | Brown et | 2010
Citeseer al.
S11 | Peer-reviewed Elsevier, Costs and obstacles encountered in technical debt | Guo et al. 2016
ACM management—A case study
S12 | Peer-reviewed IEEE, Tracking technical debt—An exploratory case study | Guo et al. 2011
ACM
S13 | Peer-reviewed IEEE, Practical considerations, challenges, and require- | Falessi et | 2013
ACM ments of tool-support for managing technical debt al.
S14 | Peer-reviewed Springer, Exploring the costs of technical debt management—a | Guo et al. 2016
ACM case study
S15 | Peer-reviewed IEEE, Architecture technical debt: Understanding causes | Martini et | 2014
ACM and a qualitative model al.
S16 | Peer-reviewed Elsevier, An exploration of technical debt Tom et al. 2013
ACM
S17 | Peer-reviewed IEEE, CloudMTD: Using real options to manage technical | Alzaghoul 2013
ACM debt in cloud-based service selection and Bah-
soon
S18 | Peer-reviewed Google A Cost-Benefit analysis model for technical debt | Ferndndez 2013
Scholar management considering uncertainty and time Sénchez et
al.
S19 | Peer-reviewed IEEE, Evaluating technical debt in cloud-based architec- | Alzaghoul 2014
ACM tures using real options and Bah-
soon
S20 | Peer-reviewed ACM To adapt or not to adapt? technical debt and learn- | Chen et al. | 2018
ing driven self-adaptation for managing runtime per-
formance
S21 | Peer-reviewed ACM, Else- | Investigating architectural technical debt accumula- | Martini et | 2015
vier tion and refactoring over time: A multiple-case study | al.
S22 | Peer-reviewed IEEE Security risk assessment and management as techni- | Rindell and | 2019
cal debt Holvitie
S23 | Peer-reviewed IEEE, The danger of architectural technical debt: Conta- | Martini 2015
ACM gious debt and vicious circles and Bosch
S24 | Peer-reviewed IEEE, When-to-release decisions in consideration of techni- | Ho and | 2014
ACM cal debt Ruhe
S25 | Peer-reviewed Elsevier, Identifying self-admitted technical debt through | de Freitas | 2020
ACM code comment analysis with a contextualized vocab- | Farias et
ulary al.
S26 | Peer-reviewed IEEE, Economics-driven approach for managing technical | Alzaghoul 2013
ACM debt in cloud-based architectures and Bah-
soon
S27 | Peer-reviewed IEEE, Applicability of technical debt as a concept to un- | Vogel- 2015
ACM derstand obstacles for evolution of automated pro- | Heuser and
duction systems Rosch
S28 | Peer-reviewed ACM, Measuring affective states from technical debt: A | Olsson et | 2021
Springer psychoempirical software engineering experiment al.
S29 | Peer-reviewed Wiley On the interest of architectural technical debt: Un- | Martini 2017
Online covering the contagious debt phenomenon and Bosch
Library
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Table : List of Publications (Continued)

ID Type of Litera- | Found Title Name Year
ture Database(s)
S30 | Peer-reviewed IEEE, Towards better technical debt detection with nlp and | Rantala 2020
ACM machine learning methods
S31 | Peer-reviewed Elsevier Building and evaluating a theory of architectural | Verdecchia | 2021
technical debt in software-intensive systems et al.
S32 | Peer-reviewed IEEE Managing technical debt in database normalization | Albarak et | 2020
al.
S33 | Peer-reviewed IEEE, Technical debt triage in backlog management Besker et | 2019
ACM al.
S34 | Peer-reviewed Elsevier Technical debt forecasting: an empirical study on | Tsoukalas 2020
open-source repositories et al.
S35 | Peer-reviewed IEEE, Identifying scalability debt in open systems Hanssen et | 2019
ACM al.
S36 | Peer-reviewed IEEE Identifying and estimating technical debt for service | Kumar et | 2019
composition in SaaS cloud al.
S37 | Peer-reviewed ACM Supporting technical debt cataloging with TD- | Foganholi 2015
Tracker tool et al.
S38 | Peer-reviewed Wiley Architectural technical debt in embedded systems Martini 2019
Online and Bosch
Library,
IEEE
S39 | Peer-reviewed IEEE, Explicating, understanding, and managing technical | Al Mamun | 2014
ACM debt from self-driving miniature car projects et al.
S40 | Peer-reviewed IEEE, Technical debt as an external software attribute Lavazza et | 2018
ACM al.
S41 | Peer-reviewed IEEE, From lasagna to spaghetti, a decision model to man- | Aldaeej 2018
ACM age defect debt and  Sea-
man
S42 | Peer-reviewed IEEE Towards the definition of enterprise architecture | Hacks et al. | 2019
debts
S43 | Peer-reviewed ACM, Systematic elaboration of compliance requirements | Ojameruaye | 2014
Springer using compliance debt and portfolio theory and Bah-
soon
S44 | Peer-reviewed IEEE, Elasticity debt: a debt-aware approach to reason | Mera- 2016
ACM about elasticity decisions in the cloud Gémez et
al.
S45 | Peer-reviewed IEEE Database design debts through examining schema | Al-Barak 2016
evolution and Bah-
soon
S46 | Peer-reviewed Springer Who pays for ethical debt in AI? Petrozzino | 2021
S47 | Peer-reviewed IEEE Process debt: A first exploration Martini et | 2020
al.
S48 | Peer-reviewed IEEE, Sustainability debt: A portfolio-based approach for | Ojameruaye | 2016
ACM evaluating sustainability requirements in architec- | et al.
tures
S49 | Peer-reviewed Google Prioritization of EA debts facilitating portfolio the- | Yeonget al. | 2019
Scholar ory
S50 | Peer-reviewed Google Controlling Technical Debt Remediation in Out- | Ramasubbu | 2021
Scholar sourced Enterprise Systems Maintenance: An Em- | et al.
pirical Analysis
S51 | Peer-reviewed IEEE Self-Admitted Technical Debt in Ethereum Smart | Ebrahimi 2023
Contracts: A Large-Scale Exploratory Study et al.
S52 | Peer-reviewed IEEE Common Causes and Effects of Technical Debt in | Murillo et | 2021
Costa Rica: InsighTD Survey Replication al.
S53 | Peer-reviewed IEEE Accumulation and Prioritization of Architectural | De Toledo | 2022
Debt in Three Companies Migrating to Microservices | et al.
S54 | Peer-reviewed Google Process Debt: Definition, Risks and Management Martini et | 2023
Scholar al.
S55 | Grey  Litera- | Google Gradual Rewrite for Reducing Technical Debt Ristimaki 2023
ture
S56 | Grey  Litera- | Google How to Manage Technical Debt (and Why It Mat- | Stolyar 2021
ture ters)
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Table 2.3: List of Primary Studies

ID Type of Litera- | Found Title Name Year
ture Database(s)
S7 Peer-reviewed IEEE, On the uncertainty of technical debt measurements | Izurieta et | 2013
Citeseer al.
S8 Peer-reviewed IEEE Using real options to manage technical debt in re- | Abad and | 2015
quirements engineering Ruhe
S9 Peer-reviewed ACM A portfolio approach to technical debt management | Guo  and | 2011
Seaman
S24 | Peer-reviewed IEEE, When-to-release decisions in consideration of techni- | Ho and | 2014
ACM cal debt Ruhe

e Applicability: This factor considers ‘Al - the uncertainty-related investiga-
tions, covering the problem and/or the solution, and can be relevant or applied
to different TD problems or TDM phases. A study in which ‘A2 - the imple-
mentation, evaluation, the cases used are of wider applicability, and whether
the evaluation is a step closer to its practical usage.” Though TDM has been
widely discussed in the industrial context, our search has not found studies

scoped for this context.

Table compiles a comparison matrix of all studies using the above criteria.
The list of all studies is shown in Table 2.2 In summary, only 4 out of 56 studies
have adequately addressed C1 and C2 and satisfy R1, R2. Those four studies are
shown in Table [2.3| and can be considered primary studies. We analyse all surveyed

studies in the next section.

2.4.1 Comparison Result

Table reports on how the identified studies are compared against completeness,

relevance, applicability, and the extent to which they compare against these factors:

Difference in completeness: We found that the majority of studies tend to dis-
cuss causes of uncertainty in TD without providing a solution. This is expected as

the majority of studies are experience reports, including case studies and interview
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studies.

The first group of studies indicate the source of uncertainty in TDM. For example,
[S11, S12, S14] explore the cost in TDM. The studies mentioned uncertainty in TD
interest and repayment. [S12, S14] states that uncertainty in TD interest repayment
can be considered a risk. [S11] mentioned that this type of uncertainty complicates
software project management. This type of uncertainty can be considered erratic
uncertainty, as repayment outcomes are context dependent and unpredictable. As
[S11, S12, S14] are explorative case studies, they do not provide a solution to the

above problem of TD uncertainty.

Uncertainty from challenges in estimating the impact of TD decisions is indicated
in several studies [S6, S15, S21, S22, S28, S31, S38, S40, S41, S55]. [S15, S21], for
example, points out a challenge to estimate ripple effects from architectural TD,
partially due to the lack of awareness of the dependencies. This challenge can
obscure architectural TD analysis and understanding of debt impact. This type of
uncertainty is characterised by the unpredictability of architectural changes. Though
these studies focus on architectural TD manifestation and accumulation over time,
sources of uncertainties are not the primary focus of these studies. [S22] describes
a challenge in TD interest calculation when we are uncertain about the effect of
TD and security risk estimation if the context is security. [S27] adapt and apply
the classification of TD to automated production systems (aPS) based on several
industrial aPS projects. The study acknowledges a challenge in estimating TD

impact caused by parallel software development.

Several studies acknowledge uncertainty when quantifying TD parameters or
their impact. [S10], for example, is a foundational paper that raises awareness of
TD and TDM in software-reliant systems. It hints at uncertainty when estimating

TD impact. [S13] is an experience report on TD in the context of CMMI Maturity
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Level 5. The study acknowledges uncertainties linked to the economic consequences
of TD and calls for a more rigorous tool for managing TD uncertainty in this context.
[S16] is an exploratory case study which utilises the study outcome and proposes a
framework for understanding TD. The study notes difficulties in estimating project

risks due to uncertainty around any changes to TD.

We have also found studies that discuss uncertainty in relation to unpredictable
growth of interest. [S18], as an example, presents a cost-benefit analysis model to
alleviate uncertainty in the growth of interest by using a binary tree. The study aims
to elicit a possible range of TD interest growth within different timeframes, and the
cause of uncertainty is left unmitigated. [S22] acknowledges inherent uncertainty in
interest calculation and provides a risk-oriented approach to prioritise TD. However,
the inherent uncertainty in interest calculation is unaddressed in the study. [S37]
acknowledges uncertainty in relation to interest growth, but the study contribution

(e.g. integration of TD tracker and extension tools) does not address the problem.

[S33] indicates difficulties in TD prioritisation due to the unpredictable future of
the manifested components/software from the surveying results of 17 practitioners.
[S34] presents a predictive TD analysis based on open-source repositories. The study
utilises Machine learning methods for forecasting the uncertainty in TD evolution.
However, the uncertainty of TD evolution and its parameters, which can be man-
ifested in the data set, remain to be addressed. [S35] presents a concept of TD in
scalability requirements and identifies uncertainty from the system scalability. The
study demonstrates the presence of TD in the scalability requirements of a banking
system. However, the raised problem of uncertainty is left unaddressed. [S46] is an
opinion paper indicating the ethical uncertainty of practitioners for TD in the field of
Artificial Intelligence, which is an open research topic. [S50] is an empirical analysis
that indicates environmental uncertainty in the enterprise’s systems can complicate

TDM and curtail control balancing efforts.
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[S30, S51, S53| present the cause of uncertainty when dealing with conflicting
perspectives. Particularly, [S30] discovered uncertainty when using natural language
processing (NLP) and machine learning to identify self-admit TD from code com-
ments. However, the study is still a work in progress. [S51] is an exploratory study on
self-admitted TD in more than 700k real-world Ethereum contacts. The study pro-
vides a taxonomy for self-admitted TD, where uncertainty in various design choices
is documented. [S5H3] is an interview study of 47 practitioners on microservices
architectural TD. The study identifies uncertainty in insufficient metadata where

practitioners are unsure whether additional metadata can resolve the current issues.

The second group of studies point out uncertainty as a cause of TD. [S15, S21,
523, 529] conduct case studies in several large companies to explore the accumula-
tion of architectural TD over time. All of those indicate uncertainty as a cause of
architectural TD. A source of uncertainty is attributed to unclear specifications and
use cases. This class of uncertainty can be essentially caused by information defi-
ciency and can be mitigated with more information (e.g. clearer/revised use cases).
The uncertainty that can cause TD attributed to unclear documents is briefly noted
in [S25, S38, S39, S55, S56]. Notably, [S38] is a series of case studies for investigating
architectural TD in embedded systems. The study points out that architectural TD
can stem from the uncertainty of use cases at the beginning of the development.
[S47, Sb4| presents a concept of Process Debt, a derivative of TD where a sub-
optimal activity or process that might have short-term benefits but yield a negative
impact in the medium-long term. The papers point out that there can be uncer-
tainty in Process Debt due to the lack of documentation and clarity of purposes.
These are interview studies that provide a conceptual model of Process Debt. Thus,
an approach or mitigation to the aforementioned cause of uncertainty is left to be

researched.

We found two studies [S42, S49] that present a concept of TD in Enterprise
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Architecture and discuss associated uncertainty. Enterprise Architecture Debt is a
deviation of the current state of an enterprise from a hypothetical ideal state. A
concept of Enterprise Architecture Debt can enable further research in alleviating
a deviation from the current state of an enterprise to an ideal state. However, the
cause of the deviation, including the source of uncertainty and the unavailability of

resources, is not defined in the study.

There are publications that only mention the role of uncertainty without any
elaboration on its causes or an explicit solution to address uncertainty. [S2] men-
tioned that uncertainty is one of the major factors in TDM. [S3] mentioned the
impact of uncertainty in TD. These studies do not identify a cause of uncertainty
or provide a solution. [S4, S5] indicates TD uncertainty without providing detail or

a solution.

Differences in relevancy: In this subsection, we compare studies which ade-
quately address C1, C2, R1 but do not meet R2. These studies indicate and address

the source of uncertainty when managing TD in different system contexts.

[S1] is an opinion paper which discusses uncertainty due to the lack of TD infor-
mation from software vendors in the context of software licensing negotiation. The
study recommends requesting TD data for the application and TD mitigation plans.

Uncertainty in this study relates to the lack of information on TD backlog.

[S17, S26] define a concept of TD for cloud-based service-oriented architectures.
The study formulates TD in this environment as an option problem. [S19] utilises
the Design Structure Matrix (DSM) in developing a method to address the problem.
Uncertainty of the problem is related to conflicting perspectives on optimal selection

or substitution decisions in the cloud-based service-oriented architecture.
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[S20] presents a concept of TD in the context of Self-Adaptive Systems, where TD
is related to the runtime performance. Based on this concept, the study presents
a framework to determine when and whether to adapt the system in a dynamic
manner and comprehensively evaluate the proposed framework in comparison to
four debt-oblivious triggering approaches. Uncertainty in the study originates in

different opinions on adaptation decisions in Self-Adaptive Systems.

[S36] presents a novel approach for identifying TD in service composition un-
der Software-as-a-Service (SaaS) cloud. The paper proposes a TD model in the
context of service composition and utilises a time-series forecasting method to esti-
mate future TD. The source of uncertainty in this study originates from conflicting
perspectives in service composition decisions, which are driven by time-sensitive

workloads.

[S32] presents a concept of database normalisation debt, which can occur in tables
below the fourth normalisation form. The study proposes a framework leveraging
a novel use of the Portfolio Theory and the TOSIS method (Technique for Order
of Preference by Similarity to Ideal Solution). The uncertainty in this study stems

from different database normalisation decisions.

[S43] defines a concept of TD for managing compliance requirements. The study
proposes a goal-oriented method and obstacle handling with portfolio-based thinking
to manage and refine compliance goals. Uncertainty in the problem of the study

relates to different opinions in mitigating compliance requirements.

[S44] presents a concept of elasticity debt, which originates from sub-optimal
self-adaptive and elasticity management decisions. The paper demonstrates a proof
of concept with CloudSim to show its effectiveness in debt-aware elasticity decision-

making. Uncertainty from the problem in this study relates to conflicting perspec-
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tives between short-term and long-term gain in elastic adaptation decisions.

[S45] defines database design debt, which originates from violations of key design
database principles, anti-patterns, etc. The study presents a taxonomy to help in
classifying various types of database design debt and illustrate its use in a MediaWiki
case study. Uncertainty in database design debt problem is related to conflicting

views in treating non-optimal database design decisions.

[S48] illustrates a concept of sustainability debt, which is the gap between the
current state of the available resources and the environment where the sustainability
goals are ideally realised. The study proposes an architectural evaluation method,
extending the Cost Benefit Analysis Method and the Portfolio Theory to quantify
the sustainability debt of architectural design decisions. The source of uncertainty
in this study is related to conflicting views on decisions in realising sustainability

goals.

Differences in applicability: We compare four studies which satisfy C1, C2,
R1, R2 and A1l in this subsection. These studies indicate and tackle the source of

uncertainty in TDM. However, they tend to lack implementation and/or evaluation.

[S7] is an exploratory study that seeks answers to uncertainty in using TD mea-
surement in metric-based tools. The study presents a rigorous technique inspired
by physical sciences to represent the above uncertainty. Uncertainty in this study
stems from the lack of information on the exact TD measure process and methods
independent of the problem context. The study provides no evaluation of the pre-
sented contributions. As the uncertainty of the problem stems from metric-based

tools, the study applies only to TD measurable by tools.

[S8] proposes to apply real options thinking to establish a quantitative method for

36



2.4. Comparative Analysis Chapter 2

managing requirements debts. Uncertainty in this study relates to the unpredictabil-
ity of environmental changes, the problem context (e.g. requirement marketability)
and the cost of TD. The study illustrates the applicability of the contributions with
a hypothetical project and plans for several industrial experiments as the further
research agenda. The study is highly dependent on historical data in calculating the
volatility factor, which renders a project with a small volume or no historical data

unsuitable for this work.

[S9] proposes a portfolio approach to determine optimal repayment decisions.
Uncertainty in this study is related to the unpredictability of the growth of TD
interest. The study provides no evaluation and outlines an evaluation plan. The
study utilises a series of assumptions in the financial domain, which require further
validation. Additionally, the study acknowledges the limitation of the reliance on
human experience in the estimation of the return on TD, which can cause another

type of uncertainty due to the unpredictability of TD outcomes and its ripple effects.

[S24] is a position paper proposing a TD formation in the context of software
releases. The study proposes an estimation method, leveraging the Fuzzy set theory
to estimate TD. Uncertainty in the problem of this study is related to TD principal
and the lack of its information. The study provides a proof-of-concept evaluation,
where the method is embedded as a plugin for a release planning tool, which is
evaluated on a real-world project. At the time of this writing, the repository for
project data and evaluation analysis is inaccessible. The study specifically aims for

code-based TD and does not consider other TD attributes other than TD principal.
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2.5 Results

2.5.1 Research Landscape (RQ 1)

RQ1: What is the current research landscape in relation to uncertainty in TD?

As it is shown in Figure [2.2] the current research landscape on uncertainty in TD
encompasses solution proposals, philosophical papers, opinion pieces, and experience
reports, where the most common research type is experience reports, followed by
solution proposals. We have found zero studies on uncertainty in TD that can be

considered evaluation research or validation research.

As the majority of studies are evaluated on a small set of examples or have no
evaluation. Up to our knowledge, existing studies on TD and uncertainty are neither
conducted nor evaluated in a real-world industrial setup. Henceforth, we conclude
that the current research on uncertainty in TD is in its early phase and tend to be

driven by academic efforts.

2.5.2 Manifestation in TDM activities (RQ 2 & RQ 3)

RQ2: Which TDM activities can suffer from uncertainty?

According to our findings (shown in Figure [2.2]), the majority of studies are
related to uncertainty in TD measurement, followed by TD representation. TD
identification and TD prioritisation are the third and the fourth most common TDM

activities that can suffer from uncertainty.

Based on our search results, we conclude that most TDM activities can suffer
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from uncertainty, where the most documented TDM activity is TD measurement.
RQ3: In which TDM activities, uncertainty is under-studied?

We have found no study which demonstrates the practicality of its contribution
in a large-scale or industrial setting. Studies in TD representation, for example, are
evaluated on a set of examples. Worse, contributions to the rest of TDM activities
have no evaluation.In addition, it is inconclusive whether uncertainty exists in TD
monitoring or TD prevention as there is no study mentioning uncertainty in the two

above TDM activities.

Henceforth, we conclude that studies on uncertainty in most TDM activities are

under-researched.

2.5.3 Type of Uncertainty (RQ 4)

RQ4: What are the causes of uncertainty in TDM activities?

We found that the majority of uncertainty documented is caused by the unpre-
dictability of the problem domain. Examples of unpredictability are ripple effects,
TD impact, the complexity of the problem domain, etc. Uncertainty from the un-
predictability can manifest in most TDM activities, ranging from TD identification

to TD repayment.

The second most common type of uncertainty is uncertainty due to information
deficiency. It is documented that information deficiency can manifest TD identi-
fication, TD measurement and TD representation. Some examples of information
deficiency are unclear/incomplete use cases, the lack of relevant information to make

a judgement /decision, the lack of a unified standard, etc.
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The least common type of uncertainty is uncertainty due to conflicting perspec-
tives, which we documented that only manifested in TD identification and TD rep-
resentation. Examples of conflicting perspectives are whether to identify TD based
on the given code comment or different dimensions on how to represent TD in a new

developing environment, emerging technologies, etc.

Apart from this, we found four studies that the behaviour of uncertainty are
undefined /unmentioned. It is inconclusive whether uncertainty in those four studies

can be classified into one of the above three types of uncertainty.

2.6 Reflection on Additional Causes of Uncertainty

As research on uncertainty in TD is in its early phase, there is only one study which
contributes to a tool that considers uncertainty in TD [S44]. We observe that this
limitation, combined with the following challenges in TD tools, can contribute to

uncertainty in TD:

e As observed by [13]|69], there is a lack of commercial tools and research proto-
types for some specific TD types, such as test debt. The lack of a systematic
approach and tooling to address specific types of debt can prompt develop-
ers to take ad-hoc TDM, relying on the developers’ assumptions, expertise,

knowledge and competency and introducing uncertainty in the process.

e As there is no consensus on the important TD factors and their measurement
approaches [69], practitioners may face the dilemma of defining identification
criteria for TD and selecting suitable approaches and metrics for analysing and
measuring the debts as one tool fits all situations can be impractical. This is

because TD concerns, approaches and metrics to management can be unique
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to some application domains and/or TD types. Consider, for example, the
case of testing: Depending on the type of testing (e.g. coverage, code-level,
architecture-level etc.), the effectiveness of TD identification and management
can essentially vary with the adopted techniques and uncertainties about its

fit for purpose/suitability.

e As observed in [13], TD toolings can vary in their effectiveness, coverage, and
analysis of debts. Practitioners may have to use several code analysis tools
to widen the coverage and inclusivity of detection criteria. Analysts can face
a dilemma when deciding on the set of tools to be used and how they can
effectively complement each other, and a lack of knowledge about these tools

can be a source of uncertainty that can miss hidden debts.

e The lack of practitioners’ knowledge and experience in these tools may lead
to inappropriate tool selection that is not fit for purpose, leading to project
waste and uncertainty in TD decisions taking the form of misidentification of
the debts; over or under-estimation of the debt; bias of the analysis to the
type(s) of debt that is supported by the chosen tool’s, while ignoring other

hidden and critical debts.

2.7 Discussions

The fundamental of TD under uncertainty, as a subject of research, is still in its
infancy and is generally underdeveloped. Existing studies often use simplified as-
sumptions about the underlying uncertainty, which can be overly specific to certain
environments and thus hamper the proposed approaches for meaningful and practi-
cal application. [S7], for example, has investigated uncertainty in TD measurement

due to the imprecise TD parameters estimation. Another example is the work of [S9]
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on a portfolio approach for tackling the uncertainty of interest payment. However,
this approach takes a simplistic assumption in mitigating uncertainties in interest
estimation by following a normal distribution, which might not be true in practice.
The application of real options by [S8] is another example. The study discusses
uncertainties in relation to the option to delay requirement debt repayment; the
definition of uncertainty is definitive to a specific TD type and behaviour, limiting

the broader application of this approach.

Researchers and practitioners need to work together to investigate how the im-
pact of uncertainty can propagate through TDM phases and can influence several
decisions across and within phases. Identifying debt dependencies and their innate
and external sources of uncertainties is another area that is worthy of research; it can
fundamentally influence debt admissions, debt identification, areas within the sys-
tem that require careful attention to avoid interest accumulation and considerations

for debt payback.

The situation looks even more glimmering for practitioners as the mainstream
tools and software for TD tend to ignore and do not currently support the representa-
tion of uncertainty in TDM. Existing tools are short in providing modelling support,
visualisation, and mechanisms for identifying sources of uncertainty and their miti-
gation when managing TD. Such limitations leave the treatment and mitigation of
uncertainties in TDM opportunistic, lack systematic guidance and are biased to the
analyst’s skills and their personal desire. The absence of tools may drive practition-
ers to initiate TDM activities and manually tackle underlying uncertainty, including
analysing sources, dynamics and probing for modelling the sensitivity of TD pa-
rameters to uncertainty. Consequently, practitioners may ignore the importance of
uncertainty in TD or tackle it externally to the tool with techniques that might
be error-prone, not ideal or fit for purpose. Practitioners might wish to employ

additional techniques (e.g. Monte Carlo sampling, Delphi method) for calibrating
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uncertainty from TD measurement, which can be labour-intensive, and the choice

of the techniques can be biased.

2.8 Moving Forward and Addressing the Gaps in Man-

aging TD under Uncertainty

Researchers and practitioners in TD should collectively work on setting an agenda
and raising awareness of uncertainties in TDM activities and thus develop methods,
techniques and tools that remediate the aforementioned issues. Research needs to
develop the fundamentals of systematically managing TD under uncertainties that
can be linked to different TDM activities and identify mitigation strategies. In addi-
tion, the definition of universally accepted TD uncertainty definition and properties
should be discussed and should be systematically addressed to alleviate the current
state of fragmented research and knowledge gaps on the topic. Research can seek
inspiration from decision-making under uncertainty in economics, policy-making,
health care and statistics. Notable examples that can inform research are Knightian
uncertainty [60], the economics of information [109], the source of uncertainty [56]
and the classification of uncertainty that is widely used in the medical application

[49].

Practitioners need to embrace uncertainty in TDM and be sceptical about ob-
tained information and/or evidence of TD throughout TDM activities. Although it
can be exhaustive by employing this mindset, we can probe to identify uncertainty

sources and systematically manage them.

Systematically managing uncertainty in TD requires several steps, covering elici-

tation of the source, monitoring, tracking, etc. The following are recommended mit-
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igation activities for practitioners to mitigate uncertainty in TD along with TDM:

e Practitioners may employ scenario-based analysis and multi-perspective evalu-
ation to improve the level of confidence about the TD query and uncertainties

revolving around the query.

e Practitioners may document them similar to risk items, including their severity,
origin, mitigation route, and periodically update them throughout the life
cycle. The objective is to make the mitigation of uncertainties less labour-

intensive, explainable and repeatable.

e In terms of TD decision-making, when it is possible, decisions must be collec-
tively made by different stakeholders. By doing so, decisions can be verified,
and possible sources of uncertainty can be collectively discussed. Addition-
ally, decisions can be then made based on diverse evidence, neutralising bias,

inexperienced opinions and/or ill-suited assumptions.

e Communication/estimation techniques, such as Planning Poker, Wideband
Delphi, and Delphi method, might be employed during these activities to
elicit underlying assumptions, rationale and different aspects from different

stakeholders.

e As the accessibility of TD knowledge and data is essential to mitigate uncer-
tainties, cross companies’ datasets and data-sharing infrastructure can unlock
the potential of more rigorous methods to alleviate uncertainty in TD via data-
driven analytics. One of the potential routes is to leverage data-mining tech-
nologies and the applications of machine learning to mitigate uncertainties of
human-centred predictions. Consequently, practitioners can employ knowledge
and gather data to support TD decision-making under uncertainty and verify
the rationale behind the produced TD decisions. Additionally, advancements

in tools for modelling, visualising and mitigating uncertainties are necessary
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to accelerate awareness of the topic and adoption. Continuous integration and
continuous deployment methods and modern computing paradigms that are
characterised by complexity, heterogeneity, and decentralisation, such as [oT,

cloud, microservices architecture, etc., can particularly benefit from the vision.

2.9 Threat to Validity

We acknowledge that the quality of this mapping study may be influenced by the
coverage of the study search, its study selection and the quality assessment of the

extracted sources, as discussed below:

2.9.1 Inadequate Coverage of Study Search

There might be a relevant study that is not included in this mapping study, poten-
tially deterring the overall coverage of the mapping study. Although we attempted
to mitigate this by employing our additional search on Google and Google Scholar,
there still might be a study which is uncovered by these databases. This may be due
to the lack of the “snowballing” technique [130]. We intentionally omit this technique
as it is inapplicable to grey literature, such as experience reports in blogs, technical

reports, social platforms, etc.

2.9.2 Bias on Study Selection

Although we have provided clear study selection criteria, this mapping study can

produce different search results due to different interpretations of inclusion criteria.
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Specifically, different researchers might have different opinions on a study related to
TD or related to uncertainty, which results in different studies being selected. We
attempt to mitigate this by grounding precise selection criteria in different phases

of selection, creating hard boundaries for different interpretations.

2.9.3 The Lack of Quality Assessment

To provide the current research landscape on uncertainty in TD, we select all types
of studies, whether it is non-peer-reviewed or peer-reviewed, in our search scope.
Without the quality assessment of selected studies, this decision can demote the
quality of the mapping study. As research on uncertainty in TD is in its early stage,
we believe it is imperative to consider all studies, regardless of their quality, as some
of those can be the foundation for future research. Hence, we agree with Kitchenham
et al. that the quality assessment of the primary study is not a necessary task for

the mapping study [57].

2.9.4 Bias in Data Extraction

Researchers can have different judgements or opinions about classification schemes
during data extraction. This issue might stem from their own gains, bias, experience,
speciality, experience, etc. To mitigate this, we build our classification schemes on
existing classifications in the literature, which contain a precise definition for each
classification. In addition, we present the selected studies matrix with classifica-
tion rationale (where it is applicable), enabling future researchers to trace back the

classification schemes and their rationale in this mapping study.
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Goal-Obstacles-based Approach for

Managing Information Uncertainty

3.1 Introduction

Information is an important input for decision-making. Information plays a ma-
jor role in reducing the uncertainty of decisions, where rational decision-makers
systematically utilise information in a structured strategic decision-making process
[29]. With complete and exact information, the expected utility, its objective and a
known probability of outcomes can be characterised, supporting decision-makers to

find an optimal and satisfying solution [128§].

The desire to seek complete information when making decisions about alterna-
tives can be overly-restrictive, if not impractical; consequently, using theories like
utility theory in decision-making [128] can be less revealing and ineffective in the
presence of imperfect information. Imperfect information or information deficiency

can result in information-based uncertainty [59]. We refer to this phenomenon

47



3.1. Introduction Chapter 3

as Information Uncertainty. Information Uncertainty can be reduced by acquir-
ing/investing in additional relevant information [59]. In a given problem, there can
be more than one alternative affected by Information Uncertainty. Thus, decision-
makers might face difficulties in prioritising Information Uncertainty in which alter-

natives should be reduced.

Technical Debt (TD) is a technical compromise from trade-offs of short-term
benefits with the long-term well-being of the software system [22]. Since the admis-
sion of technical debt can be intentional or unintentional [82], it should be managed
to keep its impact under control [76]. Technical debt management (TDM) activi-
ties are TD identification, TD measurement, TD prioritisation, TD prevention, TD
monitoring, TD repayment, TD representation and TD communication [75]. In-
formation Uncertainty can be present when managing technical debt and in taking
decisions that relate to one or more of the above TDM activities. For TD identi-
fication and measurement, as an example, the effectiveness of these two activities
is subject to approach selection and configuration by practitioners. However, the
completeness of TD identification and measurement information is often subject to
practitioners’ satisfaction. Practitioners can have different perspectives on the selec-
tion, configuration, and utilisation of a suitable TD identification and measurement
approach, those which are based on one’s background, preference, experience, spe-
ciality, etc. Without similar competency, it can be difficult to determine whether
existing TD identification and measurement information is sufficient. This issue can
introduce Information Uncertainty in TD identification, and without careful consid-
eration, its outcome can consequently lead to misidentified and hidden TD in the
TD backlog. Decisions with Information Uncertainty can also lead to the under or
over-estimation of TD parameters in TD measurement. As the information defi-
ciency can apply to any TD, Information Uncertainty can affect several TD in the

backlog. Without any prioritisation technique, practitioners are left with an Infor-
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mation Uncertainty-ridden TD backlog, which can result in ineffective TD ranking

and ineffective repayment strategies.

Despite the problematic consequences of Information Uncertainty in TDM and
its activities during decision-making, TD research has not looked into systematic
approaches and mitigation strategies for tackling Information Uncertainty, which
we address in this chapter. This contribution focuses on Information Uncertainty
in TD identification and TD measurement; nevertheless, the treatment can still be

applied to and benefit other TDM activities.

We present a novel probabilistic goal modelling approach leveraging sound and
well-established goal-obstacles and scenario analysis in requirements engineering [26,
124, 111], and value of information (VOI) analysis in health economics [10} [30] to
mitigate subjectivity and incompleteness of information, as sources of uncertainty,
when identifying and measuring TD. The modelling can be utilised to elicit more
information on the system context to better contextualise TD identification and es-
timation. Our model can also help in supplementing and verifying the ability of
existing TD identification and estimation models to encapsulate TD impact on the
said context. To prioritise Information Uncertainty, the contribution makes a novel
use of the VOI analysis to determine the worthiness of reducing Information Uncer-
tainty in TD, valued by possible gains, when additional information is introduced.
The VOI analysis and ranking can be utilised to inform an information investment
strategy, looking to invest those with the greatest net benefit [134]. The approach
builds on cost-effectiveness and decision analysis widely used in health economics
and can be traced to a study by a Nobel Prize winner Kenneth Arrow [10]. In health
economics, the expected value of perfect information can be employed to estimate
the VOI of a decision on a promising treatment and/or to adopt new technology for

the said treatment.
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This chapter’s main contribution is a systematic approach for reducing Infor-
mation Uncertainty when managing TD; the focus is on TD identification and TD

measurement. Below, we list the specific contributions:

e We illustrate the presence and ill-consequences of Information Uncertainty in

TD identification and measurement sub-activities.

e We develop a novel probabilistic TD goal-obstacles modelling approach, com-
plemented with scenario-based analysis, to assist in contextualising informa-

tion and reducing its uncertainty when identifying and measuring TD.

o We present a new concept of decision analysis in TD by illustrating similarities
of decision-making on TDM and health economics. We describe a mapping
that draws on the combination of similarities with decision analysis in health
economics to enable TD decision-makers to better conceptualise and formalise
the potential benefits of TD for an information investment strategy. This
concept and corresponding mapping are later utilised for the application of
the VOI when handling the problem of Information Uncertainty in TD and

investing in information investment strategies to mitigate uncertainty.

We demonstrate our approach using an open-source e-commerce microservices
architecture of an industrial scale (provided by Microsoft). We evaluate the ef-
fectiveness of the approach in mitigating Information Uncertainty when managing
TD. We compare our approach to two baseline approaches, namely cost-saving and
interest-based. We report on entropy and stability analysis. The results show that
our approach can produce a more robust and stable TD decision under situations

exhibiting Information Uncertainty.

The chapter is organised as follows: Section [3.2] presents background on Informa-

tion Uncertainty, health economics and its mapping to TDM and decision-making.
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Section [3.4] describes the methodology. Section [3.5] reports on the evaluation. Sec-
tion |3.6| reports on the discussions and threats to validity. Closely related works are
discussed in section and this chapter concludes in Section [3.7]

3.2 Background

Research on uncertainty in TDM decision-making is limited. TD studies discussing
uncertainty tend to focus on specific TD measurement and estimation problems
(e.g., measurement imprecision [50], the net benefit of TD [40]) or only available
for a specific type of TD (e.g. requirement debt [1]). There is a general absence of
a comprehensive classification of uncertainty in TDM decision-making. We look at
[56] for the categorisation of uncertainty in computation modelling as the foundation

for potential types of uncertainty in TDM decision-making.

1. Parameter Uncertainty is the situation where input parameters of the model,

which characterise features of an application context, are unknown.

2. Model Inadequacy is the situation where the outcomes of the selected model

differ from the true values of the expected outcomes.

3. Residual Variability is the situation where the selected model yields variations
of the outcomes from the same inputs. This source of uncertainty can result

from an unpredictable process or model conditions that are overly generalised.

4. Parametric Variability is the situation where the inputs of the model are varied

and require more detail in order to be precisely utilised.

5. Observation Error is the situation where there is the possibility of an error

during measurement observation.
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6. Information Uncertainty: This is known as “Code uncertainty” in the study;
this is the situation where more information is required in order to receive
a clearer view of input-output pairs. Although, in theory, those might not
be considered as unknown since they can be eliminated when information is
acquired, such activity can be impossible without a trade-off between real-

world constraints (e.g. cost, effort, time, etc.) and certainty.

Uncertainties in the above categorisation are fundamentally manifested in the
computerised model components, and thus they can reside in TDM activities that
utilise TD representation. We specifically investigate TD identification and TD
measurement. As decision-making in these two TDM activities is informed by TD
representation and the estimation of TD attributes, these two activities are vulner-
able to the above uncertainties. Particularly, uncertainties can propagate in TD

models or TD parameters, which are utilised throughout the TDM lifecycle.

The above uncertainties can simultaneously exist as the combination of TD ap-
proaches and/or methods can be utilised. During TD identification, practitioners
may, for example, select more than one TD model/approach. Each model can then
produce results on aspects of TD, diversifying the analysis of TD (e.g. possible code
smells or architectural degradation [34]). Different results may be produced when
TD identification is used in conjunction with TD measurement methods (e.g. code-
based TD model from a Commercial-Of-The-Shelf (COTS) tool [107], or models

focusing on specific software quality and violations to standards [13]).

During TD measurement, practitioners can employ different TD measurement
methods, focusing on specific quality attributes of interest, types of TD, etc. Ap-
proaches may, for example, be centred on consulting experts, motivated by cost-
benefit analysis[104], and/or informed by specific standards and scale (e.g., SQALE

[71]). In addition, the effectiveness of TD identification and measurement is influ-
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enced by practitioners’ configurations (e.g. Identification threshold/measurement

profile in a COTS tool [107]).

Table 3.1: Generalised source of uncertainty in TD identification and measurement

Process

Possible source of uncer-
tainty

Technical Debt Identifica-

tion

Technical Debt Measure-
ment

Model selection

2) Model Inadequacy

3) Residual Variability

6) Information Uncertainty

- Is there a suitable iden-
tification approach for the
type of debt?

- Is the identification ap-
proach suitable for the de-
veloping environment?

- Is the identification ap-
proach suitable with the
TD type?

- Is the identification ap-
proach sound and reason-
able?

- Are more than one iden-
tification approaches re-
quired for the developing
environment?

- Is there a suitable mea-
surement approach for the
type of identified TD?

- Is the measurement ap-
proach compatible with the
identified approach?

- Is the measurement ap-
proach appropriate for the
identified debt?

- Is the measurement ap-
proach sound and reason-
able?

- Is more than one measure-
ment approach required for
the identified debt?

Model Configuration

1) Parameter Uncertainty

4) Parametric Variability

5) Observation Error

6) Information Uncertainty

- Are the identification cri-
teria properly adjusted?

- Is the identified debt ver-
ifiable and falsifiable?

- Does the identified debt
differ from a bug or defect?

- In case more than one
identification approach is
required, how to prioritise
those approaches?

- Are the parameters of the
selected measurement ap-
proaches sound and reason-
able?

- Are the measured values
verifiable and falsifiable?

-  Does the
ment approach
sulate the debt
ity /characteristics?
- In case more than one
measurement approach
is required, how to bal-
ance those measurement
approaches?

measure-
encap-
sever-

Table lists possible classes of uncertainty based on [56], where TD identifica-

tion and measurement may essentially suffer from one or more of the listed classes.

We provide a non-exhaustive checklist of the possible source of uncertainty in TDM

activities. We briefly summarise them in the following sub-activities:

e Selection of the appropriate TD model: Since there is no consensus on which

TD model and TD measurement to use [13][50], practitioners may have to

pick suitable TD models and measurement at their own discretion. When

more than one model or measurement is utilised, practitioners may need to

balance the importance of different models or measurements on their own. TD

modelling and measurements can be inadequate, limited or biased, resulting

93



3.2. Background Chapter 3

in incorrect TD representation and sub-optimal decisions. Additionally, prac-
titioners might utilise an inaccurate, partial TD model or partial TD measure-
ment method, contributing to an unreliable TD model or measurement (i.e.

Residual Variability).

e Configuration of the selected TD model: Practitioners may encounter Para-
metric Uncertainty when they do not know a suitable value and attempt to
use a default profile or default parameters. This situation can happen when
practitioners have no prior experience with the system, no experience with the
selected TD model or do not have historical data. A default profile can con-
tribute to Parametric Variability, where a TD model or measurement requires
more detail to be reliably utilised. Worse, a default profile can cause Obser-
vation Error, where an error in observation, embedded in the default profile,

is utilised in a TD model or measurement.

3.2.1 Uncertainty in TD Identification and Measurement

External or domain experts have often utilised information in the search for TD
identification approaches and TD measurement methods. This information is used
to justify, determine or reason about possible TD, suitable formulas, metrics and/or
procedures for quantifying TD parameters. However, these sources of information
are often based on common knowledge, best practices, or published studies. They
can be subjective, biased or imperfect, as there may exist hidden information outside
of a given scope, or in the application comes with assumptions or threats to valid-
ity. These issues challenge practitioners in determining “what” and “how many” TD
identification approaches and TD measurement methods to utilise for encapsulating
the presence and the severity of TD. Practitioners may attempt to mitigate this

by diversifying TD identification approaches and measurement methods, including
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selecting and configuring different TD identification approaches and measurement
methods to cover different TD types and cater for perspectives, etc. [62] propose the
participation of different stakeholders to identify and measure TD in a more com-
prehensive manner. However, the effectiveness of the selection and configuration of
TD identification approaches and measurement methods can be difficult to verify
or falsify. Practitioners might have to obtain relevant information, experience, spe-
ciality, etc., to the problem context in order to verify or falsify them. These can be
infeasible to obtain or substitute. Difficulties in falsifying the proposed selection and
configuration of identification approaches or measurement methods may influence
practitioners to utilise them without adequate inspection, opening an opportunity

for Information Uncertainty to be manifested in the TD model or its parameters.

Information Uncertainty can result in Parameter Uncertainty (i.e. the lack of in-
formation on suitable input parameters), Model Inadequacy (i.e. the lack of informa-
tion on the appropriate TD model), and Observation Error (the lack of information
for the correct measurement methods). It can result in ill-selection or misconfig-
ured TD identification approaches that are not fit for purpose, ignoring hidden TD.
Information Uncertainty can also result in partial or incorrect TD measurements,

resulting in TD misestimation.

Although Information Uncertainty can be a root cause of several TD misiden-
tification and misestimation problems and lead to several classes of uncertainty in
TDM decision-making, its systematic mitigation approach in TDM decision-making
is unexplored. In the next section, we investigate the field of health economics, where
several techniques exist to mitigate information-based uncertainty. Though a set of
Software Engineering studies [108], |70} [24] have explored the use of health economics
techniques to mitigate software decision-making problems under uncertainty, health

economics techniques have not been considered in TDM decision-making.
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3.2.2 Health Economics

Health economics is the application of economic theory to health and health care.
Whereas “health” is a state of complete physical, mental and social well-being of an
individual, “health care” is the treatment, diagnosis, and prevention of disease as de-
livered by medical and other practitioners [16]. The production of health and health
care are considered as “economic goods” [85], as good health care can contribute to

better well-being.

In a study that consider as the birth of health economics[100], A Noble Prize
winner Kenneth J. Arrow demonstrates the implications of the uncertainty of the
medical-care industry towards its market equilibria by showing that uncertainty
in “the incidence of disease and the efficacy of treatments” can contribute to an
inefficient allocation of resources and may eventually lead to market failure [100, |10],
health epidemic and death. However, uncertainty and risks underlying the decision
process on treatment selection are inevitable (due to investments’ irreversibility,
etc.). Thus, information or knowledge becomes a commodity, which physicians and

most professionals invest in the VOI for dealing with uncertainty [10].

Health economic evaluations should be subject to some form of sensitivity anal-
ysis, which can be utilised to “quantify and qualify the uncertainty underlying the
decision process.”[16]. As such, sensitivity analyses can determine whether it is
worth gathering more data before making the final decision. One promising prob-
ability sensitivity analysis is a decision-theoretic approach based on the VOI [45].
The VOI is the value of an option before knowing its real value. This approach rep-
resents the difference between the expected utility of the optimal action after and
the expected utility of the optimal action before additional information is collected.
As such, the best information strategy is the one that yields the greatest net benefit

[134]. This concept is called the expected value of total perfect information or the

o6



3.2. Background Chapter 3

expected value of total perfect information (EVTPI). Additionally, Howard intro-
duces the concept of the expected value of partial perfect information (EVPPI).
In general, EVPPI illustrates the difference between the optimal action after the
information of an underlying parameter is obtained and the expected utility of the

optimal action prior to information [45].

3.2.3 Mapping of Treatment Selection to Technical Debt Manage-

ment Decision-Making

We have reviewed a study on health economics that relates to real-world health tech-
nology adoption decision-making in the UK health care system [30], and we have
identified similar characteristics to that of TDM decision-making, making health

economics a sensible theory to ground our techniques on through analogy and map-

ping:

e Evidence-based decision-making: FEvidence-based decision-making was the
main focus of the study. Specifically, a problem in Health Technology Assessment is
mitigated by utilising existing clinical evidence to approximate the negative impli-
cation of incorrect health technology adoption [30]. Similar evidence-based practice
is adopted in several areas of TDM. Notable examples are the utilisation of software
code and documentation to identify and measure potential TD [13] and the use of

the COTS TD tool to estimate TD effort and severity [107].

¢ Role of imperfect information: The study acknowledges decision-making under
uncertainty caused by imperfect information or information deficiency. The study
explicitly considers uncertainty surrounding the implication of a new technology to
adopt. Information on new technology can be considered imperfect information as

it is impossible to precisely indicate its implication without actually adopting it.
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The study utilises additional information to reduce uncertainty related to imperfect
information. Notably, the process of clinical evidence acquisition is required, and a
need to access clinical experts is recommended to tackle uncertainty in a problem
of Health Technology Assessment [30]. For TD, imperfect information is implicitly
utilised in practice throughout TD decision-making. Notably, TD decision-makers
make TD decisions based on an approximation of TD properties (e.g. TD interest,
TD effort, etc.) without knowing their exact values. Another example is the decision-
makers utilise available information during TD decision-making without the need
to acknowledge the completeness of existing information. The concept of reducing
Information Uncertainty from imperfect information also is used in TDM. When the
practitioners utilise COTS tools or ask TD experts for their opinion, for example,
the practitioners acquire more information on TD, reducing Information Uncertainty

from imperfect information on TD and/or its attributes.

e Need for research prioritisation: The study notices the need for research pri-
oritisation to reduce uncertainty from imperfect information. More precisely, the
study utilises a framework that values additional information that may be gener-
ated by further research. The estimation of the value of additional information in
different areas is consistent with objectives and resource constraints of a health care
system [30]. Similarly, TDM decision-making is resource-constrained and context-
dependent. The importance of each TD is valued based on its manifestation and
properties (e.g. its location, impact, profitability, reusability), TD ranking, choice
of the TD prioritisation approach, and resources/time constraints for mitigating
the TD. Notable TD prioritisation approaches, for example, include SIG’s quality
model-[88|, cost-benefit-[104], and SQALE-based TD prioritisation |71].
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3.3 Related Work

Although TD decision-making and management are highly prone to Information Un-
certainty, research into this area has been very limited and not explicitly addressed.
One of the very first studies on uncertainty in TD is [50], where the authors propose
to represent uncertainty from TD measurement based on methods in the physical
sciences. Since their work’s focus has been on TD measurement, this study refers
to the source of uncertainty as systematic errors only from the poor calibration of
tools, not variability of a parameter or insufficient information. This also applies
to several studies into TD, which are grounded in concepts and theories from eco-
nomics. For example, the use of portfolio theory in TD [40]. In the context of TD,
this study treats TD as assets, and uncertainty is defined as risk, which the principle
of diversification can reduce. However, uncertainty is limited and tied to the net
benefit of TDM. [1] uses real options theory, which inherently considers uncertainty
revolving around decisions in requirement debts. In the study context, uncertainty
can relate to the option of delay in paying back the debt. However, the VOI and
uncertainty that relate to information have not been considered, which we address
in this chapter. Our cost-saving-based approach is based on [101], one of the few
prioritisation approaches in [5] that is compatible with our evaluation. This study
values the identified debts by considering the worthiness of mitigating the debts
from their potential cost-saving. The study can be used to reduce uncertainty by
introducing additional information in terms of the evolution steps of the system, its
probability, and the cost-saving of each debt in each evolution step. By doing so,
it is possible to prioritise the debts to mitigate that even the debt’s components
(e.g. principal, interest amount, etc.) are suffering from Information Uncertainty.
However, the absence of the classical TD components (i.e. interest rate, interest
amount) during decision-making by itself renders decisions from this study lacking

the consideration of the debts’ consequences. Our experiment case utilises the prin-
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cipal estimation of TD from SonarQube, which is studied individually in [54] and
along with other analytic tools in [13]. Letier et al. [70], and [24] utilise the VOI
analysis for handling uncertainty in architectural decisions based on its direct mon-
etary benefits. The main difference between this and the above studies is that our
analysis is based on the consequences of decisions translated into a monetary value

rather than the direct monetary benefit of decisions.

3.4 Methodology

We present three steps to mitigate Information Uncertainty in TDM decision-making,

whereas each step is inspired by different findings in Section

The overview and steps of our systematic approach for alleviating Information

Uncertainty in TD are as follows:

1) Practitioners identify potential TD as obstacles in corresponding system goals.
The premise of this step is to reduce Information Uncertainty in TD by adding
evidence on the cruciality of TD to the system. We extend the relationship of system
goals and obstacles [124] for systematically eliciting information for managing TD
from the system context. Since the severity of TD depends on the system context
and can obstruct system goals if they are mistreated, we posit that TD is a special
type of obstacle; it is a shortcut, resulting in a short-term gain in exchange for an
eventual non-satisfiable of a system goal. Not all obstacles are necessarily rooted
in taking a debt. Therefore, it is possible to systematically locate TD by firstly

identifying system goals and possible obstacles.

2) Practitioners utilise a probabilistic model of TD (Section [3.4.2)) complemented

with a scenario-based analysis (Section [3.4.3)). The aim of this step is to reduce In-
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formation Uncertainty by introducing information related to TD and its parameters.
The proposed model builds on the probabilistic framework for goals and obstacles
analysis [26] but scoped to the new context of application - TD identification and
analysis. The objective is to facilitate obstacle analysis that can be rooted in debts,
each with different severity and priority. The presented model considers parents’
system goals and the probability of debts obstructing their corresponding goals. We
use a scenario-based framework, which was initially proposed to elicit and verify
system goals and their refinements in requirements engineering [111]; we use it to
systematically elicit, falsify and verify TD information using context information
along with the goals and their obstacles analysis. The objective is to reduce the
subjectivity of supporting information for TD measurement and to ensure better
adequacy/completeness. The ranking from the model is used to verify whether the

existing TD model and ranking encapsulate information from the system context.

3) To reduce Information Uncertainty in the TD backlog, practitioners utilise
the VOI analysis presented in this chapter to establish an information investment
strategy. The premise of this step is to manage Information Uncertainty in TD for
future mitigation. Information Uncertainty can be reduced from new information
inferred from the system context; however, existing information can be inadequate
to reduce uncertainty, and uncertainty might persist, rendering meaningful TD mea-
surement impossible. We argue that one approach to mitigate this issue is to plan for
a strategic investment under uncertainty. We leverage the concept of the VOI anal-
ysis to establish an information strategy of TD under uncertainty (Section .
Our approach values the identified TD by considering its potential gain obtained

when additional information is introduced.

Collectively, these three steps use various tactics to strategically mitigate In-
formation Uncertainty in TD. As an immediate tactic, Step 1 promotes the use of

existing information to reduce Information Uncertainty in TD. For an intermediate
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tactic, Step 2 helps in eliciting information and using it to reduce Information Un-
certainty in TD. For a long-term tactic, Step 3 prioritises Information Uncertainty in
TD for future information investment. These steps can be iteratively utilised when

more information is available to practitioners.

3.4.1 Goal Modelling and Obstacles Analysis for Technical Debt

We utilise goal modelling (KAOS) and obstacle techniques as the foundation of
our model. As the goal modelling approach provides a precise criterion for sufficient
completeness of a requirement specification [64], it is theoretically feasible to produce
and probe a requirement specification for the perfect information (i.e. domain-
complete [26]). By utilising the goal modelling, we postulate that our TD model can
be traceable to its corresponding system goal and goal refinements, which facilitate
practitioners in falsifying identified and measured TD and supporting them in the

search for missing/hidden TD.

For a given system, there can be many goals. A goal is an objective the system
should meet, and it captures the desired behaviours of the system. Each goal can
have many sub-goals via AND- or OR-refinements [124]. An assertion to a goal G
in the domain is considered to be an obstacle if it is consistent in the domain and it

renders a goal G non-satisfiable [124].

We view TD as a shortcut that yields a short-term gain in exchange for an even-
tual obstruction of a system goal. An obstruction of TD can relate to a functional or
a non-functional system goal, where the degree of obstruction relies on the system
context, the manifested location of TD, the maturity of the system, the system us-
age, etc. For example, a bottleneck resulting from a hard-coded server address can

degrade the maintenance of a performance goal in a system with a light workload
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(e.g. a server with a fixed number of clients) or can render a goal on the availability
of the system completely unsatisfiable in a system with highly-scalable traffic (e.g.
an APT). By likening TD to obstacles, decision-makers can utilise goals and obstacles
analysis to investigate the relationship/rationale of TD to the parent/leaf goal and
possible siblings they are likely to obstruct, along with measurable consequences.
These can motivate decision-makers to explore the design space for potential TD
that can obstruct goals, better understand the severity of obstructions and their
propagation, and the urgency for debt refactoring. It can also help in evaluating the
appropriateness of proposed TD identification approaches or measurement methods
for a given case. We take inspiration to view TD as a special type of obstacle from

their similar characteristics, which are addressed below and briefly summarised in

Table 3.2

e Causes of obstacles: Obstacles capture "undesirable conditions” that can affect
goal satisfaction|[124]. The causes of obstacles can be numerous and can be linked
to external, internal or managerial factors; they can be rooted in misinformation
and inadequate knowledge about the domain, undesirable states, threats, hazards
or non-optimal methods for operationalising goals. Additionally, as an obstruction
condition can be satisfied by an assertion within the domain problem, an obstacle
can apply to issues at the development level. This is similar to TD, which can
stem from various factors in any development level [75]. The resulting issues are
sometimes absorbed (e.g., obstacle tolerance) to balance for other trade-offs, as is

the case for taking or absorbing a debt in favour of other trade-offs.

e Context-dependent : The system context is an indicative factor of the signifi-
cance of an obstacle. The frequency of a system goal to be utilised can indicate the
likely severity of the obstacle, should an obstacle be manifested. In the case of TD,
a similar argument can apply. The analysis can particularly help in predicting the

interest on the debt, severity and likely debt accumulation over time.
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Table 3.2: A Summary of Mapping of Obstacle and Technical Debt Using an Ex-
ample: Performance Goal

Obstacle (e.g. An obstacle to a perfor-
mance goal)

TD (e.g. A debt observed on performance
degradation)

Characteristics

- Can result from issues at any develop-
ment level and rooted in misinformation
(e.g. Inadequate knowledge about the
said domain’s performance requirements,
inflated or idealised assumptions about
the performance requirements, threats or
hazard obstructing slowing down the per-
formance).

- Context-dependent (e.g. Its severity re-
lates to the importance of this goal and
the related goal refinements (i.e. perfor-
mance and throughput) to the system, as
well as the probability that the obstacle
will obstruct the goal).

- Can result from issues at any de-
velopment level (e.g. Managerial de-
cisions leading to taking shortcuts in
performance testing to meet time to
market; shortcuts in requirements en-
gineering and domain analysis for per-
formance; sub-optimal design for perfor-
mance; performance-related code; man-
agerial decisions in delegating perfor-
mance engineering tasks to less experi-
enced engineers for cost savings; and pres-
sure to accelerate the velocity of devel-
opment and meeting the time to market,
etc).

- Context-dependent. For example, its
severity relates to the manifested loca-
tion(s) and where the debt is mani-
fested and can be observed (e.g. Ser-
vice Level Agreements violation of per-
formance; end-user performance dissatis-
faction; impact on other qualities such as
meeting the availability requirements and
subsequent business implications leading
to loss of customers, loss of reputation,
customer complaints and disputes leading
to compensation or legal actions).

Outcome

- Obstruction of goal (e.g. The increasing
service time of the system or at the spe-
cific process(es), which violates the corre-
sponding goal, and, in the worst case, can
render that goal non-satisfiable.)

- When the debt is mistreated, the inter-
est can grow over time and its severity
can be implied from the growth rate of
the interest, yielding additional costs to
mitigate. If the debt on performance is
mistreated, it can also lead to degradation
to system attribute(s) that relates to the
said goal(s) and violations/obstructions
of corresponding goal(s). For instance,
higher cost to mitigate; longer processing
time in manifested component(s) render-
ing the inaccessibility of manifested com-
ponents within a specific time and thus
the possible failure to meet the system
goal(s).

Outcome characteristics

- Relative to its parent goal (e.g. The per-
formance related-obstacle can violate a
goal on the overall operation time and/or
obstruct the goal to complete process(es)
in time.)

- Can affect one or several goal(s) (e.g.
The inaccessibility of manifested compo-
nent(s) within a period of time can result
in the obstruction of performance goal(s),
as well as the obstruction of reliability-
related goal(s) as it renders the overall
system less reliable.)

Resolution strategies

- Elimination: A class of strategies which
aim to render the obstacle infeasible.

- Reduction: Strategies in this class simi-
lar to Obstacle Elimination strategies but
with the aim to reduce the occurrence of
the obstacle.

- Tolerance: A class of strategies which
focus on handling the obstacle conse-
quences.

- Total Repayment: A class of strategies
which aim to make the debt irrelevant
(e.g., Restructuring the system adhering
to performance design patterns.)

- Partial Repayment: Strategies in this
class similar to Total Repayment strate-
gies but with the aim to reduce the debt
impact (e.g, Performance tuning.)

- Tolerance: A class of strategies which
tolerate the debt, but focus instead on
handling the debt impact (e.g. Offering
the discount for service subscription to
end-user as it costs lower than repaying
the debt.)
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e Resolution strategies: Several obstacle resolution strategies can be briefly
categorised as obstacle elimination /reduction/mitigation strategies and obstacle ac-
ceptance/tolerance strategies [124]. TD resolution strategies can be categorised in
a similar manner: TD mitigation/reduction by repayment and revisiting the debt
acceptance/tolerance [76]. Table presents a detailed mapping of obstacle and
TD resolution strategies that are documented to assist in TDM and its derivatives,

including self-admitted TD.

e OQutcome of TD: TD can contribute to the system’s degradation and eventual
obstruction if the debt is mistreated or the interest on the debt significantly accu-
mulates. Similar to obstacles, the likelihood and severe consequences of TD can be
difficult to predict due to uncertainty from the system’s internal and/or external

factors.

Apart from those similarities, several differences between TD and obstacles are

found as follows:

e Dynamic and multifaceted impact of TD: In goals and obstacles analysis, the
impact of obstacles is associated with its parent system goal. However, TD can
correspond to different system goals dynamically, and one TD can impact several

aspects of the system (e.g. maintainability, evolvability, etc.) at the time.

e Growth of TD impact: In goals and obstacles analysis, the severity of obstacles
is indicated by the obstacle’s probability of obstructing its parent goal at present.
In contrast, the severity of TD is indicated by TD interest, which relates to the

situation when TD is mistreated in the near future.

Based on these observations, we view TD as a special type of obstacle; it can

cause by a trade-off, be self-admitted, and be mitigated by resolution strategies;
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Table 3.3: Mapping of Obstacle and Its Corresponding Technical Debt Resolution
Strategies

Obstacle Resolution Strategies

Technical Debt Resolution Strategies

Obstacle Elimination/Total Debt Repayment,

Goal Substitution: Identifying an alternative goal
which nullify the obstructed goal and its obstacle
(e.g. Replacing an obstructed goal by an outdated
document with a goal to ask for updates).

Component Replacement:  Replacing/revising a
manifested component to nullify or lessen the man-
ifested TD (e.g.  Refactoring/rewriting a debt-
infested component [133]).

Agent Substitution: Considering an alternative as-
signment which makes the obstacle irrelevant (e.g.
Assigning an obstructed goal from an outdated doc-
ument by users to the automated system).

Component Relocation: As shown in [135], relocat-
ing a manifested component to nullify or lessen its
TD (e.g. Redirecting API calls/return statements to
avoid a debt-infested component).

Obstacle Prevention: Adding a new goal to avoid
the obstacle. (e.g. Adding a goal for reminding the
user to avoid an obstructed goal due to the forgotten
task).

Workaround Development: As shown in |135], de-
veloping an additional component/an extra process
to avoid the debt (e.g. Adding a pre-condition to
ensure that a call does not trigger a debt-infested
component).

Goal De-idealisation: Transforming the goal that
renders the obstacle disappears (e.g. Relaxing an
obstructed goal from an unsent message by increas-
ing the waiting time from 2 to 5 mins).

Debt Criteria Re-adjustment: As mentioned in [3§],
adjusting the TD criteria/threshold to only be rel-
evant to the current TDM needs (e.g. Lowering
an identification criterion by cyclomatic complexity
when identifying TD).

Domain Transformation: Transforming the domain
which renders the obstacle disappears. (e.g. Record-
ing in a timestamp automatically to eliminate an ob-
stacle from a missing timestamp).

Outsourcing: Similar to Debt Conversion in [25], del-
egate the scope of responsibility to lessen or eliminate
the debt (e.g. Utilising a 3rd party component).

Obstacle/Debt Tolerance

Goal Restoration: Adding a new goal to ensure the
existing one to be satisfied again in the near future
(e.g. Re-sending a message when an obstructed goal
from the unsent message occur).

Future Debt Repayment: As in [133|, establishing a
plan for repaying the debt in the near future (e.g.
Planning for repaying debt in the next iteration).

Obstacle Mitigation: Adding a new goal to allevi-
ate obstacle consequences. (e.g. Enabling a load
balancer when an obstructed goal occurs due to the
overwhelmed workload).

Debt Consequences Alleviation: As shown in [135],
initialising a plan for easing the debt impact (e.g.
Adding a method to sanitise a file produced by a
debt-infested component).

Do-nothing: Accepting the consequences of the ob-
stacle as there is no significant impact (e.g. Accept-
ing an obstructed goal due to the system bottleneck
since its consequences are insignificant).

Do-nothing: Accepting the debt consequences as
there is no significant impact (e.g. Accepting the
debt since its expected benefit does not cover its re-
engineering cost [25]).

it can render a goal non-satisfiable and can degrade software qualities attribute(s).

However, not all obstacles are debts or are stemmed from shortcuts and false acceler-

ation of development activities, but they can be a result of inadequate understanding

of the context domain (i.e. rooted in the inadequacy of information).

3.4.2 Probabilistic Model of Technical Debt

In this section, we presented an extension of the TD model, which establishes a

connection to goal-obstacle modelling analysis. Table provides detailed notation

for the contributions, including parameters and calculations in relation to our goal-

obstacle-based TD model. We introduced a set of TDs denoted as T', where each TD
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Table 3.4: Table of Notation

Variable Definition
T Aset of TD. T = {T'D1,...,TDy}.
Q A set of Quality Attributes. Q = {Q1, ..., Qo}.
S A set of scenarios. S = {S1,...,5p}.
Pr(TDjy) Probability in which jth TD obstructs its related goal. Between 0 and 1.
Pn(TDj Principal of jth TD.
R(TDj, Q) Interest of jth TD, related to Quality Attributes k. Between 0 and 1.
W(TDj) Weight of jth TD. Between 0 and 1. 2?21 TD;(t)Y =1
Bn(TD;,S)) The range of minimum and maximum potential benefit from jth TD in Scenario [.
W(Qk) Weight of Quality Attribute k. Between 0 and 1.
Dok Qu®)Y =1
Pr(Sy) Probability in which Ith Scenario to occurs.
Between 0 and 1.
W (S;) Weight of Ith Scenario. Between 0 and 1. >, S;(t)¥ =1
R(S;, Qk) Accumulated interest of [th Scenario in kth Quality Attribute aspect.
Bn(S;) The range of minimum and maximum potential benefit from Ith Scenario.
SS(S1) Score of Ith Scenario.
CMS(TDj) Commonality Score of jth TD.
CPS(TD;y) Average Completion Score of jth TD.
CPS(S;,TD;) | Completion Score of TD j in Scenario I.
W(TD]-) Average Impact Score of jth TD.
IPS(TDj;,Qy) | Impact Score of TD j on Q.
TDS(TDjy) Technical Debt Score for jth TD.
CSS(TD;) Cost-Saving-based Score for jth TD.
ITS(TDj) Interest-based Score for jth TD.
Elx] Expected value of z.

in the set consists of four parameters: its principal (Pn(7'D;), obstruction probabil-

ity (Pr(TD;)), interest to quality attribute (R(T'D;, Q)), and weight (W (T'D;)).

The specific details for these parameters are provided below.

Our modelling shares similarities with the traditional TD model in terms of its

principal and interest factors [103]. However, our approach introduces a new pa-

rameter called obstruction probability (Pr(7'D;)), which is borrowed from obstacle

analysis [26]. This parameter represents varying degrees of obstructions to the sys-

tem goal based on the specific domain, system context, manifested location, and

other relevant factors. It encourages decision-makers to consider the potential be-

haviours of the debt in connection with the system goal, its impact on different

components and their interactions, and how many possibilities these factors could

lead to an obstruction of the system goal. Essentially, our modelling helps to con-

ceptualise the likely behaviour of the debts in relation to the system, indicating the

need to mitigate TD in order to achieve the corresponding goals.
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Our model explicitly maps the interest of each TD to specific quality attributes
(Qr), going beyond just maintainability and evolvability. This allows practitioners
to consider other qualities, such as security or performance, in relation to their asso-
ciated non-functional goals. Additionally, we introduce a weight parameter for each
quality attribute (W (Qx)), allowing decision-makers to rank the relative importance
of these attributes based on their relevance to the system. The consideration and
prioritisation of TD impact outside of maintainability and evolvability is not entirely
new. A study by [51] has shown that decision-makers may make different choices
when considering the security implications of TD, potentially prioritising security

higher than maintainability and evolvability.

Nevertheless, we recognise that the obstruction of system goals can also stem
from functional aspects, and so we introduce a weight parameter for each TD
(W(T'Dy)). This weight represents the relative importance of the TD, indepen-
dent of its future impact on quality attributes or refactoring effort. The weight can
reflect the severity of related system goals, customer requirements, and profitability

of manifested components, among other factors.

As our model separates the consideration of TD’s impacts on various quality
attributes and its association with goals, it can be challenging to quantify the overall
impact in a single metric. To address this issue, we propose the computation of a
TD impact score for each TD. The score is calculated as a weighted summation
of the obstruction probability to the corresponding goal and its interest to quality

attribute k:

IPS(TD;, Q) = (Pr(TD;) x W(IPS,a)) + (R(TD;,Q)) x W(IPS,b)) (3.1
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Whereas W(IPS,a) and W(IPS,b) are the weight (both are 0.5 as default,
indicating that TD impact on various quality attributes and its association with
goals are equally important). All parameters are represented as a single value,
which can be obtained from its expected value, experts or a combination of both.
We define the average TD impact score as the summation of the individual impact

scores for each quality attribute k:

TPS(TD;) = Z IPS(TD;,Qy) (3.2)

k=1

The probability of obstructing the system is refined with the AND/OR refine-
ment tree and propagation rules from [26]. There can be leaf and root TD in
the system, and the severity of the violation of goal G (i.e. SV(G)) as SV(G) =
RDS(G) — EPS(G) where RDS(G) is the required degree of satisfaction of goal G

and EPS(G) is the estimated probability of satisfaction for a goal G [26].

3.4.3 Scenario-based Framework for Technical Debt

Complementing goal-modelling |110], scenario requirements engineering provides a
way to make the intention of the system-to-be clearer by reasoning on specific details
from a set of scenarios. Each scenario can be considered as a sequence of behaviours

in the system-to-be in a specific environment.

We utilise scenario-based analysis to help practitioners in falsifying and verifying
TD parameters. More precisely, by concretising different groups of assumptions,
perspectives, situations, etc., into scenarios, it is possible to reason about the appro-
priateness of TD parameters within the given scenario context, helping practitioners

to falsify or verify the existing parameters and calibrating them when it is necessary.

69



3.4. Methodology Chapter 3

As each system scenario might not be equally important, each scenario has unique
properties (e.g. Pr(S;), W(S;), R(S;,Qy)) to indicate its significance. Scenarios
with commonalities can be combined as “normal” scenarios, and the number of al-
ternative scenarios depends on system complexity and safety criticality [110]. Each
scenario can have the net interest of all quality attributes. For .S, its net interest

can be calculated from the summation of each quality attribute and its weight:

Q

R(S) = R(S;, Qr) x W(Qk) (3.3)

k=1

The significance of each scenario can be calculated via the Scenario Score, which
is the weighted summation of its net interest, its obstruction probability and its

weight. For S, the Scenario Score can be calculated by:

SS(S) = (R(S)) x W(SS,a)) + (Pr(S) x W(SS,b)) + (W(S)) x W(SS,¢)) (3.4)

Where W(SS,a), W(SS,b), W(SS,c) is the weight of attributes (equal to 0.4,
0.5, 0.1 respectively by default, indicating the obstruction probability of the scenario

is more important than its net interest and its weight).

In this thesis, we propose a calculation for determining the significance of TD
based on its importance and frequency of occurrence in various scenarios. The
importance of TD is represented by its impact score (IPS(TD;)) and its weight
(W(T'D;)), as discussed previously. In the following paragraphs, we elaborate on
the relationship between TD and scenarios, as well as the calculation process for TD

occurrence in different scenarios, ultimately leading to the establishment of the TD
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score.

A scenario consists of one or more TD, and each TD is considered a unique
element. Thus, one TD can only exist once in a scenario. Here, we define a common
TD as a TD, which is included in more than one scenario, and an exclusive TD as
a TD, which is included only in one scenario. By doing so, there can be at least
two TDM tactics: Common debts-driven (i.e. emphasising tackling common TD
among scenarios) and Scenario-driven (i.e. focusing on mitigating exclusive debts
in a scenario). The commonality score can be calculated to determine a suitable TD

for the first tactic. The commonality score considers the coverage of one TD overall

TD:

fZI ZTDJ'ESZ Pn(TD]>
fZI ZTDallESl Pn(T‘Da”)

CMS(TD;) = (3.5)

Whereby >, >_rp,es, P'n(T'D;) is the summation of principal jth TD in each

scenario which contains it, > 7 | > rp Pn(TDgy) is the summary of principal

all€S]
for all TD in all scenarios. For Scenario-driven, the average completion score for all

scenarios and the completion score for ith scenario of jth TD (i.e. CPS(TD;) and
CPS(S;,TD;) denote as:

CPS(TD;) = f: CPS(S,,TD;) x W(S)) (3.6)
=1

CPS(S,,TD;) = > rp,es, Pn(T'D;y)
L4 Dj) = > rp,,es, P(T Dan)

(3.7)

Whereby > 7p es, Pn(T'D;) is the summation of the principal of jth TD which
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includes in Ith scenario and ZTDW es, Pn(TDyy,) is the principal summation from
all TD which includes in [th scenario. A completion score for each scenario and each

debt is determined by the coverage of one TD over the selected scenario.

Collectively, TD Score (T'DS) for jth TD is the weight summation of its impact

score, its weight, how common and how exclusive it is to defined scenarios:

TDS(TD,) = (IPS(TD;) x W(T'DS,a)) + (CMS(TD;) x W(TDS, b))+ 38)
(CPS(TD;) x W(TDS, c)) + (W(TD;) x W(TDS,d)) |

Whereas W(T'DS, a), W(TDS,b), W(TDS,c), W(TDS,d) are the weight (by de-

fault, equal to 0.7, 0.1, 0.1 and 0.1, respectively).

3.4.4 Expected Value of Technical Debt Information

As mentioned in [3.2.3] the decision-making process in TDM and treatment selection
in Health Economics is heavily influenced by evidence, in which decision-makers
in both fields are assigned to prioritise issues that need to be mitigated. Further-
more, they can suffer from imperfect information, potentially obfuscating accurate

assessment of the impact of the problem and proposed solutions.

Considering the above similarities, it is reasonable to postulate that techniques
used in treatment selection to mitigate Information Uncertainty can be beneficial
to those in TDM decision-making. In this section, we propose a technique based on

information worthiness to manage Information Uncertainty in TD.
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Inspired by the cost-effectiveness analysis in health economics, which considers
the worthiness of information related to each decision, we propose an information-
worthiness-based technique to manage Information Uncertainty in TD. This tech-
nique is based on the potential benefit of information to reduce Information Uncer-
tainty in TD. This parameter is represented in a range as it can differ in different
scenarios. Consider website traffic data, as an example, which can be of a high
value during a peak scenario as it can help in verifying the impact of performance-
related TD. However, it might be irrelevant and does not add value to non-workload-

sensitive scenarios (e.g. the night shift).

Based on the range of potential benefits from the debt, it is possible to compute
its worthiness via the expected value of information. This chapter presents an ap-
proach for indicating the maximum amount to gather information on all scenarios

with the expected value of total perfect information:

EVTPI = Elmazg,es Bn(S;)] — mazs,es E[Bn(S))] (3.9)

Where E[mazg,csBn(S;)] is the expected value of the maximum benefit from Sce-
nario Ith. mazg,esE[Bn(S;) indicates the maximum value from the expected benefit
from Scenario [th. The value from EVTPI always is greater or equal to zero. The
output of EVTPI is a monetary value that indicates the maximum amount to invest
in reducing uncertainty for each scenario. Additionally, it is possible to prioritise the
importance of Information Uncertainty in each TD in a scenario via the expected

value of partial perfect information:

EV PPI = Elmax(Bn(S;, TD})|Bn(S))]) — maxs,esE[Bn(S))) (3.10)
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Where E[maz(Bn(S;, TD)|Bn(S))]) is the expected value of the maximum benefit
of jth from all TD included in /th scenario. Intuitively, it would be reasonable to
prefer reducing the uncertainty from TD in the selected scenario, which has the most
expected benefit. Like EVTPI, EVPPI of TD can indicate the maximum amount

to invest in reducing the uncertainty of that debt.

3.5 Evaluation

The evaluation of uncertainty-related approaches, in general, can be difficult. This
is because the presence of uncertainty is context and environment dependent. Addi-
tionally, statistical evaluation of uncertainty requires the presence of uncertainty-free
values and/or ground truth. Approximation error or relative error, for example, re-
quires an uncertainty-free value which can be difficult and impractical without know-
ing the ground truth or establishing it from scratch (e.g. one’s own data set, backlog,
environment, etc.). Establishing ground truth can potentially suffer from infinite
regression (e.g. whether an identified /measured value is actually uncertainty /error-
free). To address these challenges, the evaluation uses a controlled experiment to
evaluate the effectiveness of our approach against two criteria, predictability and

robustness in the presence of uncertainty:

e Predictability: An effective approach that caters for uncertainty should be
predictable. The premise is that the more certain the approach is, the more
predictable of its results. The predictability of the approach can be in relation
to uncertainty from Residual Variability, Parametric Variability, and Informa-
tion Uncertainty. Predictability can also imply fewer outcome variations, and
as there are fewer input-output pairs in the search space, it can decrease the

cost to reduce Information Uncertainty. Predictability can also help to deter-
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mine uncertainty from Model Inadequacies, as there are fewer outputs to be

compared.

e Robustness: As Observation Error is one of the sources of uncertainty. An
ideal approach must adequately tolerate the possible error during observation.
This requirement can also apply to uncertainty from Parameter Uncertainty
and Parametric Variability as tolerance towards input variations can reduce

the chance of uncertainty from those two sources to be propagated.

The evaluation aims to answer the below questions:

RQ1: In the presence of uncertainty, can our approach produce more predictable

outcomes compared with other approaches? If so, why is it the case?

RQ2: Can our approach produce more robust outcomes when compared to other

approaches? If so, why is it the case?

For the controlled environment, we use an open-source microservice system of an
industrial scale, described in[3.5.1] to evaluate our approach. To ease reproducibility
and adoption, the evaluation firstly examines how the mitigation decisions of our
approach are compared against the baseline of cost-savings [101] and hypothetical
interest-based approaches in the presence of Information Uncertainty. The hypo-
thetical interest-based approach prioritises TD primarily based on its interest. The
purpose of this hypothetical interest-based is to mimic several COTS TD models
[13], without the reliance on any specific COTS profile and human judgement. Both

predictability and stability analyses of the mitigation decisions are presented.

Secondly, we report on the predictability and stability analyses of the investment
decisions once informed by our approach, comparing it against that of the interest-

based method. The cost-saving approach was not used as it essentially assumes that
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the principal is uncertainty-free, making the comparison less meaningful. Evaluation

material can be accessed via [119).

For meaningful comparison, we consolidate TD metrics as follows: for the cost-
saving-based, the principal of all TD is translated to be its refactoring cost (i.e.
Crest = Pn(T'Dj) ), all scenarios and its probability are translated to evolution

steps and its probability (i.e. Pr(S;) =p/(e)). The relative TD is calculated by:

RTD(S,5',¢) = Pn(TD;) + W(S)) x Pn(TD;) x (W(TD;) x IPS(TD;)) (3.11)

Additionally, we present the cost-saving ratio for each debt to rank each debt to

be repaid as:

Y eer BTD(S, S e) x p'(e)

CSS(TD;) = -
rest

(3.12)

When Crese < 3, RTD(S, 5, ¢), otherwise. CSS(TD;) = 0. The ranking of

this approach is calculated as:

ITS(TD;) = (R(TD;, Quain) X 0.5) + (R(TD;, Qevo) X 0.5) (3.13)

3.5.1 Case and Experimental Setup

Since the microservices architecture is often governed in a decentralised manner

[73], the decentralised nature of microservices development can make some of the
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Maintain
[System Security]

SG1: Avoid SG2: Avoid SGN
[System Exposure] [Uncovered Exploit]/ ***

Figure 3.1: A high-level extract of AND goal refinement, SG1, SG2 of SGN.

TD information invisible, where a TD on one microservice and its root causes can be
invisible to other developers. Though the intuition microservice design can confine
and localise the debt in given services, the reality is that the debt can still propa-
gate to affect the rest of the architecture. Consequently, TDM decision-making can
suffer because of Information Uncertainty; for example, when the information flow
that relates to the root causes of the debt, its nature, confinements and resolution
strategies are invisible but may still obstruct the system (e.g. if we would think of
debt as potential obstacles that can affect the satisfaction of the goal of the sys-
tem, where goals might not necessarily link to a specific service). Henceforth, the
decision-making can be incomplete and inaccurate. We use the eShopContainers
project (commit 3573), which is a microservices system powered by Microsoft, to
evaluate our approach. This project is the largest microservices system in [48]. To
promote the reproducibility of the evaluation, we selected SonarQube as it supports
all the programming languages used in our investigation (i.e. JavaScript, Type-
Script, C#) without heavy modification and refuge to different profiles and tools.
The principal of each TD is gathered by SonarQube CE v. 8.5.1.38104 with default
Sonar-Way profiles for all languages. 14 TD from files with the highest principal are
gathered. 9 TD are code debts, two of them (TD10 and TD13) are architectural TD
from hardcoded paths, and three of them (TD2, TD5 and TD14) are test debt due
to uncovered test cases. As SonarQube is unable to estimate the refactoring effort
of test debt based on available information, test debt requires different treatment

and is excluded from TDS calculation and TD backlog in Table[3.5] We analyse test
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debt VOI for establishing an information investment strategy (Table , planning
towards their effort estimation in the future. Quality attributes are maintainability,
evolvability and security, whereas their W (Qy) are the normalisation of the con-
verted 3-point Likert scale (i.e. 0.167 (1/6), 0.333 (2/6) & 0.5 (3/6) respectively).
The security impact of TD is considered in this evaluation, along with the classical
TD impact on system attributes (maintainability and evolvability). Table|3.7|shows
file properties that are required to calculate TD interest in this case experiment.
Maintainability Rating (i.e. Rating) is converted from SonarQube with the setting
above to the decimal format. The weight of each file is converted from the curated
3-point Likert scale. For reproducibility, equations for calculating certain parame-
ters are provided. FvoPot is an evolvability potential, and Crit is the criticality
of each file. All parameters in this case experiment, including the interest of each
TD, are gathered via the expected value obtained from Monte Carlo Simulation
(n = 10°) with its corresponding range in the bracket. The interest of jth TD in

Maintainability, Evolvability and Security is calculated as:

R(TD;, Quain) = Fi(W(TD,)) x Fi(Rating(TD,)) (3.14)
R(TD;,Qevo) = Fi(W(TD;)) x E[Fi(EvoPot(TD;))] (3.15)
R(TD;,Qs..) = Fi(W(TD;)) x E[Fi(Crit(TD;))] (3.16)

Whereas Qnain, Qevo, @sec 18 maintainability, evolvability and security and F'i(x)
is the file location of z. The partial goal and two sub-goals (Figure of the case

experiment are refined with “divide-and-conquer” refinement patterns [33]. Table
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[3.5] shows the parameters of TD, and Table [3.6] shows the parameters of identified
scenarios. It is assumed that all TD are related to its parent goal with OR —
refinement, and the severity of the violation of the goal is negligible. “Weight”
column in the table represents the normalised weight of each debt, its minimum,
maximum and its expected value before normalisation. “Pr” indicates E[Pr(T'D;)],
and the range of minimum and maximum Pr(7'D;). “Rationale” column represents
the rationale behind the range of probability and mapped scenario(s). “Pn” column
represents the principal of each debt. Table [3.6] shows that Scenario 1 and residing
TD should be firstly mitigated. Based on TDS and an interest-based approach,
Table |3.§| illustrates that for Scenario 1, TD7 should be firstly mitigated. However,
the three approaches reported vastly different TD. Practitioners must be mindful
of the ability of the cost-saving-based and interest-based approaches to encapsulate
TD impact. Table [3.9] illustrates the number of samples from three scenarios, their
range, the mean, and the maximum potential benefit across scenarios. Table [3.10
shows the range of potential benefits of each debt and its EVPPI across scenarios.
The potential benefit ranges are based on various degrees of saving from the loss of
business opportunity and extended downtime [84} [39} |131]. EVPPIs from this table
are obtained by a technique in [99]. From Table [3.10] the uncertainty in parameters

of TD2 should be firstly reduced since it yields the highest EVPPI value.
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Table 3.6: Table of Identified Scenarios

S Description | W(S;) | E[Pr(S))] TD € S, SS(S;) | Ranking
1 Casual 0.333 0.752 TD1, TD7, TDS, | 0.623 1
(2/6) | (0.7,0.9) TD11, TD12, TD14
2 Seasonal 0.5 0.301 TD1, TD2,TD3, TD4, | 0.476 2
(3/6) | (0.2,0.4) TD7, TDS8, TDIO,
TD11, TD12, TDI3,
TD14
3 Nighttime 0.167 0.124 TD1, TD4, TD5, | 0.161 3
(1/6) (0.1,0.15) | TD6, TD7, TD8, TDY,
TD11, TD12

Table 3.7: Table of File Properties

ID | Filename Weight Rating | E(EvoPot)(min,maz) | E(Crit)(min, max)
F1 | OrderStatus.cs 0.2 (Medium) | 0.6 (C) | 0.163 (0.1,0.3) 0.774 (0.75,0.8)

F2 | CatalogContextSeed.cs 0.1 (Low) 0.2 (A) | 0.316 (0.2,0.4) 0.252 (0.2,0.3)

F3 | WebhooksDomainExceptions.cs | 0.3 (High) 0.4 (B) | 0.773 (0.75.08) 0.734 (0.7,0.8)

F4 | CardType.cs 0.2 (Medium) | 0.2 (A) | 0.074 (0.05,0.1) 0.292 (0.6,0.4)

F5 | Locations.API/Program.cs 0.1 (Low) 0.2 (A) | 0.18 (0.1,0.25) 0.616 (0.5,07)

F6 | Marketing. API 0.1 (Low) 0.2 (A) | 0.514 (0.4,0.6) 0.154 (0.1,0.2)

3.5.2 RQ1: Predictability Analysis

Decisions from all approaches are evaluated with Shannon’s entropy [105] as

m

H(X)=-Y p(TD))log, x p(TD;) (3.17)
j=1

Where H(X) is the entropy of X, and the lesser value means, the more certain of the
overall outcomes, p(T'D;(t)) is the probability that 7'D; will be chosen based on its
ranking. For example, if T'D, is ranked as the number 1 among all 3 debts, p(7T'Ds)
is (3/(1 4+ 2+ 3)) = 0.5 whereas the dividend (i.e. 3) is its descending order. For
mitigation decisions, the result of Table [3.8 shows that our approach outperforms
those two in all scenarios, which is roughly around 18.6 per cent and 26.3 per cent
less entropy compared with our average (2.634). To answer RQ1, our approach
performs better for producing predictable outcomes with lower entropy. This is
because our approach utilises information from the system context and scenarios;
decision-makers can thus make mitigation decisions with more confidence and omit
irrelevant TD from the scenario of interest. For investment decisions, Table

shows that decisions of both approaches achieve an entropy of 1.459.
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Table 3.8: Ranking of technical debt decisions from Probabilistic model, Cost-saving-

based (Csv) and Interest-based (Intr) approaches and its entropy

Probabilistic Model (TDS)

b Csv | Intr g p(S1) | S2 | p(S2) | S3 | p(Ss)
1 1 4 2 0.267 | 2 0.178 | 2 0.194
3 5 8 7 0.067

4 11 3 3 0.156 | 3 0.167
6 4 10 7 0.056
7 2 1 1 0.333 | 1 0.2 1 0.222
8 6 9 4 0.133 | 6 0.089 | 6 0.083
9 8 2 4 0.139
10 9 5 4 0.133

11 3 6 3 0.2 5 0.111 | 5 0.111
12 7 12 5 0.067 | 9 0.022 | 8 0.028
13 10 11 8 0.044

H(X) | 3.236 | 3.574 2.149 2.957 2.794

Table 3.9: Expected potential benefit from all scenarios. their EVTPI is 33789.69 -
23238.17 = 10551.52

S1

S2

S3

5 | (20659,280605) | (18691,46450) | (13778,32695) | M

1 | 23985.04 22627.3 28672.12 28672.12
2 | 2121847 36046.71 19947.62 36046.71
X [ 24623.9 [ 32504.2 [ 23238.17 [ 33789.69

Table 3.10: Ranking of Technical Debt Decisions by EVPPI and Interest-based
Decision-making

EVDPPI

D o7 5P 53 x | It

2 [ 0.00 32.73 0.00 10.91 | 0.238
(9279,11191) (6881,21724) (4499,14193)

51 0.00 2.18 0.09 0.76 | 0.073
(6881,10533) (4499,14193) (4780,11191)

i1 027 0.44 0.00 024 | 0.078
(4499,6881) (7311,10533) (4499,7311)

82



3.5. Evaluation Chapter 3

3.5.3 RQ2: Stability Analysis

Decisions from different approaches are evaluated via sensitivity analysis with the

quadratic-mean decision function [37]:

(Dizy Wity 1 (3.18)

Whereas o = 2, w; = W(S)), a; = CSS(T'D;) for the cost-saving-based approach,
a; = ITS(TD;) for the interest-based approach and a; = T'DS(T'D;) for the prob-
abilistic model approach. The stability index with e perturbation can be calculated
as [37]: S(e) = (H;‘;ll ch)ﬁ whereby S(e) range between 0 (i.e. the unstable solu-
tion) and 1 (i.e. the stable solution). d; is the pair-wise stability value between j
and j + 1. Since different approaches yield different numbers of debts and orders,
they are analysed individually. € = 0.1,0.3,0.5,0.8 and 1 (i.e. there are parametric
changes up to € in each decision) are utilised to evaluate all decisions. To answer
RQ2, we conclude that our approach is more robust than other approaches because
it produces decisions with higher sensitivity indices in all degrees of parametric per-
turbation (shown in Table B.11)). In the extreme perturbation (e = 1), decisions
from our model achieve the stability index at least two times more than the baseline
approaches. This is because our model is based on more information (i.e. param-
eters of debts) to prioritise 7DS. Thus, it is more tolerant to perturbation. For
investment decisions, Table indicates that the decisions from EVPPI are also
more stable than the ones from the interest-based approach. This likely is because

the inputs of the analysis are the expected values, and therefore they are calibrated

and more tolerant to sensitivity.
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Table 3.11: Stability Indices of different TD decision-making approaches

R Probabilistic Model
€ Cost-saving-based |101] | Interest-based [13] ST 55 53
0.1 | 0.273 0.33 1 0.618 | 0.75
0.3 | 0.114 0.145 0.63 0.256 | 0.356
0.5 | 0.073 0.094 0.446 | 0.163 | 0.229
0.8 | 0.049 0.063 0.306 | 0.107 | 0.152
1 0.041 0.04 0.256 | 0.088 | 0.125

Table 3.12: Stability Indices of between EVPPI and interest-based approach

€ EVPPI | Interest Based

011 0.81
0311 0.561
051 0.474

0.8 | 0.866 0.348
1 0.768 0.3

3.6 Discussions and Threat to Validity

As an RQ1 answer, Table illustrates that our model can produce at least 18 per
cent more predictable TD decision ranking compared to outputs from the classical
interest-based and cost-saving-based models. This is because the ranking of TD
decisions produced by our approach is categorised by scenarios, which can probe for
and reveal additional cases and information that analysts may miss without con-
cretising the case. This advantage enables practitioners to prioritise the criticality
of TD by observing the number of manifested scenarios for each TD and its related
system goal. These abilities can support practitioners in locating and mitigating

critical TD before their negative consequences occur.

To answer RQ2, Table and showed that our model is capable of pro-
ducing TD decisions that are significantly more preserved results to parametric per-
turbation when compared to classical interest-based and cost-saving-based models.
In the worst case, the stability index from our approach is one time higher than
the rest. This demonstrates that a more stable TD decision ranking can be pro-
duced when considering additional system contextual information. The information

utilised in our model can also provide practitioners with a clearer picture of TD
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impact when better associated with system goals and manifested scenario(s). Based
on the number of manifested TD, practitioners can see the location which deserves

attention to maintain its quality when using our approach.

Additionally, our model encourages practitioners to input additional system con-
textual information as the model’s parameters and thus make some information re-
lated to system context more explicit. This enables better traceability between the
TD model and TD decision when practitioners use our approach. This advantage
might not be possible with the classical TD models, where TD decisions might base

on illicit information and might not be traceable to utilised models.

Table [3.9] and illustrate that the VOI analysis utilised by our approach
can give an insight into investment for reducing Information Uncertainty in the
monetary unit. This advantage can help practitioners in better TD communication
between and within technical and managerial stakeholders. Transparency of the VOI
analysis can also facilitate practitioners in revising the estimation of TD’s potential
benefit. Ultimately, our approach can facilitate decision-makers to decide whether it
is worth investing in reducing Information Uncertainty for each TD when weighing
in their potential benefit (i.e. from the VOI analysis) and their potential impact
(i.e. considering TD parameters: interest, probability and its related goal). These

advantages can be entirely infeasible with classical TD approaches.

For a threat to validity related to applicability, the identified TD in our case
contains diverse types of debts (e.g. architectural debt, code debt, test debt, etc.);
however, TD analysts may often focus on specific types in practice. We believe that
our chosen microservice case demonstrates ample opportunities to test the practical
potential of our contributions. Additionally, though our approach requires calcula-
tions for numerous parameters, the approach is flexible considering generic/widely

used, customised, bespoke methods of calculation. This flexibility improves the
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method’s precision and applicability to various domains and contexts and beyond
the microservices case. Our case demonstrates that various techniques can be em-
ployed for calibrating the precision of debts’ parameters from different sources (e.g.
a static code analysis, Monte Carlo Simulation, and other experts’ elicitation tech-
niques [14]). It also demonstrates that it is possible to prioritise debts in the presence
of Information Uncertainty using the expected VOI analysis, even when all param-

eters cannot be estimated precisely.

The cost of seeking more information is not considered in this work as it varies
with applications and contexts, making it hard to generalise. For example, the cost
for introducing additional information is subject to utilised models (e.g. goal mod-
elling, cost-effectiveness TD model), software documentation (e.g. software require-
ments, software scenarios) and methods to gather information (e.g. experts’ opinion,
COTS). Nevertheless, the cost of probing for more information can be traded against
the added value of factoring in information in decision-making, which can be scenario

and context-specific.

Following the common aphorism in statistics that “all models are wrong” [21],
we do not claim absolute correctness of the model, but we provide sound models,
metrics and systematic guidelines that facilitate in eliciting information for a given

system context.

Our model is based on several TD publications on the impact of TD on the system
context felicitated by systematic goal-obstacles modelling and VOI analysis. The
combination provides decision-makers with transparent and evidence-based decision-
making that can be traced back to the rationale of the goal-obstacles refinements
and its context. Additionally, the evaluation metrics supporting our model are
based on widely-used techniques in information theory, along with sensitivity and

stability analysis, providing confidence and a basis for falsifying arguments linked
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to the analysis. The analysis reveals that our model achieves higher stability indices
across all degrees of perturbation when compared against other baseline approaches

(cost-saving- and interest-based).

Though our model hopes to mitigate Information Uncertainty and to probe for
information, completeness of information is difficult to achieve, and it is a widely
acknowledged challenge. Since the completeness of the information can be highly
subjective to perceivers and can be cost-intensive, it might not be feasible to obtain
complete information in practice. Hence, the completeness of the information cannot
be guaranteed. This chapter provides an approach to probe for additional informa-
tion as more information can yield a more precise identification or estimate of TD.
This, in turn, can reduce Information Uncertainty of TD during TD identification

and measurement.

The aim of this chapter is to demonstrate that our approach has the potential to
handle Information Uncertainty in extreme conditions where information and knowl-
edge are scarce (e.g. greenfield projects). For this case, the steps of our approach can
be iteratively applied, moving from simplified assumptions and best-effort estimates
to more advanced analysis, precise estimates, and further tuning as we advance our
knowledge of the case and are consistent with engineering management practices.
However, we see that further research and quantification approaches of the param-
eters might be required, specifically for TDM of systems, experiencing Information
Uncertainty which is a subject of our ongoing research. Nevertheless, our presented
approach can serve as a solid foundation that can inform further studies on the topic

of managing TD under Information Uncertainty in a systematic and unified manner.

Since the source of uncertainty illustrated in Section [3.2] can manifest in comput-
erised models, we believe that Information Uncertainty of TD can manifest in dif-

ferent TDM activities. Considering Information Uncertainty during TD monitoring,
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as an example, practitioners might suffer from uncertainty in regard to appropriate
monitoring tools, monitoring sensitivity, etc., as sources of information related to
those TD monitoring subjects can be unreliable, biased, myopic, etc. Our concept
might be applicable to Information Uncertainty in different TDM activities. To il-
lustrate, the location of system components and their related system goals might
be capable of supporting practitioners in selecting suitable monitoring sensitivity,
selecting appropriate monitoring tools, etc. Additionally, the practitioner might be
capable of minimising negative consequences from improperly monitored TD when
considering its monetary impact via the VOI analysis and utilising the analysis in
support of TD monitoring decision-making. These further subjects can be related
to the exploration of Information Uncertainty in different TDM activities and their

possible alleviation, which are worth researching.

3.7 Conclusion

We present a systematic approach to reduce Information Uncertainty in TD. The
approach adopts widely-used techniques in requirements engineering to establish a
probabilistic goal and obstacles models of TD, complemented by a scenario-based
analysis and information investment techniques from health economics. The objec-
tive is to reduce Information Uncertainty in TD through investment in information.
Cost-benefit and the value of information models of TD are presented to estab-
lish an information investment strategy in information to reduce uncertainty. With
the benefit-oriented information investment strategy, it is possible to prioritise which
debts to consider and how much information should be invested in for a more effective
TDM. The evaluation shows that our approach is capable of producing significantly

less uncertain and more stable decisions under extreme parametric perturbations.
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Chapter 4

MORDM-based Approach to Mitigate

Deep Uncertainty

4.1 Introduction

Technical Debt (TD) is a consequence of taking the short-term benefit at the cost
of the long-term well-being of the software system [22], which relates to costly or
impossible future changes [12]. TD can cause both intentionally and unintentionally
by developers [82]. Technical debt management (TDM) consists of a set of activi-
ties which aim to prevent potential TD from being incurred, keeping it visible and
controllable |75 [76]. One of the crucial TDM activities is TD prioritisation. This
TDM activity provides practitioners with a window of opportunity to review and
verify the identified and measured debts and consequently decide on the priority for
mitigating and re-paying the debts, constrained by time, resources and/or urgency.
Existing prioritising approaches may utilise several ranking methods, which can be

informed by costs, benefits, urgency, project constraints and/or experts’ judgements
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etc.

However, the diverse deciding factors, stakeholders’ opinions, expertise and ca-
pabilities in decision-making can lead to Deep Uncertainty. Deep Uncertainty can
be observed in scenarios where the parties of a decision do not know or do not agree
on the system model(s), decisions and their consequences [67]. Consequently, the
probability distribution to represent uncertainty about its key parameters and/or
preference of desired outcomes [67] can result in Black Swan events - unexpected
events which can yield significant impact on system [112]. This phenomenon can be
observed in TD prioritisation: consider, for example, disagreements on TD prioriti-
sation deciding factors; incapability in resolving the difference; indecision because of
bias, myopic, ability to make decisions, and/or overly-/under-focused consideration

of the TD issue.

In TD prioritisation, the presence of one or more of these issues can contribute
to fragile TD prioritisation decisions and in-erratic TD rankings with potentially
undesirable consequences. These issues can be observed in TD prioritisation of
projects of any size, and their outcomes (i.e. sub-optimal decisions or indecision)
can be fatal. The state-of-art and -practice lacks approaches for uncovering and sys-
tematically mitigating these issues. Worse, very few studies acknowledge potential
disagreement among practitioners or the incapability of practitioners. As current
shortcomings in the community leave practitioners to resolve their issues in decision-
making on their own; the resolution can be highly vulnerable to Black Swan in TDM
as they do not acknowledge Black Swan blindness (i.e. employing decision-making
shortcuts/practices which can lead to Black Swan events) during TD prioritisation

decision-making.

To systematically address those issues, the chapter explores the problem of Deep

Uncertainty [67] and Black Swan events manifestation [112] in TD. We demonstrate
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that it is inevitable for Deep Uncertainty to occur during TD prioritisation. Addi-
tionally, since TD prioritisation is related to decision-making on data with a specific
type of deviation (i.e. Extremistan), as well as practitioners can utilise several short-
cuts during decision-making without acknowledging their trade-offs, the probability

for Black Swan events to occur can be exemplified in this phase.

For mitigating Deep Uncertainty and potential Black Swans that stemmed from
TD prioritisation decisions systematically, we propose an iterative decision-analytic
framework derived from Many-Objective Robust Decision Making (MORDM) [53],
and Antifragility [113]. MORDM is an iterative Robust Decision-making analytic
framework that uses Many-Objective Optimisation for generating Pareto-optimal
solutions to be verified and discussed by practitioners. MORDM can also inform
practitioners of potential vulnerabilities in selected solutions during the Scenario
Discovery step. Antifragility is an ability to thrive when there are changes in the
unknown environment [113]. Small stressors and optionality in the system are among
the two causes of antifragility[113]. Additionally, unknown changes in the environ-

ment can help in mitigating Black Swan events|113].

In this chapter, TD rankings can be generated via the Many-Objective Optimi-
sation Algorithm (MOEA), where the objective functions of the various scenarios
under consideration have utility scores; these scores can be derived from the TD

prioritisation approaches that practitioners select to inform the analysis.

In data-sensitive systems, it can be challenging to learn, imply and gather sce-
narios. To address this challenge, we take a Scenario Discovery approach, and we
leverage the use of the "Formal Approach to Scenario Analysis”[46]. The discovery
of the scenarios can help analysts to probe for vulnerabilities in TD rankings and
would make it possible to initiate Scenario Discovery in an early phase of MORDM.

This improvement can aid the generation of more focused utility and objective func-
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tions and, consequently, more robust TD rankings that are scenario-based. The
identified scenarios in our framework can act as small stressors and can help bench-
mark the performance of objective functions in relation to all scenarios. To promote
optionality in our framework, we leverage the concept of Nash Equilibrium for the
visualisation of objective values in different TD rankings. We use pay-off matrices
to determine the TD rankings of different objective functions and their Nash Equi-
libria. In the case of unknown environments and uncertainty, TD rankings can be
utilised for enacting optionality in decisions to mitigate likely Black Swan in TD

prioritisation.

Collectively, our contributions in this chapter are as follows:

e We discuss Deep Uncertainty in TD prioritisation. We provide a novel map-
ping of the Black Swan theory into TD prioritisation. The mapping coins
Black Swan elements and its blindness with selected TD activities, covering
identification, measurement and prioritisation. The mapping discusses the
inevitability of Deep Uncertainty and Black Swan in TD in general and pri-

oritisation in specific.

e We formulate a systematic approach to mitigate Deep Uncertainty, leveraging
an iterative decision-analytic framework driven by Many-Objective Optimisa-

tion.

e We present an approach to mitigate Black Swan in TD prioritisation decisions.
We leverage the role of "stressors” and “optionality” analysis for mitigating
Black Swan and converging into antifragility. Formal Scenario Analysis is
used to generate scenarios that can serve as stressors. For optionality, Nash
Equilibria-aided and pay-off matrices visualisation and analysis are used to
determine the TD rankings that can mitigate for Black Swan and promote

antifragility in TDM decision-making.
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As the existence of Deep Uncertainty is context-dependent, a number of con-
trolled experiments of non-trivial scale are used to analyse our approach and eval-
uate our framework. Apache Accumulo and Apache Cocoon have been selected
as a project for the experiments; those are among the projects with the highest
numbers of identified TD in the Curated Technical Debt Dataset [48]. We conduct
statistical tests against the baseline approach with a focus on the ability to pro-
duce high-quality decisions, the similarity across decision space and improvability
when changing from and to our approach. One-tailed Mann-Whitney U tests are
evaluated across different approaches to ensure statistically significant evidence is
found. The results show that outcomes from our approach yield 40 per cent higher
quality than the baseline and approximately 70 per cent more similar decision space,
which indicates the potential to alleviate Deep Uncertainty during TD prioritisation
decision-making. The results also statistically indicate a potential to improve the

existing TD prioritisation approach with our framework.

4.2 Background

4.2.1 Deep Uncertainty and Robust Decision Making

According to Lampert et al. [66], Deep Uncertainty is present in situations where
parties involved in a decision do not know or disagree upon 1) the appropriate rep-
resentation of interactions among the system’s variables, 2) the probability distri-
butions to represent uncertainty about key parameters in the computerised models,
and/or 3) how to value the desirability of alternative outcomes. "Do not know” and
"Disagree upon” can be further classified as types of uncertainty, where the former
stems from the absolute unknown and the latter originates from potential partially

unknown decisions. These types of uncertainty are more difficult to deal with as
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they cannot be represented via probabilities and cannot be reduced by gathering

more information.

Robust Decision Making[126] is among the most promising approaches for tack-
ling Deep Uncertainty in decision- and policy-making. Robust Decision Making’s

premise includes:

1. Utilising or implementing an option that will perform adequately well in prac-
tically all conceivable scenarios. It often utilises Scenarios Planning approaches
for handling underlying assumptions and different perspectives in the environ-
ment, elicits plausible scenarios, and models their possible outcomes. Addi-
tionally, Exploratory Modelling and Analysis (EMA) can make the scenarios

under question concrete, comparable and narrow the search space.

2. Prepare to change an option when there is a change in the environment: The
system goals must be defined, the "monitoring and correction” loop must be
established, and options must be chosen for their adaptability in the unknown

environment and designed to be changed when new information is available.

It is important to note that a robust option might not necessarily be the optimal
option since an optimal option cannot be guaranteed to have the best performance

beyond a set of circumstances, underlying assumptions, or a specific scenario.

4.2.2 Black Swan

Defined by Taleb [112], a Black Swan event is an unforeseen event that yields major
consequences and can only be rationalised in hindsight. Such major consequences

can both be positive and negative. In contrast to Black Swan, a White Swan event
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Table 4.1: Mapping of Levels of Uncertainty from [66], Supplemented with Examples
in TDM based on Our Observations

Uncertainty Level

Description

System Model

System outcomes

Examples in TDM

Level 1 A clear enough fu- | A single system | Point estimates with | A single point es-
ture, which one is | model sensitivity timates from most
not willing or able of COTS TD tools
to measure the de- and mainstream
gree of uncertainty TD identifica-
in any explicit way tion/measurement

approaches

Level 2 Alternate  futures | A single system | Several sets of point | Propagation of Er-
(with probabilities) | model with a | estimates with con- | ror in TD measure-

probabilistic param- | fidence intervals, | ment  uncertainty
eterisation which  probability | |50]
attached to each set

Level 3 Alternate  futures | Several system mod- | Several sets of point | TD ranking based

(with rankings) els, one of which is | estimates, ranked | on TD prioritisation
most likely according to their | approaches
perceived likelihood

Level 4 A multiplicity of | Several system mod- | A known range of | Disagreement
plausible futures els, with different | outcomes among practitioners

structures during TDM on ap-
propriate approach,
value or utilisation

Level 5 Unknown future Unknown system | Unknown outcomes | Effectiveness of cho-

model sen TD identifica-
tion, measurement
or prioritisation ap-
proach(es)

is an event in which its major consequence is easily estimated, and Grey Swan is

a highly probable event in which its impact can easily cascade. Errors from White

and Grey Swan events shift focus on human-related errors or errors in judgment.

According to Walker et al. (Table [4.1), Level 5 Uncertainty roots from Recognised

Ignorant, resulting in Black Swan events|126]. Examples of Black Swan events are

the 2008 Global financial crisis, the mega 9 Richter scale magnitude 2011 earthquake

in Japan, and social disruption from an internet-based software company |126].

Black Swan events are susceptible in Extremistan data. Extremistan data is

data with long-tailed and skewed distribution. This type of data is vulnerable to

extreme and unpredictable values. An extreme value in this data can impact the

interpretation/aggregation of the data population. Examples of Extremistan data

include the market share of a specific product or the net worth of individuals.

Extremistan contrasts with Mediocristan. Mediocristan data is in line with a
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normal distribution. Unlike Extremistan, extreme or unpredictable values do not
impact the interpretation or do not impact the landscape of the data. Examples of

Mediocristan data include the population’s height or age.

Black Swan events can often trigger by one or several decision-making shortcuts.
We refer to those as Black Swan Blindness, as these shortcuts can obscure the exis-
tence of Black Swan to a decision-maker. The description of Black Swan Blindness

is as follows:

e Confirmation Bias: This is a situation where a decision-maker selectively
utilises evidence or specific interpretation in supporting his decision. A deci-
sion produced with confirmation bias is vulnerable to a change outside of their
evidence/interpretation. This issue can make the decision fragile to change in

assumptions/conditions.

e Silent Evidence: This refers to a situation when a decision is chosen without
considering evidence/interpretation that one fails to recognise. A decision
without consideration of silent evidence can be impartial, rendering any change

outside of the decision scope to be unidentified.

e Narrative Fallacy: This situation exists when a decision-maker utilises a nar-
ration as evidence/rationale for producing a decision. A decision based on
narration can be inappropriate to the problem as it can be biased or based
on distorted assumptions. Biased or distorted assumptions can alter one’s

perceptions, obscuring one in notice of change in the problem landscape.

e Ludic Fallacy: This refers to a situation when a decision-maker utilises overly
simplistic assumptions in making a decision. Overly simplistic assumptions
may not adequately consider the possibilities of the problem space, rendering

one vulnerable to situations outside the utilised assumptions.
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e Tunnelling Bias: In contrast to Ludic Fallacy, a decision with tunnelling bias
refers to a decision under overly specific assumptions. A decision with overly
specific assumptions can be sensitive to a change in the problem context. When
a decision with tunnelling bias is utilised, one can be blinded from timely

recognising a change in the problem context/the environment.

e Epistemic Arrogance: This refers to a situation when a decision-maker pro-
duces a decision based on generalisation, interpolation or extrapolation. These
techniques may exclude certain aspects/details of the problem, making changes

related to those to be untimely recognised.

4.2.3 MORDM

As we point out in the previous sub-sections, TD prioritisation can suffer from Deep
Uncertainty due to potential disagreements among decision-makers, the incapability
to resolve their differences and/or the incapability of producing a potential decision.
Therefore, practitioners are faced with a colossal combination space of decisions to
be taken. Additionally, decision-making processes in TD can promote the existence
of catastrophic Black Swan events since these processes rely on Extremistan data,
vulnerable to Black Swan blindness and fragile decisions. Due to the limited re-
source, practitioners are constrained to embrace the existence of Deep Uncertainty,
and a systematic approach is essential to facilitate practitioners for mitigating Black
Swan events, specifically, the one which can alleviate the search for a combination

space of potential decisions.

One of the potential alleviations is Many Objective Robust Decision Making
(MORDM) by Kasprzyk et al. [53]; this framework leverages the use of Many-

Objective Evolutionary Algorithms (MOEAS) to find feasible robust solutions for a
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problem in Environmental Engineering. This framework combines the strength of
Many-Objective Evolutionary Algorithm optimisation with Robust Decision Mak-
ing. The core of the four iterative steps of MORDM, which are driven by interactive

visual analytics, are as follows:

1. Problem Formulation: In this step, practitioners define XLRM: Uncertainties
of interest (marked as X), Levers of decisions, which are the parameters of deci-
sions, can be expressed as real-valued, integer or binary, Relationship between

them and Measures of a decision’s performance.

2. Generating potential solutions via MOEAs: Pareto-front of potential solutions
are generated via MOEAs in this step. Desirable MOEAs characteristics for
this step are MOEAs that maintain both convergent and diverse search of the

problem.

3. Uncertainty Analysis: In this step, alternative states of the world are raised to
benchmark generated solutions. Practitioners select a solution that performs

well across several states of the world into a set of robust solutions.

4. Scenario Discovery: Statistical cluster analysis on databases is utilised to iden-
tify uncertainty model inputs, later used to probe robust solutions for potential
vulnerabilities. During this step, practitioners are informed of potential vul-

nerabilities in each solution in the set.

This framework leverages the use of MOEASs, interactive visualisation and statis-
tical data analysis, emphasising managing conflicting perceptions of future changes
in complex environmental systems, which involve deep uncertainty in future condi-
tions. The above issue applies to TDM as decision-makers are tasked to envision the
future impact of TD and associated mitigation routes. During TD identification and

measurement, for instance, decision-makers with varying levels of competence can
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have different trajectories on the interaction between system components and have
differing focuses on the severity of TD. These differences support the presence of deep
uncertainty in TD, manifesting in different TD models/representations, different sets
of TD parameters, and/or different TD rankings during TDM decision-making. This
identical objective of resolving deep uncertainty stemming from future trajectories
makes the MODRM framework a prime candidate for adaptation in TDM decision-

making. For TD prioritisation decision-making, we surmise that:

1. The use of MOEAs coupled with performance matrices of TD rankings (as
objective functions) can eliminate a ranking of trivial TD and raise the impor-
tance of a TD ranking that includes significant TD. Therefore, MOEAs can
potentially facilitate practitioners during TD prioritisation in narrowing the

search space.

2. The interactive visualisation is widely used in several commercial off-the-shelf
tools and state-of-the-art TD approaches. Thus, interactive visualisation, by

nature, is compatible with facilitating practitioners during TD prioritisation.

3. The use of statistical data analysis can, however, hamper TD practition-
ers. This is because the location and severity of each TD are context- and
practitioner-dependent. As there can be more than one TD in a system, the
simulation of a specific TD can be cost-ineffective to establish. Furthermore,
there is no consensus in the TD community for the universal and generalised
TD model to represent its repayment cost and severity. This shortcoming di-
rects practitioners to potential disagreement on the appropriate representation
of TD and its measurement. Hence, these issues render statistical data analysis
for TD prioritisation decision-making cost-intensive, if not entirely infeasible.
Due to this necessity, a partial modification of the MORDM framework is es-

sential for gaining the advantage of MOEAs and RDM, which we present in

99



4.3. Related Work Chapter 4

Section [4.5]

4.3 Related Work

The application of MOEAs has been widely applied to solve several Software En-
gineering problems. Among the notable examples, Search-based software engineer-
ing[44], (SBSE) proposes reformulating software engineering problems as optimisa-
tion problems in order to seek a nearly optimal solution [95]. The Search-based
software engineering repository features more than 1700 relevant publications on
search-based software engineering from 1976 [13§]. Although there is no study for
alleviating Deep Uncertainty via MOEAs in TD, there are two studies that utilise
MOEAs for relieving problems in the TD landscape: a study by Sri Harsha and
Kari Systé [125] takes a multi-objective optimisation approach, specifically, genetic
algorithms, to alleviate decision-making process where the focus is on trade-offs on
short-term and long-term objectives (defined in the study). A study by Mohan,
Greer and McMullan [83] demonstrates the effectiveness of metaheuristic search al-
gorithms with metrics provided by an automated refactoring tool to reduce TD in

code.

The concept of Deep Uncertainty is previously stated and mentioned in an in-
terdisciplinary study related to computational science. Rigo [35] reports that Deep
Uncertainty in large spatial-scale problems can prevent the usual statistical anal-
ysis of modelled quantities as well as suggest that semantic transparency and free

software can be possible alleviations.

Scenario analysis can be found in several studies in Software Engineering. For

example, ATAM (Architecture trade-off analysis method) [55] is a scenario-centric
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approach used for evaluating architecture design decisions and choices. Scenario-
based approaches have also been used in requirements engineering |111] for eliciting,
concretising and validating requirements. Nevertheless, Deep Uncertainty has not
been explored as part of existing software engineering efforts on scenario specification

and/or analysis.

Nash equilibrium or game-theoretic-inspired approaches have been discussed in
Software Engineering. Among several studies, Zeephongsekul and Chiera propose
an optimal software release policy based on a game of timing and Nash Equilibrium
of mixed strategies [137]. The theory of static games with complete information is
used for producing a 2-player competitive software crowd-sourcing model [47]. Tong
et al. present a Nash equilibrium-based game theoretical approach for producing
effective strategies in software requirement change management, which facilitate
green computing in Software Engineering [120]. [2] point out the application of
Nash-equilibrium as a promising route in Social Software Engineering. For TDM,
Madhivanan and Godandapani illustrate the application of epsilon Nash-equilibrium

to seek an optimal strategy for alleviating a refactoring problem [77].

4.4 Deep Uncertainty and Black Swan in TDM Decision-

making

4.4.1 Deep Uncertainty in TDM Decision-making

We define Deep Uncertainty in TDM decision-making as a situation when TD
decision-makers cannot reach a consensus on TD decisions due to conflicts from

different TD perspectives. Although Deep Uncertainty in TDM decision-making is
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never explored prior, its definition bears a close resemblance to two definitions in
community smells. The inability to achieve consensus on a TD decision is similar to
Dissensus [90], a code-related community smell where team members cannot achieve
a consensus on a solution. Dissensus is derived from social conflict in the organisa-
tional literature [18]. Conflicts from different TD perspectives are rooted in factions
with different TDM responsibilities, TDM experience, TDM specialities, technical
backgrounds, etc. In the context of community smells, this issue is considered as
Solution Defiance [79]. Factions during TDM decision-making can stem one or more
community smells, including physical, technical, social or cultural differences (e.g.
Cognitive distance [116], Organisational skirmish [118]), differences in role (e.g. De-
vOps clash [116]), differences in development responsibility (e.g. Code Red [90],
Lone Wolf [117, 27], Power Distance [116]), issues related to task coordination (e.g.
Organisational Silo [118, [117], Prima Donnas |118], Obfuscated architecting [115])

or consequences from a previous decision (e.g. Dispersion [90]).

Since Deep Uncertainty in TDM decision-making relies on a conflict from dif-
ferent perspectives to TD decisions, it can manifest in any TDM activities, as long
as TDM decision-making relates to that TDM activity can spark a potential dis-
agreement. Table illustrates the non-exhaustive potential disagreement that

decision-makers might have up to TD prioritisation.

This table aims to illustrate that Deep Uncertainty can result in a conflict on a
TD issue when managing TD along one or more of its management phases. Deep Un-
certainty in TDM decision-making can inevitably exist, regardless of the system con-
text (e.g. software architecture, type of TD, competency levels of decision-makers,

etc.). Issues in Table [4.2] are categorised based on the following TDM sub-activities:

e Approach Selection: This sub-activity is related to the selection of TD ap-
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proaches, their appropriateness and compatibility to the type of debts to be

analysed, the different approaches that need to be employed etc.

e Approach Configuration: This sub-activity is related to the application of the
selected approaches for identification, measurement, prioritisation and man-

agement of TD, including the configuration of the weighting system(s).

e Approach Utilisation: This sub-activity is related to human aspects and re-

source facilitation of selected approaches.

Deep Uncertainty in TDM decision-making contributes to TDM indecision, which
can be resource-intensive, if not infeasible, to rationally resolve. Disagreement on
a suitable TD ranking, for example, can be mitigated when all conflicting parties
know the precise outcomes of decisions. This knowledge can be expensive to acquire
before making a final decision (e.g. via conducting research, simulation, experiment,

sandboxing, etc.).

As Deep Uncertainty in TDM decision-making has not been previously explored,
decision-makers do not recognise Deep Uncertainty and utilise conflict resolution
shortcuts such as voting, suppressing the differences, consulting experts, etc., to
resolve any conflict during TDM decision-making. Though these shortcuts can pro-
duce a decision with fewer project constraints to resolve Deep Uncertainty, there
is a lack of quality assessment of imposing decisions, and a finalised decision only
depends on the voting result, decision-makers’ preference, experts’ competency, etc.
Without consideration of different opinions, the finalised decision can be myopic,

biased, or restricted to a specific assumption, condition or scenario.

Decision-makers can unknowingly introduce Black Swan Blindness when resolv-
ing TDM Deep Uncertainty with conflict resolution shortcuts. Black Swan Blindness

is the list of Black Swan-induced symptoms, illustrated in Table Blindness oc-
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Table 4.2: Non-Exhaustive Potential Disagreement in Selected TDM Activities
which can lead to Deep Uncertainty, Complemented by Examples from Our Case

Studies

Sub-activities Description Examples in TD | Examples in TD | Examplesin TD pri-
identification measurement oritisation
Approaches Selec- | Disagreement As the discovered | Under the existing | As COTS static
tion centres around | TD from Accumulo | method for mea- | code analysis tools
the choice of TD | and Cocoon are | suring TD, it 1is | assess factors
approaches, its | related to coding- | assumed that all | related to code
compatibility with | related problems | instances of leftover | quality, such as
TD types, any com- | within a specific | variables necessi- | maintainability
plement /different file, the decision- | tate an equivalent | rating, security
approaches that | maker might object | amount of effort to | rating, and relia-
need to be em- | to wusing this as | resolve. However, | bility rating, for
ployed, etc. the sole source of | some developers | each file in addition
TD and suggest | might contend that | to TD  backlog,
alternative methods | this approach is not | decision-makers
for identifying TD | sufficient for making | might have differ-
due to isolated or | a TD decision and | ences of opinion
combined issues in | demand a manual | regarding whether
various files (such as | estimation of TD | to incorporate the
architectural smells, | parameters (such as | entire set or a
test coverage, vul- | planning-poker or | portion of these
nerabilities, etc.). the Delphi method) | parameters in TD
as a substitute | prioritisation.
or  supplementary
option.
Approaches Config- | Disagreement on | The predetermined | According to the | The current ap-
uration the application of | number of iden- | current estimation | proach to measuring
selected TD ap- | tification criteria | approach for TD, | TD considers issues
proaches and their | for Cyclomatic | issues arising from | related to low main-
settings. Complexity  (CC) | lengthy = methods, | tainability and low
is fixed throughout | anti-singleton, and | security ratings as
the project (10 for | complex classes | equally significant.
Cocoon and 200 for | are assigned an | A  decision-maker
Accumulo).  How- | equivalent amount | might contest this
ever, a developer | of fixing effort | methodology if they
might challenge this | in Accumulo. A | consider maintain-
criteria and argue | decision-maker ability to be either
that it is either too | might take issue | less or more essen-

few or too many,
prompting them to
suggest a refinement
in the criteria.

with this method-
ology and demand
the TD parameter
measurement profile
be adjusted before
using its outcome to
make a decision.

tial than
security.

project

Approaches Utilisa-
tion

Disagreement in-
volves  over the
necessary resources
for implementing
the  chosen  ap-
proaches, including
roles of stakehold-
ers, the assignment
of developers, etc.

An expert could
question the exist-
ing TD identifica-
tion criteria from
code duplication
since this incident
might come about
due to library/code

reuses, templates,
or other similar
scenarios

Given the wide
range of skill levels
among developers,
some individuals
might feel that
the assigned TD
necessitates either
less or more effort
than what has been
estimated.

A security specialist
might contest the
TD prioritisation
process if it disre-
gards the security
implications  asso-
ciated with certain
TD, such as hard-
coded addresses
or the wusage of
deprecated libraries.
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curs when one suffers from community smells or intentionally takes a shortcut in
decision-making. We point out that conflict resolution shortcuts can manifest into
Black Swan Blindness in TDM decision-making. In the next section, we discuss the
feasibility of Black Swan events in TDM, based on Extremistan-driven data and the

unpredictability of TD problems combined with Black Swan Blindness.

4.4.2 Black Swan in TDM Decision-making

We point out that TDM decision-making is an activity that deals with the unpre-
dictable nature of the TD landscape and is driven by Extremistan data, resulting in
TDM decisions that are sensitive/fragile to changes in the problem context or the
system conditions. These decision drawbacks can be worsened when decision-makers
utilise conflict resolution shortcuts, contributing to the manifestation of Black Swan
Blindness in a final decision. These combining factors (are summarised in Table

and are detailed below) inevitably introduce a Black Swan event in TDM.
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4.4. Deep Uncertainty and Black Swan in TDM Decision-making
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Extremistan Driven-data

Table illustrates the descriptions of Extremistan-driven and Mediacristan-driven
data and characteristics of TDM data in TD identification, TD measurement and

TD prioritisation. The mapping and characteristics are further discussed in (Table

15).

TDM decision-making is often influenced by Extremistan data/input. Specifi-
cally, TD decision-makers normally utilise TD extrema to support their decision-
making for technical debt prioritisation, resolution and repayment. In TDM, ex-
trema could mean that analysts often use the highest reward (e.g., focusing on the
highest severity) with the lowest effort when resolving TD. This observation is con-
firmed by several studies by the technical debt community, though not discussed
using Taleb’s term. For notable examples, a cost-benefit TD prioritisation by Za-
zworka, Seaman and Shull [136] focuses on TD with a high negative impact and
low repayment efforts. Schmid [101] presents a TD prioritisation approach which
considers the evolution and refactoring cost for repaying TD. The approach aims
to mitigate TD with the highest positive cost-saving values. Seaman et al. demon-
strate the application of the Analytic Hierarchy Process (AHP) to build a criteria
hierarchy, its weights, and scales [104]. This approach aims to mitigate TD items
with the highest AHP scores. Avgeriou et al. investigate TD indices featured in
several commercial-of-the-shelf TD tools [13]. From the study, most of those tools
utilise the skewness or the density of their TD index and population, where the index
calculates the severity of the debt in the TD item population under investigation in

the TD backlog.

Unlike data from physical science (e.g. age, weight, height, the density of popu-
lation), TD data and its upper and lower bounds are context-dependent and unpre-

dictable beforehand. The system complexity, for example, can vary with different
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systems and is unknown without its analysis, where TD extrema can be present
and can affect TDM. Apart from the unpredictability in Extremistan TD data,
decision-makers can encounter the unpredictability attributed to different areas of

TD problems.
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Table 4.4: Distinction of Extremistan and Mediocristan data Observed from [112],
with Examples from Our Case Studies in Selected TDM activities

Characteristics | Description Examples in TD iden- | Examples in TD mea- | Examples in TD prioritisation

of Data tification surement

Extremistan Data with | The frequency distri- | The frequency distri- | The frequency distribution of
heavy-tailed bution of TD per com- | bution of TD effort | cost in generated TD rank-
distributions ponent in Accumulo | in both Accumulo and | ings for Accumulo is charac-
may be sus- | and Cocoon exhibits | Cocoon exhibits heavy | terised by heavy tails, which
ceptible to the | signs of heavy-tailed | tails, with positive out- | indicates that positive outliers
influence of | distribution, where a | liers (such as TD re- | (such as a TD ranking with the
outliers, which | file component with a | quiring high repayment | lowest cost) could reveal ideal
can signifi- | very high number of | efforts) indicating an | performance across all rank-
cantly alter the | TD stands as a pos- | elevated need of re- | ings. As the generation of
interpretation itive outlier of the | sources to mitigate TD | TD rankings via Many Objec-
of the data and | TD backlog. This | in the backlog. tive Optimisation yields mul-
potentially im- | phenomenon can cre- tiple rankings, decision-makers
pact decision- | ate cognitive pressure can leverage the presence of
making. Note | on TD analysts and positive outliers to benchmark
that a pos- | decision-makers, as it different scenarios and strive
itive outlier | may divert their focus for a "non-fragile” set of rank-
mentioned in | and attention to this ings that are resilient against
the examples | particular area while potential disruptions or vulner-
is a mathe- | potentially neglecting abilities (as demonstrated in
matical term | other pending, deserv- Section 5).
that indicates | ing, or critical areas
a member with | that require interven-
a value that is | tion.
higher than the
average.

Mediocristan A data with | The severity of TD | The maintainability | The number of TD present in
thin-tailed in both Accumulo and | rating of Accumulo | generated TD rankings is lim-

distribution,
where an out-
lier of the data
does not influ-
ence the overall
interpretation.
(i.e. decision-
makers can’t
decide by sole
reliance on
the thin-tailed
distribution
and more in-
formation is
needed)

Cocoon generally fol-
lows a normal distribu-
tion, with all identified
TDs classified within a
severity range between
0.1 and 1. While an
outlier (such as a TD
with a severity level of
0.1 or 1) could poten-
tially indicate signifi-
cant issues, it should be
noted that the sever-
ity level alone does not
necessarily signify the
criticality of the TD.
TD with high severity
levels may not always
be crucial if the repay-
ment effort required is
small. Decision makers
need more information
beyond the thin-tailed
distribution to deter-
mine whether a specific
TD requires mitigation
and what degree of re-
payment it can yield.

and Cocoon projects
is limited between 0.1
and 1, and any outlier
(such as a TD with
a rating of 1 or 0.1)
indicates that TD has
manifested in either
a highly-maintained
or lowly-maintained
project, respectively.
However, this infor-
mation alone does not
offer sufficient insights
into the quality of the
TD backlog. Extra ef-
fort for measuring the
TD may be required
for decision-making.

ited by the total number of TD
in the backlog. A TD ranking
with a particularly high num-
ber of TD (i.e., a positive out-
lier) indicates that this par-
ticular ranking has a compre-
hensive coverage of TD. How-
ever, it should be noted that
while the coverage of a TD
ranking is an important factor
to consider, it alone does not
provide sufficient information
for TD analysts to make in-
formed judgments or compar-
isons between different rank-
ings. For instance, a TD rank-
ing with high coverage may re-
veal only partial repayments of
various TD, leaving significant
TD unresolved. Consequently,
the outlier (such as the low-
est/highest coverage of one TD
ranking) does not impact the
interpretation of all generated
TD rankings.
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Sensitive /Fragile strategies

Unpredictability is one of the natural challenges in decision-making. Unpredictabil-
ity can be common in parameters and inputs informing TD calculation and decisions
informed by these calculations [81} |4, |97, [89], the growth of TD interest [40, 41}, 43|,
and its likely impact on the systems [19] and return of TD repayment, if any [65],
taking into consideration various contexts (e.g., cloud-based services vs conventional

system [6]), and requirements [1].

Decision-makers alleviate this challenge by producing TD decisions restricted
to specific assumptions and/or certain conditions. Such restrictions, however, can
render TD decisions sensitive/fragile to changes in the problem context or the system
conditions. A TD repayment strategy and its action plans, for example, can only be
applicable for a specific project, within the current sprint, or when considering TD

security risks as the top priority.

Changes in the problem context or the system conditions can render commonly
used TD techniques to become fragile for the new contexts (i.e., TD techniques
can become ineffective, inadequate or inappropriate). Although these issues can be
mitigated with a re-assessment of current decisions and periodic decision-making,
they incur project resources. This shortcoming can motivate decision-makers to take

decision-making shortcuts, potentially leading to Black Swan Blindness.

Black Swan Blindness

As in Taleb’s argument about the presence of Black Swan Blindness and its symp-
toms in decision-making under Deep Uncertainty, we see that TDM decision-making

is not different. Black Swan symptoms in TDM can be caused by decision-making
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shortcuts that were exercised by engineers and developers to the TDM decision-
making domain, as in taking a shortcut decision in choosing a TDM process that
is not quite adequate or suitable for the context under question [79]. Table il-
lustrates decision-making shortcuts in TD identification, TD measurement and TD

prioritisation, which can result in Black Swan Blindness.

The following is the list of Black Swan Blindness, their unintentional causes from
community smells and their possible Process Debt. We also elaborate on how the

limitation of conflict resolution shortcuts supports Black Swan Blindness admission.

e Confirmation Bias can exist when factions in the organisation employ an in-
effective communication channel. An ineffective communication channel can
condition social interactions and limit its effectiveness(e.g. Black Cloud [90),
118]), or when taking an inappropriate communication method (e.g. Informal-
ity excess [116]), the unwillingness of team members to adapt (e.g. Unlearning)

or communicate (e.g. Radio silence or bottleneck [118} [117]).

When different factions inadequately communicate, each faction can anchor

towards evidence that supports their opinions.

For TDM decision-making, Confirmation Bias can take the form of the rules
of thumb, “good” practices or preference or bias to a certain TDM decision.
Practitioners may unknowingly promote Confirmation Bias in TDM decision-
making when they substitute formal documentation, communication or meet-
ing plan for less resource-intensive means of communication (e.g. online/social

platform, informal and small meetings, self-organisation of sub-teams. etc.)

Since the objective of conflict resolution shortcuts is to find a consensus based
on the vote results, practitioners’ preference, and experts’ competency, the
resolution shortcuts lack an adequate assessment that can lead to Confirmation

Bias in the final decision. When left unrecognised, Confirmation Bias can lead
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to a myopic, inadequate or inappropriate outcome.

e Silent Evidence can occur when one makes a decision under inappropriate in-
formation management (e.g. Architecture by osmosis [115]), communication
gaps (e.g. Bottleneck, Informality excess, Invisible architecting [115], Leftover
techie [118], Radio silence), task coordination issues (e.g. Organisational silo),
negative work environments (e.g. Lone Wolf, Lonesome architecting [115],
Priggish members|[116], Power distance, Prima donnas, Sharing villainy [118§]),
or when one make a decision which anchoring to past experience (e.g. Institu-

tional isomorphism [116]).

For TDM decision-making, examples of Silent Evidence include hidden TD, TD
measurement inaccuracies or an unacknowledged dispute on a TDM decision.
Process Debt from Silent Evidence can occur in TDM decision-making when
practitioners do not probe for evidence relevant to decisions (e.g. due to a lack
of project resources, deadline, etc.). As conflict resolution shortcuts do not
provide a guideline on evidence examinations, evidence related to decisions or
problem context can be inadequately investigated, probed or reviewed, possibly

rendering suboptimal decisions to be exercised.

e Narrative Fallacy may be exercised in the developing environment with in-
appropriate information management (e.g. Informality excess, Invisible archi-
tecting), with the lack of conditions for effective communication or information
sharing (e.g. Black Cloud, Sharing villainy), or in a development task with a

limited number of developers (e.g. Code red).

In TDM decision-making, Process Debt from Narrative Fallacy can exist when
practitioners consider narrations as equally important as concrete evidence.
This can happen when practitioners do not invest in or intentionally skip ev-
idence examination (e.g. due to the confidence in imposing decisions, the

unavailability of related project resources, etc.). Notable examples of a de-
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cision with Narrative Fallacy include a TD decision based on experts’ sto-
ries/opinions, academic literature or a decision based on the popularity or the

reputation of a solution.

Conflict resolution shortcuts do not have a restriction on a method to help
in seeking a consensus. Hence, practitioners can be vulnerable to Narrative
Fallacy when supporting narrations of decisions are presented. A decision with
Narrative Fallacy can be unverifiable as it may not be rationally selected. This

issue can enable an ill-suited or insufficient decision to be finalised.

e Ludic Fallacy may be utilised in the organisation with sub-optimal collabora-
tion in development tasks, either among team members (Lone wolf, Cognitive
distance, Disengagement [116], Priggish members, Prima Donnas), task coor-
dination issues (Code red, Leftover techie, Newbie free-riding [116], Organi-
sational Silo, Organisational Skirmish), a previous conflict (e.g. Dispersion),
or when team members adhere to the previous experience (e.g. Cookbook

development [116], Institutional isomorphism)

For TDM decision-making, Ludic Fallacy can be considered as Process Debt
when practitioners see that more complex or realistic decisions are infeasible to
utilise (e.g. due to lack of knowledge, inexperience, limited project resources).
Notable examples include TD decisions which support the use of prototype
tools or solutions or TD decisions that support the use of tools or solutions

under simplistic assumptions.

As conflict resolution shortcuts do not concern the quality of imposing solu-
tions, decisions with overly-simplistic assumptions can be selected, and their
limitations can be undocumented. These issues increase the risk of a final

decision being misunderstood, over-exaggerated or utilised out of context.

e Tunnelling Bias in development environments, as an example, can occur when

practitioners operate in an isolated manner and without an effective commu-

116



4.4. Deep Uncertainty and Black Swan in TDM Decision-making Chapter 4

nication channel. This can be rooted in cooperation issues (e.g. Architecture
Hood [118], Cognitive distance, Disengagement, Leftover techie, Organisa-
tional silo, Radio silence, Bottleneck), or sub-optimal information/knowledge

management (e.g. Black cloud, Informality excess, Sharing villainy).

TD practitioners can intentionally admit Process Debt in a decision with Tun-
nelling Bias when they are unable to find other TD decisions which are appli-
cable to their problem context. An example of a decision with Tunneling Bias
can be a TD approach which applies in a specific context or is utilised under

restrictive assumptions.

Decisions with Tunnelling Bias can be included and selected via conflict reso-
lution shortcuts because those shortcuts do have prerequisites on the quality of
imposing decisions. A decision with Tunnelling Bias can be resource-intensive
to utilise as it is restricted to a specific assumption or condition. Additionally,
a decision with Tunnel Bias can be difficult to use as it might require prac-
titioners to have relevant skills or experience. When a decision with Tunnel
Bias is misused, it can be incomplete, inapplicable or insufficient to mitigate

the TD problem.

e Epistemic Arrogance can exist when practitioners anchor to their previous
experience (e.g. Cookbook development, Institutional isomorphism), unwilling
to collaborate due to organisational issues (e.g. Black Cloud, Architecture
hood, Code red, Cognitive distance, Leftover techie, Obfuscated architecting,
Sharing villainy), their personality (e.g. Disengagement, Lone wolf, Lonesome
architecting, Priggish members, Prima donnas, Unlearning [116]), or a conflict

from the past decision (e.g. Dispersion).

For TDM decision-making, Epistemic Arrogance can be intentionally admitted
as Process Debt when practitioners do not explore the other TD perspectives

(e.g. due to inadequate knowledge, inexperience, unavailability of experts, the
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deadline, etc.). Examples of a decision with Epistemic Arrogance include a TD
decision based on a generalisation of findings in TD literature, a TD decision
based on an extrapolation of the evaluation result, or an interpolation of the

experience report.

Due to the lack of quality assessment in conflict resolution shortcuts, decisions
with Epistemic Arrogance can be inadequately reviewed and selected. A final
decision with Epistemic Arrogance may be an ineffective or insufficient decision

as it is partially relevant or irrelevant to the problem context.
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Collectively, we view TDM decision-making as a process that is complicated
by outliers that can be present in TD data of the subject environment and the
aggregated population (i.e. Extremistan Data). These factors render TD decisions
to be naturally sensitive/fragile to a change in the problem context or the system
conditions. The impact of these shortcomings can be intensified when decision-
makers utilise conflict resolution shortcuts to resolve a TDM decision conflict (i.e.
Deep Uncertainty) while minimising the use of project constraints. Collectively,
these issues result in TDM decisions that are not only context-sensitive but also

Black Swan-induced.

One of the fatal Black Swan events in TDM is an eruption of severe TD. As this
Black Swan event requires a considerable amount of project resources to mitigate,
it supports a development crisis. Worse, this Black Swan event may lead to early
obsolescence of the manifested system, especially when the mitigation cost from this

issue is higher than implementing a new system.

This Black Swan event is caused by a failure to recognise the growth or the
manifestation of TD. Thus, it can apply to any system environment regardless of
TD type. To illustrate, we use possible outcomes from conflict resolution shortcuts
when they are utilised to resolve a potential TDM decision-making disagreement in
Table For TD identification, conflict resolution shortcuts can contribute to an
ineffective TD identification approach, which can systematically misidentify or hide
TD in the system. Conflict resolution shortcuts on TD measurement decisions can
yield an inadequate TD measurement method, which can systematically undermine
the impact of TD in the backlog. For TD prioritisation, conflict resolution shortcuts
can leave imposing TD rankings insufficiently verified, contributing to ill-suited TD

repayment strategies. This can render significant TD to be improperly mitigated.

As decision-makers may not acknowledge the drawbacks of conflict resolution
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shortcuts, any of the above outcomes can be left undiscovered as long as corre-
sponding TDM decisions are in effect, and decision-makers may start to re-assess
the effectiveness of the decisions only when it is necessary to do so (e.g. due to stake-
holders suspicious, customer complaints, decision-makers or project turnover, etc.).
Hence, any of the above outcomes are aggravated before their discovery, leading to

TD manifestation and accumulation.

In Section [4.5] we investigate a practical TDM Deep Uncertainty problem that
is rooted in a TD decisions conflict and relies on Extremistan data. This problem is
vulnerable to conflict resolution shortcuts, which can result in an eruption of severe
TD. The aim of this case is to concretely illustrate that Deep Uncertainty can reside

in the TDM of systems and TD types under consideration.

4.5 Deep Uncertainty in TD Rankings

In this section, we explore the problem of Deep Uncertainty affecting TD ranking
and prioritisation. We use this problem to illustrate a practical situation, where TD

decision-makers converge into discrepancy or disagreement in TD rankings.

To address this problem, we present a MORDM-based framework to alleviate
Black Swan Blindness and Deep Uncertainty in TD ranking. The framework has

the following four iterative steps:

1) Scenario Elicitation: Practitioners utilise the Formal Approach for Scenario
Analysis to elicit possible TD ranking methods that are suited for the given problem,
each supported by scenario(s) with the utility scores. The aim of this step is to
capture possible TD ranking approaches, minimising Tunnelling Bias and Silent

Evidence. Elicited scenarios and their utility scores feed as input into MOEAs
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objective functions. The original MORDM follows a bottom-up approach to discover
the system scenarios and uses statistical data analysis; instead, we leverage Formal
Approach for Scenario Analysis, which is specialised for the software systems, to

discover the system scenarios in a top-down manner.

2) Black Swan Blindness Mitigation: TD practitioners can then consult Black
Swan Blindness mitigation guideline (Table to mitigate Black Swan Blindness
in captured TD rankings. In case Black Swan Blindness is admitted as Process
Debt, it should be noted/documented for future mitigation. The aim of this step
is to assess, sanitise and document any evidence, narration, or knowledge that is

attached to the rankings.

3) Solution Generation: To promote the robustness of TD decisions, practi-
tioners select solutions which perform well across different scenarios into a set of
robust solutions. This step follows the original MORDM framework, where MOEASs
with defined objective functions are utilised to generate feasible solutions. In terms
of objective functions, we aim to generate TD rankings that maximise the sum of
each scenario-specific utility score and minimise the sum of global TD cost of TD

rankings.

4) Vulnerabilities Discovery: Practitioners utilise pay-off matrices of objective
values to determine the strengths and weaknesses of solutions in the set. This can
be done when two players are a pair of different objective functions. By leveraging
the concept of Nash equilibrium, practitioners assess the strengths and weaknesses
of each solution by looking at Nash equilibrium/equilibria respective pair-wise deci-
sions. The aim of using Nash equilibrium is to have a non-biased, traceable, objective
value-based visualisation for practitioners. To leverage the concept of optionality,
solutions with diverse strengths and weaknesses are kept for exercising by practi-

tioners when there are changes, which are documented and elicited as scenarios, or
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undocumented, in the system.

Like the original framework, we promote the use of interactive visualisation,
where practitioners consider appropriate. This includes the ones that are not utilised

in each step and controlled experiments below.

4.5.1 Definition

During TD prioritisation decision-making, a decision-maker can impose TD ranking
of TD items in the backlog. This TD ranking is one among all TD rankings in the

solution space U. A TD ranking imposed by Decision-maker X is denoted by:

DxeU (41)

X TD ranking includes n decisions, a non-negative number of decisions correspond-

ing to the number of TD in the backlog.

DX:{d17d27"'7dn} (42>

Due to the unpredictability in the TD problem landscape (illustrated in Section
, each TD ranking is restricted to utilised assumptions or conditions, which
are utilised in every decision in the ranking. For example, a COTS-based TD priori-
tisation tool [13] may primarily focus on TD in coding, which emphasises a specific

set of TD quality attributes (e.g. maintainability, evolvability, security, etc.).

R:>d1,d2,"',dn (43)
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Each decision comes with probability, given the level of confidence, should this
decision be exercised. The probability of each decision is dictated by its achieve-
ment of performance indicators. TD ranking is influenced by Extremistan data
(illustrated in Section [.4.2), where decision-makers often utilise outliers to indicate

the probability of them being mitigated.

Where P; indicate the probability of the decision will be exercised within the given
context (i.e. Cn;). For example, in a COTS-based TD prioritisation approach,
the probability for TD to be mitigated can be implied from its TD index and its
principal, where the probability for TD with a high TD index and low principal to
be mitigated is higher than TD with a high TD index and high maintenance effort
and so on. TD index and TD principal are calculated differently in various COTS
tools, where some of these focus on the combination of several software metrics, the
number of violated functions, the number of issues, time to fix, etc. Thus, data of
TD index and TD principal can be subject to different TDM environments. The
maximum value, the minimum value of the TD index and the TD principial of one
TD backlog can only be known when one firstly initialises a corresponding COTS

TD analysis.

In case decision-makers collectively accept an imposing TD ranking, we consider
as they impose the same TD ranking. For a team with m decision-makers, this can

be denoted as:

D17D27D37'.'7Dm:DOL (45)

and

D, = {dg} (4.6)

Where |D,|= 1, D,, and dg are an ideal decision set and an ideal decision respectively.
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When a conflict on a suitable TD ranking exists, it means there is no common TD

ranking imposed by decision-makers:

Dy,Ds,Ds3,---,D,, =@ (4.7)

Deep Uncertainty in TD ranking can occur when a decision-maker utilises different
assumptions/conditions, resulting in a different TD ranking being imposed. For
example, Decision-maker X imposes the use of a COTS code-based TD prioritisation
approach, which is different from Decision-maker Y, a security expert, who oversees
the security impact of TD outside the scope of the above TD prioritisation approach
(e.g. vulnerabilities in software architectures, database, etc.), and imposes the use

of risk-based TD prioritisation [97].

Since the causes of Deep Uncertainty in TD ranking stem from different assump-
tions/conditions on TD rankings, it can involve more complicated cases such as a
conflict from the different combinations of multiple TD prioritisation approaches.
These cases can happen in practice as one may utilise a similar approach with a
different emphasis on TD components or try to compromise/complement TD pri-
oritisation in different approaches. For example, one may try to utilise multiple
COTS TD prioritisation tools with emphasis on different TD types. Nevertheless,
each combination of TD rankings ultimately yields different decision sets and/or TD

probability to be mitigated.

Formally, Decision-maker Y imposes another TD ranking included in the solution
space U:
Dy e U (48)

Via a pair-wise comparison, we denote Deep Uncertainty in TD ranking between

126



4.5. Deep Uncertainty in TD Rankings Chapter 4

TD rankings imposed by Decision-maker X and Decision-maker Y as:

Dx # Dy (4.9)

Where the degree of similarity between TD rankings imposed by Decision-maker X

and Decision-maker Y can be measured with the Jaccard similarity index as:

J(X,Y) is Jaccard similarity of X and Y and valued from 0 (i.e. no similarity)
to 1 (i.e. total similarity). To mitigate a conflict in TD rankings, one must aim
to increase the Jaccard similarity index between TD rankings imposed by different

decision-makers:

i€lm
Whereas [m] = {1,---,m} is a number of decision-maker(s) until m. Conflict

resolution shortcuts (e.g. voting, experts’ opinions, suppressing differences) can help
decision-makers in collectively concluding one TD ranking (Equation [4.6). Due to
the limitations of these shortcuts, however, they can be attributed to Black Swan

blindness (Section 4.4.2)).

4.5.2 Black Swan Blindness Mitigation
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4.5. Deep Uncertainty in TD Rankings Chapter /

Black Swan Blindness can be unavoidable when one takes a decision-making
shortcut, either intentionally or unintentionally (as described in Section . To
mitigate this, we illustrate the non-exhaustive list of Black Swan Blindness in se-
lected TD activities, including TD identification, measurement and prioritisation
(Table and their potential mitigation (Table [4.7). By doing so, practitioners
can note potential Black Swan Blindness and plan for its mitigation. Black Swan
Blindness can be managed akin to risk management since the impact of each blind-
ness can be dynamic, and its mitigation can require different degrees of project
resources. Depending on the location of Black Swan Blindness, practitioners can
re-initiate this framework or continue the next step of this framework once Black

Swan Blindness is noted and/or mitigated.

4.5.3 Scenario Elicitation

Assumptions and conditions utilised, when a decision-maker imposes a TD rank-
ing can be inadequately understood or unknown to others. This is because different
decision-makers can have different levels of competency and different interpretations
of the problem. Without any mitigation to this issue, the imposed TD ranking may
suffer Black Swan Blindness as the decision is inadequately assessed. As an attempt
to alleviate the presence of this phenomenon, we propose the use of scenarios to clus-
ter a set of assumptions and conditions. By using scenarios, a decision-maker can
make example(s) from the said situation, informed by their assumptions/conditions,
and communicate the example(s) to other decision-makers in a more concrete man-
ner. On the other hand, other decision-makers can verify whether the given example
is feasible and whether grounded assumptions/conditions are justified or suitable for
rendering a related TD ranking to be a candidate solution. For example, Decision-

maker Y may communicate his opinions through a set of system interactions and
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vulnerable attack vectors, conveying to other decision-makers the necessity to con-
sider a security risk-oriented TD prioritisation. Formally, we substitute a set of the
unbound set of assumptions/conditions R (Equation with a scenario set related
to a given context S

S:>d1,d2,"',dn (412)

And
S = {51,82,"',50} (413)

Where o is a positive integer. Each scenario represents a situation/environment the
system will encounter, encapsulating the group of related assumptions/conditions,

which is used consistently throughout the TD backlog:

s; ={TDy,TD,,---,TD,} (4.14)

Where S; is ¢th Scenario and 1'D,, is pthe Technical Debt. Decision-makers can verify
scenarios and exclude underlying assumptions/conditions in a bundle or exclude an
imposing TD ranking if the assumptions seem to be infeasible. From the above ex-
ample, other decision-makers may falsify a TD ranking imposed by Decision-maker
Y if they find that the given scenario is unrealistic. As a scenario is a product
of assumptions/conditions, the number of members in S can be less than R. TD
rankings, derived from a scenario set with a smaller number of members, can con-
tribute to a more similar foundation, yielding more similar TD rankings sets between

different decision-makers.

We leverage the Formal Scenario Analysis technique [46] to elicit run-time sce-
narios. This top-down approach is intuitive, human-centric, "standalone”, and it can
still be applied in the absence of historical data when analysing scenarios of software
systems. More importantly, by leveraging a top-down approach, system scenarios

can be established at the early phase of RDM, as well as it is more efficient than
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using statistical data analysis from the bottom-up. Thus, it is possible to apply
scenario-specific objective functions to search for robust decisions via MOEAs in

the next step.

The objective of scenarios is to help decision-makers in assessing the quality
of imposing TD rankings. Scenarios may not resolve a conflict in TD ranking, as
decision-makers might employ scenarios which are feasible to the system. From the
above example, a TD ranking by Decision-makers Y can be included in the list of
candidates, if a given scenario is considered feasible and an imposing TD ranking
is considered justified by other decision-makers. However, elicited scenarios can be

used as a mechanism for resolving such conflicts in the next step/iteration.

4.5.4 Solutions Generation

In this step, we aim to maximise the robustness and the similarity of TD rankings
by selecting TD rankings generated with MOEAs. By doing so, a set of selected
TD rankings are said to be resistant to changes and have a similar level of qual-
ity and cost-effectiveness. As these sets of TD rankings cover different assump-
tions/conditions, they can satisfy different decision-makers, potentially alleviating

conflicts in TD rankings between them.

The robustness can be observed from the utility score for different scenarios.
A robust TD ranking refers to a TD ranking which performs well across different
scenarios. For example, a TD ranking, which is the combination of different TD
prioritisation approaches, can be considered a robust TD ranking as it considers
different TD impacts, types of TD, different TD metrics, etc. Thus, it is more

resistant to changes in assumptions/conditions. The scenario-specific utility score
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can be calculated by:

U(si) = Y U(TDy) (4.15)

TDj€s;

Whereas U(T'D;) is the utility score of jth Technical Debt. Based on the concept of
Antifragility[113], practitioners can utilise the sum of utility score in each scenario as
"stressors” to compare the performance of each TD ranking before making a decision.
This applies until there is a change in the set of scenarios and/or the utility score
calculation. If such change exists, the new set of scenarios and/or the utility score
calculations are then acting as new stressors for the next iteration. The utility score
of TD is subject to TD prioritisation approach(es) selected and/or transformed by
decision-makers:

U(TD;) = f(TD;) (4.16)

Where T'D; is jth Technical Debt and f(7'D;) is a utility function of ith Techni-
cal Debt. Depending on the selection of TD prioritisation approach(es), it can be
directly translated (e.g. cost-benefit-based) or transformable (e.g. SQALE-rating-

based) to its utility score.

The objective function of scenario-specific utility scores, for ith scenario, it can

be denoted by:

max U(d,s;) = Y _ U(TD}) (4.17)
TD;GSZ'
Until oth scenario
k
max U(d, s,) = »_ U(TD)) (4.18)
TD;-ESU

Where U(T' D) is the utility score of jth TD in each decision set until k. TD rankings
that are similar on the sets of scenarios and the level of budget. For example, TD
rankings based on COTS tools can be similar to each other as they cover the same
set of assumptions/conditions (e.g. code-based TD, maintainability of TD, code-

based TD principal, etc.). Thus, they may have a similar assessment of TD issues
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with a general agreement on the level of investment to resolve these issues. The

budget objective function is denoted as:
max B(d) = B> _C(TD}) (4.19)

Where B is a project budget for TD prioritisation, 7D’ is ith TD included in each

decision set until k. The cost for ith Technical Debt is denoted by C(T'D;).

Though any MOEAs are applicable in this step, it is recommended to utilise
MOEAs that aim to generate diverse decisions since they can be more distinguish-
able by decision-makers, who must individually acknowledge their strengths and
weaknesses in the next step. We recommend building a set of TD rankings which
are robust and similar to each other. That is, TD rankings which perform well
across different scenarios and use the same level of budget. This conforms to a
concept of optionality in Antifragility[113]. For the optionality, decisions are in-
cluded in a decision set rather than a single decision. All decisions are archived in
our framework, and decision-makers can exercise selected decisions subject to the
system’s conditions/environmental changes. When changes in documented condi-
tionals/environmental (i.e. scenarios) occur, decision-makers may alter the current
decision set to the one which yields the most utility score. If undocumented condi-
tionals/environmental changes rise, decision-makers can consult archived decisions
in the set by comparing undocumented changes with the closest existing scenarios.
Then, decision-makers may choose whether to exercise the most suitable decision

set for undocumented changes or re-initiate the first step of the framework.

In the next step, we present a visualisation technique which helps decision-makers

in acknowledging strengths and weaknesses in TD rankings.
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4.5.5 Vulnerabilities Discovery

This step aims to guide the decision-makers, by evaluating the strengths and weak-
nesses of generated Pareto-optimal decision sets to be chosen. We utilise pay-off
matrices to illustrate strengths and weaknesses, driven by Nash Equilibria. Nash
Equilibria is chosen due to the neutrality towards all decision-makers as well as the
guaranteed existence of Nash Equilibria in every finite game. Thus, the strengths
and weaknesses of different TD rankings are always presented when visualising pay-

off matrices.

Practically, decision-makers plot pair-wise pay-off matrices where different ob-
jective functions act as players and each solution is treated as an option. Utility
scores of different objective functions and different decision sets then can be input
accordingly. Then, decision-makers observe utility scores of different pairs in order
to find strengths (i.e. their Nash Equilibrium/Equilibria) and weaknesses (i.e. pairs

with lowest utility scores) towards different scenarios.

More precisely, we consider a selection of TD rankings as a cooperative game.
Formally, let D" be the set of TD rankings based on [th objective function,
and [ = 1,---,0+ 1 (i.e. the total number of objective functions). For a ranking
decision d™*™* drrm™* = (d7*"™* drrem*) is a strategy profile, where d/;“"* is a ranking

decision based on an objective function [ and d/"*" are ranking decisions based on

all objective function except 1. If uy(dj*™*, di"®"*) is a payoff as a utility function

from objective function I, d//*™* is a (weak) Nash Equilibrium if:

w(dr™®, drry > g (dpt, dir) (4.20)

For all dj*"* € Dye"kSince there can be more than one weak Nash Equilibrium in
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one game, those Equilibria are included and increases the probability of correspond-
ing decision to be utilised (i.e. Pr™* € dr**). We relax the restriction of Equation

from [Dy|= 1 to be |D;**|> 1 whereas D™ = {dj*"* dy™* ... d;*"*}. ¢ is

the total number of TD rankings in the set selected by practitioners.

4.6 Case Study A: Apache Accumulo

We present two case studies to explore the effectiveness of our approach. These two
case studies differ in the number of identified TD and the system size. Those studies
support answering research questions on the capability of our approach to different
degrees of diversity in identified TD. Supporting scripts and mining queries for
those studies can be found at (https://github.com/DUTDPr/DUTDPr-repo). We
utilise scenarios elicited by Formal Scenario Analysis [46] to illustrate how to manage
possible conflicts in TD rankings in those studies. We take a control experiment
approach in assuming conflict presences, as these studies do not come with a TD
ranking list. Henceforth, one should not imply the lack of evidence of a conflict in TD
rankings to no conflict. A conflict in TD ranking may be informally acknowledged,

resolved or ignored by decision-makers, rendering them to be silent evidence.

The first case study is Apache Accumulo, where the identified TD is obtained
from The Technical Debt Dataset, Version 1.01 by Lenarduzzi et al. [68]. Since
the relevant dataset version considers all developmental branches for this project, it
might not be regarded as a faithful representation of TD in the real-world project.
However, the premise is that by looking at different branches, each with varying de-
velopment responsibilities and resource constraints, the likelihood of identifying TD
can be increased. Hence, the diversity of identified TD of all developmental branches

can be higher than in a project with only one branch inviting the need for analysis
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<TS Idle>

<Master Idle> flec ; <GC Idle>
i ile Compaction
Health Check TS Wait for Order P ) I~
File Identification
<TS Status>

<File Status>

Police TS Recovery TS <Order> <TS ldle>
/ \ Ignore FV \Dispose File

Response Routine Recovery Routine
<Master Idle> <Master Idle>

<TS Idle> <TS Idle> <GC Idle> <GC Idle>

(a) (b) (c)

Figure 4.1: Accumulo: Scenario trees of the system components: a) Master b)
TabletServer ¢) Garbage Collector

and prioritisation to agree on the genuine and most relevant TD for the project.
This dataset, with its diverse branch setup and TD, provides a neat environment for
exploring the applicability of our approaches in hypothetical projects of non-trivial
scale with a higher degree of TD diversity. Henceforth, the case can provide us with
an opportunity to test the scalability and applicability of our techniques in complex

development setups.

4.6.1 Scenario Elicitation

Practitioners start our scenario elicitation step by identifying user or system compo-
nents and their interactions before constructing scenario trees. Based on the manual
of Accumulo version 1.3 (i.e. the closest version to the commit creation date), there
are two parties: clients and the server, where clients can only send data manipula-
tion requests while the server receives, executes requests and maintains the health of
TabletServers. Scenario trees of the server components, which are Master, Tablet-
Servers and Garbage Collector, are illustrated in Figure .1l From interactions of
different components and their responsibilities, three scenarios can be established:
S1) Server-Client Response: this scenario relates to the Master server, which receives
data manipulation requests from clients. S2) TabletServer recovery: this scenario
occurs when one TabletServer is failed and is detected by the Master server. S3) File

Maintenance: this scenario mostly relates to file operations performed periodically
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by the Garbage Collector. The responsibilities of each component in three scenar-
ios are shown in Table Once scenarios are defined, TD in each file is mapped
according to corresponding components, whereas common libraries are included in
all scenarios. The mapped TD backlog is provided in the above repository. For an
example of a conflict in TD rankings based on these scenarios, one may present S1
to impose a TD ranking based on the use of COTS tools [13] to broadly prioritise
TD in the backlog, as this operating scenario is related to all components. Another
decision-maker who uses S2 for an illustration may impose a TD ranking from a
risk-oriented TD prioritisation approach [97] to minimise attack vectors, which may
be visible during TabletServer recovery. Another one may impose a TD ranking
with the use of a cost-benefit TD prioritisation approach [103] to prioritise TD to
mitigate as one believes the system is mature enough and should only be maintained
during its low-workload scenario (e.g. Garbage collector) and any TD repayment
should be based on its profitability of components.

Table 4.8: Defined Scenarios based on Components Responsibilities

S1.1 Master Health Check TS, Police TS
S1: Srv & Cli Response S1.2 Tablet Server (TS) Wait for Order, Response Routine
S1.3 Garbage Collector (GC) File Identification, Ignore File
S2.1 Master Health Check TS, Recovery TS
S2: TabletServer Recovery S2.2 Tablet Server Wait for Order, Recovery Routine
S52.3 Garbage Collector -
S3.1 Master -
S3: Files Maintenance S3.2 Tablet Server File Compaction
S3.3 Garbage Collector File Identification, Dispose File

4.6.2 Solutions Generation

Once all TD are mapped in scenarios, practitioners input parameters for a project
constraint and an MOEA. Table indicate defined project constraints and MOEA
parameters in this case study. The commit with the creation date of "2011-10-
04T00:46:077” is selected. After the exclusion of irrelevant packages to the core
project (i.e. "example” and "samples” packages), the TD backlog yields a total of
1912 TD. The project budget is 20% of 41941, which is the total effort required
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Table 4.9: Project constraint and MOEA parameters

Description Values

No. of variables (nyar) - Accumulo 1912

No. of variables (nyar) - Cocoon 869

Budget - Accumulo 8389

Budget - Cocoon 4327

Evaluation 500000

Population Size 100

Crossover Probability (SPX) 0.9

Mutation (BitFlip) 1/nvar
B(d) uid. 51} u{d,52) ui{d.53)
5134 388.85 280.1 242.5

6000 4

= i)

S0}

&7.8 21.75 23.3

Figure 4.2: Example of an interactive parallel coordinates plot of generated solution.
Blue lines indicate different solutions and their objective values, and vertical axes
represents different objective functions.

to mitigate all 1912 TD. 2492 unique solutions are generated from 25 runs of the

NSGAII algorithm via JMetalPy version 1.5.5 (8 duplicated solutions are omitted).

Practitioners can visualise those solutions in an interactive parallel coordinates plot

to investigate the characteristics of generated solutions. Figure [1.2]is an example

of an interactive parallel coordinate plot of generated solutions via plotly-express

version 0.4.1. Fitness values of generated solutions, generated solutions, and script

for an interactive parallel coordinates plot are included in the repository. Further

statistical analysis of generated solutions is shown in the evaluation section.

After the characteristics of generated solutions are acknowledged, practitioners
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Table 4.10: Accumulo:

d B(d) | U(d,S1) | U(d,52) | U(d,S3)
305 |0 388.85 | 86.45 16.1
1199 | 6 342.25 | 280.1 110.6
899 | 6 301.45 | 167.4 242.6

Fitness values of selected solutions

Table 4.11: Accumulo: Pay-off matrix of selected solutions in fitness function
U(d, S1) against U(d, S2) (Nash equilibria in bold)
U(d, 52)
7305 #1199 #899
#305 | 388.85,86.45 | 388.85,280.1 | 388.85,167.4
U(d, S1) [ #1199 | 342.25,86.45 | 342.25,280.1 | 342.25,167.4
#899 | 301.45,86.45 | 301.45,280.1 | 301.45,167.4

can select a set of solutions. This can be established via an off-the-shelf software
or spreadsheet. As an example, practitioners select solutions that yield the most
fitness function in each scenario-specific objective, which are solution numbers 305,
1199 and 899 for fitness values of scenario S1, S2 and S3, respectively. The fitness
values of selected solutions are shown in Table After that, practitioners can
then utilise pay-off matrices to determine the suitability of solution sets in different
aspects. This can be manually plotted, plotted via off-the-shelf software, or an
algorithm for the computation of equilibria (e.g. NashPy in Python). Table
illustrates a pay-off table of selected solutions with fitness function U(d, S1) against
U(d,S2). Table summarise the total Nash equilibria of selected solutions in
different fitness function competitions. All competitions in Table are done via
off-the-shelf software and later verified by NashPy version 0.0.28. From Table [.12]
it can be concluded that solution #1199 and solution #899 are capable of handling

all defined scenarios with the least budget used among all three solutions.

Table 4.12: Accumulo: Total Nash equilibria of selected solutions in different fitness
function competitions

d U(d,S1) vs | U(d,S2) vs | U(d,S1) vs | B(d) vs | B(d) vs | B(d) vs | Total
U(d, S2) U(d, S3) U(d, S3) U(d,Bl)x | U(d,S2) U(d, S3)

#305 1 0 1 1 0 0 3

#1199 1 1 0 1 1 1 5

#899 0 1 1 1 1 1 5
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<Pipeline Idle>

<session-fw Idle> <authentication-manager Idle> l File Generation
Session request .
R Login
transformation g <Generated SAX>
<URI Request> <authentication-handler> l XML Tranformation
< >
Load Conte Save Context Return empty auth-node . Transformed SAX
Return auth-node with User ID
HTML Response
<session-fu Idle> <session-fw Idle> <authentication-manager Idle> <authentication-manager Idle> <Pipeline idle>

(a) (b) (c)

Figure 4.3: Cocoon: Scenario trees of processes: a) URI Authentication b)
Read/Write session context ¢) Pipeline Processing

4.7 Case Study B: Apache Cocoon

The second project aims to explore the potential of our approach in a real indus-
trial system. To achieve this, we utilise the TD backlog of Apache Cocoon, which
can be found in The Technical Debt Dataset version 2.0 |68]. This version of the
dataset only considers the main developmental branch of the project, and thus, it

can illustrate a more faithful presentation of identified TD of the system.

4.7.1 Scenario Elicitation

According to Apache Cocoon manual [7], Cocoon can be customised and flexible
to different levels of clients (e.g. XMIL-focused users, offline and online develop-
ers). Therefore, there are a significant number of use cases for Cocoon. Here, we
choose three scenarios which apply to the majority of clients. Those scenarios are
URI authentication, read/write session context and pipeline processing. In general,
URI authentication is a process which authenticates clients via a defined Java class.
Read /write session context relates to data manipulation by the clients after logging
in. Pipeline processing is related to creating XML before responding to clients via
HTML. The code-level interactions and/or sequences for each scenario in detail can
be observed in [7]. Figure [4.3|illustrates trees of the aforementioned scenarios. Con-

flicts in TD rankings can stem from assumptions/conditions utilised in these three
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scenarios. A decision-maker with a background in software architecture may point
out a potential architectural degradation during URI authentication and impose a
TD ranking focusing on architectural TD [132]. In contrast, one who focuses on
code-based TD may believe that TD can be significantly propagated in the most
frequently utilised components (e.g. read and write context) and impose a TD rank-
ing based on an approach that focuses on the severity of code-based TD [3]. On the
other hand, another decision-maker may illustrate the necessity of pipeline process-
ing for the software life span, point out possible TD impact of pipeline processing
to customers (e.g. internal errors in XML files), and imposes a TD ranking with
the use of a customer-oriented multiple decision strategy criteria TD prioritisation

approach [96].

4.7.2 Scenario Generation

After scenarios are defined, it is possible to input project constraints and commerce
for solution generation via MOEA. Table indicate defined project constraints
and MOEA parameters used in this case study. Among 26322 commits, we chose
the commit 72003-03-09T00:11:46Z" as it is the first identified commit. In this
commit, a total of 11451 TD is identified. However, there are packages that are
irrelevant to the system (e.g. ”sample”, "test”, and "source” packages) and issues
with 20 TD rendering their effort to be empty. After those irrelevant packages and
issues are excluded, 869 TD is selected. For this case study, 20% of the total effort
required to mitigate all 869 TD (i.e. 4327) is input as the goal budget. After 25
runs of the NSGAII algorithm via JMetalPy version 1.5.5, 2488 unique solutions
are generated. Practitioners can utilise an interactive parallel coordinates plot to
acknowledge an overview of generated solutions and select solutions to be included

in a set of solutions similar to Figure [£.2] Table shows an example of select
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Table 4.13: Cocoon: Fitness values of selected solutions

d B(d) | U(d,S1) | U(d,S2) | U(d, S3)
208 |04 |04 15.6 1573.4
1797 | 3.4 | 927.6 1587.8 | 101.6
2380 | 784 | 1317.6 | 1386.6 | 142.2

solutions in case practitioners select generated solutions based on the fitness values

of scenarios S1, S2 and S3, respectively.

4.8 Evaluation

Evaluation of a decision-making framework can be difficult. This is because some of
the inputs and steps of the framework may require human involvement and experts’
judgement. Additionally, the inputs may be situation-, application- or domain-
dependent, and it may require retrospective reflection on the quality of the decision
after a lapse of time. However, we follow desired criteria for decision-making in
software engineering 23] and a software engineering evaluation guideline to assess

randomised algorithms [9]. We specifically use the below-mentioned criteria:

Neutrality: The subjectivity of practitioners shall be controlled and standardised
to produce a bias-free evaluation. Our framework requires some inputs from practi-
tioners, including TD, their estimates and selected TD prioritisation approach(es).
We use a case study to evaluate our approach. We select the TD backlog and a
TD prioritisation approach and use them in all the cases throughout the evaluation.
Additionally, we omitted the part where practitioners select generated solutions.
This is because this step can heavily rely on practitioners’ inputs and competency.
The evaluation used statistical tests to evaluate all generated solutions against the

baseline approach adopted in this chapter.

Informative: The application of an approach must be informative to be applied
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in different settings. In the case of controlled experiments, the results should show
potential, and the information should assist in replication into the real-world envi-
ronment. Nevertheless, we use real-world examples. In particular, the TD backlog
in our evaluation is a real-world TD backlog, and much of the information is de-
rived from actual documentation linked to the TD. Although the TD prioritisation
ranking approach is hypothetical, TD calculation is based on widely used TD met-
rics, including expert-defined severity score and SQALE (maintainability) ratings,
henceforth providing the necessary information for replication and wider application

beyond our context.

Replicable: Effective evaluation must be reproducible yet verifiable and falsifi-
able. The evaluation shall provide evidence to ensure that similar results can be
obtained and reproduced, following similar the said procedure and inputs. For our
evaluation, mining queries, scenario-mapped TD backlog, MOEA running scripts,
generated solutions and evaluation scripts are provided. Additionally, the areas that

require randomness are explicitly seeded, where possible.

To demonstrate the potential of our approach, we perform statistical tests of
all outcomes from our framework and compare them against the baseline approach
(explained in detail in the next sub-section). For reproducibility, we provide all
scripts in every step to ensure that outcomes from our framework can be traceable

and available for future verification or falsification.

We evaluate our framework by looking at its effectiveness in producing high-
quality solutions (i.e. solutions with high fitness value), its ability to alleviate Deep
Uncertainty and its ability to improve existing approaches. As practitioners in the
real-world environment can produce different decisions on the same TD backlog (due
to rationales and/or assumptions, etc.), we aim to gather different TD prioritisation

decisions as much as possible as the baseline. For both projects, we use a constrained

144



4.8. FEvaluation Chapter 4

random generation approach as our baseline (its rationale is detailed below). For
each solution, we randomly pick the number of TD to be selected in the decision
and the number of TD to be prioritised for TD mitigation. Then, we add that
solution as a baseline sample only if the cost for that decision does not exceed the
defined budget. The seeded random generation script is developed in Python 3.9

and provided in our repository.

Deep Uncertainty in TD rankings is caused by a conflict in TD rankings. Thus,
any TD ranking, as long as it is in the feasible solution space (e.g. within a project
budget), is applicable to cause a conflict. In practice, decision-makers utilise external
evidence (e.g. information on the problem context, the system environment, their
competency, and their judgement) to filter only feasible TD rankings to impose.
Thus, we believe a constrained random generation is the best representation for
illustrating the search space without reliance on the problem context, which can
be subject to perceivers, and software artefacts, which, if there are any, can be
incomplete, inadequate or biased as a conflict in TD rankings may be informally

acknowledged, ignored or treated as a trivial matter.

We specifically aim to answer the following research questions:

RQ1. Does our framework produce high-quality solutions better than the
baseline approach? The objective of this research question is to investigate the
ability of our framework to capture severe TD. Answers to this question can enable
us to indicate the strengths and weaknesses of our framework when compared to the

baseline case.

RQ2. Does our framework have better potential in alleviating Deep Uncer-
tainty when compared to the baseline approach? This research question aims to

explore the ability of our framework to produce solutions with a similar level of
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quality. As this question is directly related to the main problem of our interest,
answers to this question can indicate the usefulness of our approach to producing

similar solutions, which then alleviate Deep Uncertainty in TD prioritisation.

RQ3. Does our framework improve the quality of solutions? This question is
based on our conjecture that our framework can be utilised to improve existing TD
prioritisation approaches without their replacement. This research question looks
into the improvability of our framework compared to the baseline, in capturing
severe TD and in producing solutions similar in quality. The answer to this question
can point out the potential of our framework in being incorporated with existing
TD prioritisation approaches to produce high-quality solutions and alleviate Deep

Uncertainty in the respective activity.

RQ4. How does our framework perform under different numbers of identified
TD? The objective of this research question is to investigate the scalability of our
framework. Answers to this question can indicate the potential and limitation of our
framework when utilised in systems with identified TD in different scales, enabling

practitioners’ awareness when utilising the presented framework.

4.8.1 Evaluation Setup

Our evaluation is based on two projects. Those projects are conducted with the
same goal budget (i.e. 20 per cent of the total effort required to mitigate all iden-
tified TD) under the default "Sonar-Way” profile, and each project is individually
compared with the baseline. For the first project, Apache Accumulo on a commit
with the creation date of "2011-10-04T00:46:07Z” is selected. This project can be
accessed in The Technical Debt Dataset, Version 1.01 [68]. After the exclusion of

irrelevant packages to the core project (i.e. "example” and "samples” packages), the
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TD backlog yields a total of 1912 TD. We define the goal budget for our evaluation
to be (i.e. 20 per cent of the total effort required to mitigate all 1912 TD). We use
Scenario Elicitation and Solutions Generation steps described in sub-section [{4.6.]]
and respectively, to map all TD to scenarios and generate solutions to be
evaluated. After 25 runs of an MOEA, the total number of 2492 unique solutions
are sampled, and 8 redundant solutions are discarded. The second project is Apache
Cocoon. This project can be accessed in The Technical Debt Dataset Version 2.00
[68]. Among 26322 commits, we chose the commit "2003-03-09T00:11:46Z” with the
creation analysis key "AV4laW8sGOXxMwG_VOEC” as it is the first identified com-
mit. In this commit, a total of 11451 TD is identified. However, there are packages
that are irrelevant to the system (e.g. "sample”; "test”, and "source” packages) and
issues with 20 TD rendering their effort to be empty. After those irrelevant pack-
ages and issues are excluded, 869 TD is selected. Selected TD are relevant to three
scenarios of interest. These scenarios are illustrated in[A.7.1land [4.7.2 After 25 runs

of an MOEA, a total number of 2488 unique solutions are generated.

Since decisions from practitioners in the real-world environment may or may not
utilise scenario-specific assumptions/conditions, the global utility score is instead
used for evaluating these two samples. The global utility score is based on a hypo-
thetical calculation of the TD score. For T'D;, it can be mathematically expressed

as:

U(TD;) = Main(TD;) * Svrty(TD;) (4.21)

Where Main(T'D;) and Svrty(T'D;) are the inverted maintainability rating and
the severity of T'D;, respectively. Those parameters are defined by developers and/or

SonarQube and are available in the data set. The total TD score of decision d; can
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be calculated by:

Ud:)= > U(TDy) (4.22)

This equation is utilised to calculate samples from our framework and the baseline
approach to incorporate statistical tests for answering RQ1. For RQ2, as our aim
to alleviate Deep Uncertainty is to maximise the Jaccard similarity index of all
decision-makers (Eq. , we calculate the sample-wide average Jaccard similarity

index of decision d; as:

_ ZdjeDmmp J(d;, d;)

Nsamp

J(d;) (4.23)

Whereas Dgqmp is a set of decisions in a sample, 14, is the number of samples
(which is 2492 and 2488 in our evaluation). J(d;, d;) is the Jaccard similarity index
of selected TD positions between d; and d;. This equation is utilised to calculate the
average sample-wide Jaccard similarity index of all solutions in both two samples.
For answering RQ3, the improvability index of a value A over a value B is defined

as a following:

I(A,B) = (4.24)

Sol IS

Thus, the improvability index total score of decision d; over decision d; is calcu-

lated as:
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Table 4.14: Accumulo: Statistical Properties of All Samples

Metrics Sample source Mean ST.Dev Min Max
U(ds) (O)ur Approach | 304.30556 | 93.16472 109.75 419.45
¢ (B)aseline 216.67701 | 123.43575 | 0.25 419.4

UGi) Our Approach 0.1867 0.01302 0.14950 | 0.22230
Baseline 0.05713 0.02339 0.00083 | 0.09631

(U (d,)) O ->B 0.80939 0.33457 0.51657 | 1.97428
B ->0 7.30442 51.1803 0.72557 | 1217.222

1(J(dy)) O->B 0.30752 0.02191 0.257 0.38214
B ->0 5.83299 13.11227 1.93862 | 225.5499

Table 4.15: Cocoon: Statistical Properties of All Samples

Metrics Sample source Mean ST.Dev Min Max
U(ds) (O)ur Approach | 3086.838 | 1093.748 | 314 4327
N (B)aseline 2346.327 | 1242.31 1 4327
UGi) Our Approach 0.16245 0.02585 | 0.09393 | 0.2245
¢ Baseline 0.05024 | 0.01882 | 0.00133 | 0.07768
1(U(dy)) O ->B 1.0098 0.88558 | 0.54225 | 7.47238
B->0 6.41536 73.25143 | 0.71339 | 3086.838
1(J(dy)) O ->B 0.31731 0.05164 | 0.22377 | 0.53481
g B ->0 5.15059 9.1216 2.09118 | 121.8514
U (d;
H(U(d). U(dy) = ) (4.25)
U(d;)

1(J(dy), J(d;)) = (4.26)

The improvability index is less than 1 when there is a degradation from the
first value to the second value. It is equal to 1 when there is no improvement or
degradation, and it is greater than 1 when there is an improvement from the first
value to the second value. This equation is utilised to calculate the improvability of

the global utility in both samples.

Table [4.14] and show statistical properties of all samples produced by Equa-
tion to[4.26] Once calculated samples are produced, all samples are statistically
tested for their normality via the Shapiro-Wilk tests. Samples from our approach are

tested against samples from the baseline in respective metrics for their monotonic
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Table 4.16: Accumulo: Result from Shapiro-Wilk tests of all samples

Metrics Sample source | test statistic | p-value
U(ds) Baseline 0.94937 0
¢ Our Approach | 0.91137 0
J(di) Baseline 0.95595 0
¢ Our Approach | 0.99683 0
B->0 0.0859 0
1(U(d:) O->B 0.80971 0
B->0 0.24095 0
1(J(di) O->B 0.98332 0

Table 4.17: Cocoon: Result from Shapiro-Wilk tests of all samples

Metrics Sample source | test statistic | p-value
U(ds) Baseline 0.95177 0
¢ Our Approach | 0.89814 0
J(dy) Baseline 0.91967 0
¢ Our Approach | 0.98218 0
B->0 0.03873 0
1(U(d:) O->B 0.53784 0
B->0 0.28718 0
1(J(di)) O->B 0.97361 0

relationship via Spearman’s Rank Correlation. All statistical tests in this paper are
calculated with a 95 per cent confidence interval using Python version 3.9.6 and
SciPy version 1.7.3. Table and shows that the p-value of the Shapiro-Wilk
test in all samples is less than 0.05, and therefore, there is enough evidence to reject
a null hypothesis that each sample is normally distributed. Table [4.19] and
indicate that p-values from all samples in respective metrics are more than 0.05.
Therefore, it failed to reject a null hypothesis that there is no statistically signifi-
cant correlation between each pair of samples. Since the normality of all samples
cannot be assumed, and there is no monotonic relationship with each pair of samples
in respective metrics, one-tailed Mann-Whitney U tests are chosen to answer our

research questions.

The null hypothesis of our one-tailed Mann-Whitney U test is the probability of

Table 4.18: Accumulo: Result from Spearman’s Rank Correlation tests of all samples
and metrics

Metrics correlation | p-value
U(d;) -0.00366 0.85491
J(d;) 0.00335 0.86736
I(U(d;)) | -0.00365 0.85565
I1(J(d;)) | 0.00335 0.86736
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Table 4.19: Cocoon: Result from Spearman’s Rank Correlation tests of all samples
and metrics

Metrics correlation | p-value
U(d;) 0.02014 0.31536
J(dy) 0.0056 0.78026
I(U(d;)) | 0.02014 0.31536
I1(J(d;)) | 0.0056 0.78026

Table 4.20: Accumulo: Result from Mann-Whitney U tests of all samples

Metrics MWU statistic | asymptotic(p-value)
U(dy) 4394007 0
UG 6210064 0
T(U(d7)) | 853338 1
JU(d;)) | 0 1

randomly selected values from a sample of our approach to be greater than randomly
selected values from a sample of the baseline is not greater than the other way around
(i.e. the probability of randomly selected values from a sample of the baseline to be

greater than randomly selected values from a sample of our approach).

One-tailed tests are selected as all research questions are interested in improve-

ments of one sample over the other.

4.9 Result and Discussions

4.9.1 Research Question 1

For Accumulo, Table and respectively show statistical properties (the first
row and the second row) and the results from the Mann-Whitney U test of corre-
sponding samples (the first row). According to Table [£.14] our approach reports
16 per cent higher mean than that of the baseline for the considered different sam-
ples. Our approach has also reported 13 per cent smaller standard deviation and
the highest minimum of total TD scores on the used samples. Mann-Whitney U

test of samples in the total TD score of our approach and the baseline (Table |4.20))
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Table 4.21: Cocoon: Result from Mann-Whitney U tests of all samples

Metrics MWU statistic | asymptotic(p-value)
U(d;) 4190724 0
U(5i) 6190144 0
I(U(d;)) | 1144032 1
JWU(d;)) | 0 1

indicate that there is enough evidence for rejecting the null hypothesis (p-value less
than 0.05). However, it is important to note that both approaches are only 0.05
different in producing the maximum TD scores. This is because we do not include

the total TD score as one of the objective functions.

For Cocoon, the first and second rows of Table show statistical properties
of U(d;) from our approach and the baseline. It reports that our approach achieves
13 per cent higher mean than that of the baseline. Additionally, our approach has
reached the highest minimum of total TD scores and has achieved 6 per cent smaller
standard deviation than those samples. Table show the Mann-Whitney U test
of samples in the total TD score of our approach and the baseline that there is

enough evidence for rejecting the null hypothesis (p-value less than 0.05).

To answer RQ1: We conclude that our approach statistically produces higher
quality solutions than the baseline, where the outcomes from our approach can

achieve 13 to 16 per cent higher than the total TD score of baseline on average.

4.9.2 Research Question 2

The results incorporating RQ2 are located on the third and the fourth row of Ta-
ble [4.14] and the second row of Table [£.20] According to Table [4.14] our approach
exhibits more than 50 per cent higher mean than the baseline approach when consid-
ering the chosen samples. Additionally, our approach also reports higher minimum

and higher maximum Jaccard similarity index (50-100 per cent higher), as when
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compared to the baseline on the used samples. Table indicates that there is

enough statistical evidence to reject the null hypothesis (p-value less than 0.05).

The result is in a similar fashion for Cocoon. The third and fourth rows of Table
indicate that our approach has achieved a 52 per cent higher mean than samples
from the baseline. Additionally, our approach produces samples with significantly
higher minimum and maximum Jaccard similarity index, at 48 and 97 per cent,
respectively. Mann-Whitney U test of samples in Jaccard similarity index of our
approach and the baseline (Table , second row) indicate that there is enough

statistical evidence to reject the null hypothesis (p-value less than 0.05).

To answer RQ2: We conclude that our approach produces more similar solutions;
henceforth, it has better potential in alleviating Deep Uncertainty. Compared to the
baseline, our approach yields the sample-wide Jaccard similarity index at least 52
per cent higher on average. Additionally, our approach shows a higher minimum-

maximum sample-wide Jaccard similarity index when compared to the baseline one.

4.9.3 Research Question 3

For Accumulo, Results in the fifth row of Table indicates statistical performance
in the improvability index of the total TD score of samples when moving from our
approach to the baseline, whereas the sixth row of the same table shows statistical
performance in the improvability index of the total TD score of samples when moving
from the baseline to our approach. The mean of the total TD score of samples when
moving from our approach to the baseline (0.80939) is significantly lower than the
mean of the total TD score in samples when changing from the baseline to our
approach (7.30442). This indicates that changing from the baseline to our approach

generally improves the total TD score (i.e. the improvability index on average is
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higher than 1).

The seventh row in Table indicates statistical performance in the improv-
ability index of the sample-wide Jaccard index of samples when changing from our
approach to the baseline, and the eighth row in Table shows statistical perfor-
mance in samples of the improvability index in the sample-wide Jaccard index of
samples when changing from the baseline to our approach. The result shows that
the mean of the sample-wide Jaccard index in chosen samples when changing from
the baseline to our approach is significantly higher than the mean of the sample-wide

Jaccard index in chosen samples when changing from our approach to the baseline.

For the Cocoon case, the fifth row of Table shows statistical performance
in the improbability index of the total TD score of samples when moving from our
approach to the baseline, whereas the sixth row of Table shows the other way
around (i.e. statistical performance in the improbability index of the total TD score
of samples when moving from the baseline to our approach). It can be observed that
the mean of the total TD score from samples when moving from the baseline to our
approach is approximately 70 per cent higher than the mean of the total TD score

from samples when moving from our approach to the baseline.

For samples of the improvability index of the sample-wide Jaccard index, the
seventh row of Table [d.T5|indicates statistical performance in the improvability index
of the sample-wide Jaccard index of samples when changing from our approach to
the baseline, and the eighth row of the same table shows statistical performance in
the improvability index of the sample-wide Jaccard index of samples when changing
from the baseline to our approach. Similar to Accumulo, the result indicates that
the mean of the sample-wide Jaccard index in chosen samples when changing from
the baseline to our approach is significantly (80 per cent) higher than the mean of

the sample-wide Jaccard index in chosen samples when changing from our approach
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to the baseline.

For both cases, it is worth noting that the standard deviation of samples in
the total TD score and the sample-wide Jaccard index when changing from the
baseline to our approach is significantly higher than samples in the same metrics
when changing from our approach to the baseline. This shows that improvement
when changing from the baseline approach to our approach can vary. This claim is
supported by the result indicated in Table and where we failed to reject the
null hypothesis on all tests related to the improvability index. Thus, we encourage
practitioners not to blindly accept all generated solutions and select only generated
solutions that yield better fitness values than the existing solutions. This can be

mitigated by pay-off matrices illustrated in the previous section.

To answer RQ3: Although there is evidence that changing from the baseline to
our approach can generally improve the outcomes, expert judgement can be neces-
sary to confirm the findings. Visualisation techniques can also help in visualising

the solution landscape to inform decision-making.

4.9.4 Research Question 4

Table 4.22: Result from Cross-Project Mann-Whitney U tests of all samples

Metrics MWU statistic | p (two-tailed) | p (one-tailed)
U(d;) 3118296 0.719 0.36

UGi) 1837125 0 0

1(U(d;)) | 2711415 0 I

J(U(d;)) | 2800264 0 1

To evaluate Research Question 4, we conduct cross-project statistical hypothesis
tests. The objective of those statistical tests is to validate whether the quality
of samples from a project with a larger TD number is worse than a project with
a smaller TD number. We achieve this by conducting two-tailed and one-tailed

Mann-Whitney U tests, whereas samples from Apache Accumulo represent samples
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from a project with a larger TD number and samples from Apache Cocoon represent
samples from a project with a smaller TD number. The null hypothesis of our two-
tailed Mann-Whitney U test is that the probability of a randomly selected value
from Accumulo is not different than the probability of a randomly selected value

from Cocoon.

In case the two-tailed Mann-Whitney U test indicates a statistical difference
between randomly selected values from Accumulo and Cocoon, one-tailed Mann-
Whitney U Tests are used to investigate those samples further. For one-tailed Mann-
Whitney U Tests, the null hypothesis is that the probability of a random sample
from Accumulo to be greater than a random sample from Cocoon is not greater
than the other way around (i.e. the probability of a random sample from Cocoon

to be greater than a random sample from Accumulo).

Since the total TD score illustrated in Equation[f.22]can be subject to the number
of TD and available budget for each project, it is difficult to conduct cross-project
statistical tests without modification of this metric. Hence, we tweaked Equation
to be relative to the maximum total TD score of the sample. Formally, the

proportioned TD score of decision d; can be expressed as:

(4.27)

Whereas U(dq,) represents the maximum total TD score of the decision sam-
ple. A result of a two-tailed Mann-Whitney U test (Table , first row) indi-
cates that there is no significant statistical difference in proportioned TD score
between decision samples from Accumulo and decision samples from Cocoon. For
the sample-wide Jaccard index, the one-tailed Mann-Whitney U test (Table ,

second row)indicates that it is insufficient evidence to reject the null hypothesis for
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the sample-wide Jaccard index that the probability of a decision samples from Ac-
cumulo is greater than decision samples from Cocoon is not greater than the other
way around. We postulate that because the higher number of TD can lead to more
diverse solutions being generated, thus the sample-wide Jaccard index of samples
from Accumulo is generally lower than the sample-wide Jaccard index of samples
from Cocoon. However, we conjecture that diverse solutions can contribute to a
higher chance of improving the existing solution. In other words, a project with a
higher TD number might yield higher improvability in proportioned TD score and
the sample-wide Jaccard index. This supports by the one-tailed Mann-Whitney U
test, which indicates that random samples of the improvability of proportioned TD
score from Accumulo are greater than random samples of the improvability of pro-
portioned TD score from Cocoon (Table [£.22] third row). Similarly, the one-tailed
Mann-Whitney U test indicates that random samples of the improvability of the
sample-wide Jaccard index from Accumulo are greater than random samples of the
sample-wide Jaccard of proportioned TD score from Cocoon (Table fourth

row).

To answer RQ4: We conclude our approach produces solutions for TD mitigation
without significant statistical differences related to the number of identified TD. We
also found that our approach has more potential to improve the existing solution
with projects with a higher identified TD number. However, it should be noted
that our approach might produce more similar solutions in projects with a smaller

identified TD number.
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4.10 Threat to Validity

Threats to internal validity concern the mining queries and the data set itself. As we
mined our data set from the repository, we cannot guarantee the correctness of the
TD manifestation and admission, as the data set carries little semantic information

that relates to the source of the admitted debts, confidence, and measurement.

Scenario mapping is based on the functionalities of each component, file nam-
ing convention and the project structure. Though this might not be an optimal
representation of the real project, it is one of the most effective ways to rationalise
the responsibilities of each component without introducing additional business rules
and documentation. The improvability index in our evaluation is utilised under
the assumption that related parameters are different from zero. This assumption is
reasonable as those descriptive parameters start from one (i.e. "E” in the inverted
maintainability rating and "INFO” in the severity rating). We utilise MOEA runners
from JMetal 5.11; however, we cannot guarantee the exact result after 25 runs as

JMetal is randomly seeded by default.

It is important to note that a TD prioritisation approach that we have utilised
in our evaluation is a hypothetical one, where its utility score is calculated using
commonly used software metrics by the TD community. This decision is primarily to
preserve the reproducibility of our evaluation by not introducing additional software
documentation or business rules apart from the real-world software reference of the
project. Although the result might differ when a formulation of the TD utility score
is changed, the overall result can be similar since our framework is the extension of

the existing TD prioritisation approach.

As a threat to conclusion validity, it is important to note that we used an asymp-

totic (approximated) p-value during the Mann-Whitney U tests that are utilised for
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our conclusions instead of the exact (look-up table) approach. This is simply be-
cause the look-up table approach is limited to the number of samples less than 30.
We acknowledge the limitation of the Jaccard similarity index on the inability to
differentiate binary sets (e.g. the Jaccard similar index of [0,1,1] and [1,1,0] is 1 (i.e.
the total similarity)) and mitigate this by calculating the Jaccard similar index of
selected positions in each decision instead (e.g. [2,3] and [1,2] are represented for
the two sets above). Hence, different calculations (or the lack thereof) can result in

totally different samples and conclusions.

Threats to external validity are related to the generalisation of our test results; it
should be noted that our framework’s overhead cost can heavily rely on the TD iden-
tification, measurement, and prioritisation approach(es) selected by practitioners.
Our evaluation does not include the evaluation of pay-off matrices as the existence
of a Nash Equilibrium of a finite game can be mathematically proven [86]. Since
there always exists a (weak) Nash Equilibrium in a finite game, pay-off matrices are

always compatible to use as the visualisation of generated solutions.

As our framework utilises several techniques in resolving Deep Uncertainty in TD
rankings (e.g. MOEAs, Nash Equilibrium), there can be a learning curve and cost
associated with applying these techniques (e.g. fine-tuning or running MOEAs, es-
tablishing objective functions by their own, understanding Nash Equilibrium). This
issue can accumulate the cost of learning and/or understanding utilised techniques
and associated TD prioritisation approaches into the cost of using the framework.
However, we believe those costs outweigh the possible loss from a Black Swan event
from Deep Uncertainty in TD rankings (e.g. an eruption of severe TD) which can

contribute to a development crisis or early software obsolescence.
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4.11 Conclusion

The contribution is a novel exploration of the presence of Deep Uncertainty and
Black Swan during TD decision-making. We have explored the manifestation of
Black Swan in TD decision-making, covering identification, measurement and priori-
tisation, and have provided mitigation guidelines to practitioners for acknowledging
and mitigating potential Black Swans. We have formulated a systematic framework
to alleviate Deep Uncertainty in TD prioritisation and rankings. The framework

used formal Scenario Analysis and Many-Objective Optimisation.

Formal Scenario Analysis is used to elicit TD scenarios that relate to their
manifestation and cover assumptions, rationales, severity, progression etc. Many-
Objective Optimisation is utilised to generate solutions based on these scenarios-
based fitness functions. Optionality and Nash Equilibrium are used to select a set of

generated solutions that can better cope with uncertainty in a changing environment.

We use statistical tests, including Mann-Whitney U, to evaluate the applicability
of our framework. The results of our evaluation indicate that our framework is
capable of improving the quality of TD rankings, alleviating disagreement on TD

ranking and Deep Uncertainty in TD prioritisation.

Overall, we explore Deep Uncertainty in TDM decision-making through a system-
atic mapping of theoretical aspects of Deep Uncertainty to TD counterparts. Fur-
ther studies and research are needed to explore Deep Uncertainty in TDM decision-
making in various industrial domains and workplace contexts. This can, for ex-
ample, include conducting multiple interviews, experience reports and/or analysing
feedback from TDM partitioners, decision-makers, and software developers. The
result can provide a better understanding of how practitioners can better tailor or

leverage our techniques for more robust and transparent TDM decision-making un-

160



4.11. Conclusion Chapter 4

der Deep Uncertainty and how our techniques can make the ill consequences of deep

uncertainties visible to practitioners and be part of their decision-making.

161



Chapter 5

Skin in the Game-driven Automated
Method to Alleviate Erratic

Uncertainty

5.1 Introduction

Producing well-informed decisions in Technical Debt Management (TDM) is key to
effective and efficient TDM. TDM decision-making can be challenging as it can suffer
from ad-hoc decision management, bias, communication gaps and the inaccessibility

of relevant information and evidence that can support the decision [58].

We refer to effective TDM responsibility sharing as a situation when individual
TDM decision-makers share the responsibility for the negative or positive outcomes
of the decision and collectively agree on the likely risks and payoffs of the deci-

sions. Without effective responsibility sharing, decision-makers can be divided and
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coupled based on their trajectory loss or benefit of their decisions. The absence of
mechanisms to encourage collective and individual responsibility sharing can lead
to distrust, bias, irresponsible attitude and tribal memory among decision-makers
when managing TD, and can hamper the ability to produce TDM decisions which
are accepted by all decision-makers. The absence of effective responsibility-sharing
mechanisms during TDM decision-making can contribute to social and process debts,
rendering Technical Debt (TD) decisions imbalanced, unverifiable, untraceable and

sub-optimal decisions leading to:

e Inability of developers and analysts to converge on an agreement related to
the root causes of the debt, its manifestation, importance, severity and/or

repayment.

e Decisions that can suffer from bias in the analysis, where analysts may focus

on concerns that are relevant to their expertise while ignoring others.

e The exclusive access of "hands-on” information related to past decisions en-
joyed by certain team members with tribal memory[58]) can contribute to un-
traceable and unreliable TD decisions as the utilised information is vulnerable

to attrition or forgetting.

Additionally, the need for responsibility-sharing mechanisms is important in com-
plex organisational structures, highly decoupled sub-teams, and where competition
between factions in the team can be expected. The absence of such mechanisms can
lead to communication gaps among different stakeholders and, consequently, ineffec-
tive TD decision-making. The absence of effective responsibility-sharing mechanisms
can influence the quality of various TDM activities and their decision-making. Con-
sider, for example, TD monitoring decision-making: various stakeholders may need

to take individual and shared responsibility that relates to "what” and "how” to
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monitor TD, and they should be able to understand the measurable risks of their
decisions. These decisions can be important as they can impact TD identification,
cost, and consequent management of these debts. Particularly, the absence of TDM
responsibility sharing can lead to sub-optimal TD monitoring decisions being ex-
ercised. In TD monitoring decision-making, these sub-optimal decisions include
ill-suited monitoring methods and monitoring criteria. These sub-optimal decisions
can lead TD to be ill-timely detected and improperly mitigated. Although conse-
quences from the absence of responsibility sharing can be fatal, research on TDM

responsibility sharing is unfounded.

To alleviate this gap, we argue that decision-makers and decision-making during
TD monitoring need to incorporate Skin in the Game thinking in the decision-
making. Skin in the Game refers to the phase in which decision-makers take mea-
surable risks when making a decision [114]). Skin in the Game thinking enforces
decision-makers to promote transparency and a close understanding of the under-
lying risks revolving around the decision. This thinking can yield more fair and
efficient decisions [114]. Other phases of TD management can also benefit from Skin

in the Game thinking in their decision-making.

Our work is the first to discuss "Skin in the Game” thinking in TD management.
We map the characteristics of TDM decision-making with that of Skin in the game
thinking, including TD identification, TD measurement, TD prioritisation and TD

monitoring decisions.

TDM decision-making can suffer from asymmetric information (i.e. the situa-
tion where one has more information than the others), asymmetric payoffs (i.e. the
situation where one benefits from a decision more than the others), intolerant mi-
nority (i.e. the situation where the minority imposing and insisting on a decision

for the whole population) and tolerant majority (i.e. the situation where the ma-
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jority intentionally withstand or being neutral to an imposing decision) - detailed in
section 2. The presence of these issues requires Skin in the Game thinking. These
issues can lead to ineffective responsibility-sharing and hence sub-optimal decisions
in TDM that are infeasible to trace and verify. To mitigate this issue, we provide
systematic guidelines which stakeholders can utilise to prevent their fruition. These
guidelines are inspired by the Skin in the Game thinking in decision-making. Since
TD monitoring is a critical phase in TDM decision-making, we research how TDM
monitoring can benefit from the guide to promote effective responsibility sharing.
We propose a novel TD monitoring model which can mitigate asymmetric informa-
tion, considering the perspectives of various stakeholders involved in the monitoring.
The model prioritises which TD instance to monitor by weighting and monitoring
the percentage of change of the weight over time. The weight of each TD instance
is established after discussions between different decision-makers. Stakeholders in-
volved in the TD management exercise can use weighting to cast their assessment
in a more objective and transparent way regarding the importance of a TD instance
from their own perspective. Dimensions of TD can be assigned a weight to reflect
the importance of TD from given perspective(s) that are part of the analysis (e.g.
business cruciality, etc.). Decision-makers can use different techniques to observe the
TD. We use the percentage change to observe changes in the monitored TD(s) over
time. The percentage of change can serve as an effective means to scope the discus-
sions on TD cases that require analysts’ attention. We propose a novel automated
TD monitoring technique that combines Behavioural Cloning [94], and Replicator
Dynamics [102]. Behavioural Cloning minimises human intervention in establishing
monitoring conditions as it can learn from samples produced by practitioners. Repli-
cator Dynamics is used to automatically select the optimal monitoring strategy from
the archive. The technique can concretise situations where manual intervention by

developers and maintainers is necessary, alleviating analysis pressure.
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To demonstrate the ease of establishing monitoring conditions, we utilise Be-
havioural Cloning to mimic practitioners’ behaviour. With this technique, TD mon-
itoring conditions are centralised, and they can be automatically tracked and mit-
igated. These advantages can also make decision management for TD monitoring

more systematic. Collectively, our contributions are the following:

e We present guidelines based on Skin in the Game [114] to ensure that decisions
during TD monitoring decision-making and the potential risks are transpar-
ent, justified, responsibility shared and acknowledged by different stakeholders

involved in the decision-making.

e We supplement existing TD monitoring approaches by a Skin in the Game-
based guideline to mitigate asymmetric information in decision-making involv-
ing various stakeholders and decision-makers, and to better reconcile perspec-

tives on the importance or severity of the monitored TD.

e We introduce a novel approach that combines Behavioural Cloning [94] and
Replicator Dynamics, as described above. The combination can reduce unnec-
essary maintenance or development workload by using automatic monitoring
strategies or prompting for manual intervention when necessary without com-

promising the effectiveness of the existing TD monitoring.

We use two industrial-scale projects and controlled experiments to demonstrate
and evaluate our work. The projects are Apache Accumulo and Apache Cocoon.
More than 2000 commit timestamps and more than 10000 unique TD from those
two projects are sampled. We compare the results produced by our method to that

of two-conditions TD monitoring methods: do-nothing and human intervention.

Our evaluation targets the ability to capture important TD and the ability to

represent the significance of TD. Mann-Whitney U tests are conducted for our eval-
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uation. The evaluation results indicate significant statistical differences in cost-
effectiveness and the ability to represent TD significance, where our method outper-

forms two-conditioned TD monitoring methods.

5.2 Background: Skin in the Game

Skin in the Game is an aphorism which indicates that a decision-maker has incurred
risks to an imposing decision or goal. The incurred risk can take shape in many
forms, including monetary, shareholder, etc. “Skin” in this aphorism is a measurable
risk or an investment, whereas “game” refers to the field under discussion. This
aphorism is commonly used in the field of finance and business. This aphorism is
discussed in detail by Taleb, where the author advocates that Skin in the Game is
essential for fair and efficient risk management |114]. The author also points out
that decision-making, in general, is prone to several symptoms which require Skin

in the Game. Notable symptoms are [114]:

e Asymmetric Information: The situation where one does not have information
as equal to the other. This situation can lead to sub-optimal decisions made

by uninformed decision-makers.

o Asymmetric Payoff: The situation where one does not have the balance of
positive and negative consequences of decisions as to the other. The unfair
consequences or the lack of penalties can encourage one not to carefully make

well-thought decisions.

e Indifference/Tolerant Majority: The situation where the majority of the pop-
ulation can endure and/or is neutral towards imposing changes. This incident

encourages changes in decisions that do not benefit or represent the majority.
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e Stubborn/Intolerant Minority: The situation where the minority of the pop-
ulation imposes and insists on changes that affect the whole population. This

situation encourages changes that benefit and mirror only the minority.

These symptoms can depend on organisational structure; they can be infeasible
to eliminate. In a hierarchical organisation, for example, it might be infeasible to
eliminate the asymmetric payoff between the pinnacle and the rest of the organisa-
tion. The author proposes decentralisation in an organisation as a promising practice

to alleviate these symptoms. More precisely, decentralisation can contribute to:

¢ Informed population: By decentralising the populations, the individuals can
have a similar environment and/or receive similar responsibilities. This in-
stance can reduce the existence of uninformed individuals as they can observe
or inform each other of their similarities. Additionally, similar environments
and/or responsibilities can influence individuals to share information, which

reduces the situation where an individual has more information than others.

e Non-immune decision-makers: As there is a smaller number of members in
decentralised factions, it can be easier for each member to trace and track indi-
viduals who are responsible for imposing decisions via collective memory. This
advantage can increase the presence of non-immune decision-makers, which

minimises the presence of asymmetric payoff in the organisation.

e Participation of the population: Since members in the decentralised environ-
ment have more direct consequences from decisions, they are more inclined
to participate in decision-making. This instance decreases the presence of de-
cisions made only by the stubborn/intolerant minority. Direct consequences
from decisions can also encourage the population to police or review imposing
decisions. This instance alleviates the presence of the indifference/tolerance

majority during decision-making.
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It is crucial to differentiate between two types of decentralisation: one related to
the concept of Skin in the Game thinking (mentioned above) and another associated
with contemporary software engineering practices such as microservices and DevOps.
This study concentrates on applying the three benefits that arise from Skin in the
Game thinking to managing and mitigating uncertainty in TDM decision-making
without drawing any parallels or comparisons between the two types of decentrali-
sation. The relationship and/or similarity between decentralisation in those concepts

is not an objective of the thesis and requires separate research endeavours.

5.3 Related Work

There are several studies which explore the possibility of categorising TD monitoring
results for interpretation. A study by Brown et al. envisions a monitoring approach
in the software-critical systems, which warns and determines the level of TD over
time via several decision processes [22]. A study by Marinescu leverages a concept of
design flaws to measure TD in the systems, which enables the ability to continuously

monitor TD [78].

The weighting of the monitoring TD set is partially motivated by [63], which
indicates that valuable business and software development metrics were omitted
during the decision process. Additionally, Bellomo et al. illustrate that there is a
gap in effort visibility between the technical and the business stakeholders, which
leads to a call for a TD monitoring approach with a focus on the system quality

attribute |17].

The presented method from this chapter aims to be an extension of the existing

TD monitoring approaches and software metrics. Several compatible studies include
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a threshold-driven approach presented by Eisenberg [36], in which the study employs
several code-related metrics to monitor and prioritise TD and to determine when the
mitigation of TD is imperative. The SQALE method is one of the promising routes.
This method is presented by [72] and |71]. These studies illustrate the potential
of utilising the SQALE method to capture, measure and monitor code-based TD.
Software metrics to measure code quality and its evolution presented by [20] and

[106] can also be one potential for the application of our method.

Although this is the first study which applies Behavioural Cloning for TDM,
several TDM studies utilised supervised learning, which is the underlying learning
style of Behavioural Cloning. Notably, Tsustzura et al. investigate how machine
learning can be applied in TDM. The paper reports that supervised learning is the
dominant learning style [121]. Perez et al. present a semi-automated model-driven
approach to review architectural TD and its impact. This study leverages the use of
supervised learning (Naive Bayes) to identify the advantages and disadvantages of
architectural decisions located in project artefacts [92]. Most recently, Tu and Men-

zies utilise semi-supervised learning to minimise the labelling cost in self-admitted

TD during TD identification [122].

While there are no existing TDM studies which leverage the use of Replicator
Dynamics, Nash equilibrium and game theory are commonly discussed. In TDM, [77]
leverages the use of epsilon Nash-equilibrium in the search for an optimal strategy for
alleviating the refactoring problem. For Software Engineering, [47] apply the theory
of static games with complete information for producing a 2-player software crowd-
sourcing model. [137] proposes an optimal software release policy from the Nash
Equilibrium of mixed strategies. A study by Tong et al. presents a Nash equilibrium-
driven approach for producing effective strategies in software requirement change

management [120].
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5.4 Approach to Skin in the Game in Technical Debt

Management Decision Making

5.4.1 Asymmetries in TDM Decision-Making

We observe that the above asymmetries can be manifested in TDM when decision-
makers attempt to alleviate the TD unpredictability problem. Examples of a TD
unpredictability problem include the growth of TD interest [40, 41, 43|, and its
likely impact on the systems [19]. These TD unpredictability problems can relate
to decision-making in several TDM activities. For example, the cost-benefit TD ap-
proach [103] alleviates the unpredictability of TD repayment by defining the urgency
to repay TD as benefits and TD principal as cost, and TD should be repaid when
its cost outweighs its benefit. Thus, this approach relates to TD identification, TD

measurement, TD prioritisation and TD monitoring.

Specifically, a decision-maker may utilise evidence, assumptions, judgement, and
interpretation in the search for a solution to a TD unpredictability problem. These
factors can be prerequisites for other decision-makers to understand, verify or falsify
an imposing solution. The imposing solution to the TD unpredictability problem
can be a TD approach, framework or method which a decision-maker considers suit-
able for alleviating the problem based on the above supporting factors. For instance,
due to the unpredictability of TD impact, a decision-maker may impose the use of
an SQALE-based approach to identify, measure, and monitor the impact of TD in
the backlog |71]. This approach requires knowledge of SQALE, an assumption that
SQALE quality attributes are correlated to TD impact (e.g. TD with B or better in
SQALE rating is less likely to cause a severe impact), acknowledgement of their lim-

itation (e.g. constrained to code-based TD). Without understanding/acknowledging
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these, other decision-makers might be unable to inspect the imposing approach for

their suitability of the problem.

The prerequisites of an imposing solution can divide the audience into factions,
corresponding to their capability in verifying/falsifying the imposing solution: Ca-

pable minority and Incapable majority.

e Capable minority: This group refers to decision-makers capable of verifying
or falsifying an imposing solution. Decision-makers in this group meet the
prerequisites of the imposing solution. Thus, they can improve and revise the
imposing solution without relying on those outside the group. Since prereq-
uisites of the imposing solution can involve the combination of the right level
in corresponding knowledge, skills, experience, and having similar judgement
and interpretation, the number of those who are capable of verifying/falsifying
the imposing TD approach can be less than those who are unable to do so,
rendering those who are capable as the minority of stakeholders. From the
above example, there can be fewer numbers of those who have experience with
SQALE or understand the SQALE-based approach than those who do not

know SQALE or acknowledge this approach prior.

e Incapable majority: This group refers to decision-makers/stakeholders who
are unable to assess, verify or falsify an imposing solution. Their incapability
can be due to failure to meet the prerequisites of the imposing solution or
due to unavailability during TDM decision-making. Members in this group
are convertible to Capable minority when they meet the prerequisites of the

imposing solution.

Factions based on the level of competency is one of community smells defined as

Cognitive distance [116]. This division can result in ineffective responsibility shar-
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ing, where the Capable minority find a solution for the Incapable majority. As the
Incapable majority may be unable to refute the imposing solution, the imposing
solution may be blindingly accepted and utilised by them, leading to unfair conse-
quences. Specifically, factions based on the level of competency can contribute to

the following TDM asymmetries:

e Exclusive Information: Capable minority may be unwilling to communicate
to Incapability minority as frequently as communication within the group.
Unwillingness to communicate can be a result of Radio silence or bottleneck
[118; [117]. Unwillingness to communicate renders the information flow of
the imposing solution to be exclusive to the Capable minority, resulting in

asymmetric information in different groups.

For example, the Capable majority may believe they might have to suffer from
a preparation cost in communicating with the Incapable majority (e.g. for
making a presentation, creating a report, visualisation, etc.). Thus, they may
decide to only inform those in the Incapable majority only when there is a
major change in the imposing solution (e.g. the assessment is finished, the

imposing solution is finalised, or is rejected.).

e Unfair Consequences: Since the Capable minority are responsible for assess-
ing, verifying or falsifying the imposing solution without reliance on the Inca-
pable majority, they may initiate these activities under their collective percep-
tion of expected gain from the imposing solution. Due to ineffective communi-
cation/knowledge management, the Incapable majority might not notice this
before the imposing solution is finalised, resulting in the solution that benefits

one at the loss of the others.

For example, the Capable minority may finalise the imposing solution by us-

ing an SQALE-based monitoring approach when they consider the approach
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suitable for the problem domain. Without adequate consideration of potential
overhead, however, other stakeholders (e.g. maintainers, developers) may suf-
fer from configuration difficulties, learning curve, etc., which they may have to
mitigate these issues on their own (e.g. working overtime, paying for training

courses, etc.).

Ineffective communication/knowledge management can be a sign of community

smells from Black Cloud [90] 11§].

Unfair consequences can result in an ineffective TD decision. When this is un-
recognised, it can deteriorate the quality of TDM. For instance, without consider-
ation of its feasibility, a selected TD monitoring approach can lead to an imbal-
anced workload between developers/maintainers and TD analysts, where develop-
ers/maintainers are burdened by the number of TD to be monitored. An overwhelm-
ing workload of developers/maintainers can lead to late recognition of TD changes.

If this issue is unnoticed, it can support the manifestation and growth of TD.

Additionally, we observe three limitations in the current TD literature. These

limitations can influence the existence of the above asymmetries as follows:

e High entry requirements in TD solutions: Most TD approaches, frameworks,
or methods require practitioners with specific levels of knowledge, experience,

specific assumptions and/or interpretations.

For example, to utilise a portfolio theory-based TD prioritisation approach [40],
one must have a basic financial knowledge of Portfolio Theory and assume that
the TD repayment return of the portfolio conforms to a normal distribution.
To utilise a monitoring approach proposed by Seaman et al. [103]., one must
have knowledge of TD from code smells and be capable of estimating TD

efforts based on historical data, Likert scales or experts’ opinions.
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High entry requirements in a TD solution can divide stakeholders based on
their capability, forming into Capable minority and Incapable majority, as

explained above.

e The lack of explicit guidelines on representing opinions: Several TD ap-
proaches, frameworks or methods lack a guideline for eliciting opinions and
representing them. This limitation can demotivate the Capable minority to
elicit stakeholders’ opinions and prefer other methods. When stakeholders’
opinions are related to those in the Incapable majority, this issue can deter
possible information/knowledge sharing between different groups, collectively

worsening Asymmetric Information in them.

For instance, a monitoring approach by Seaman et al. [103] utilises TD param-
eters, which can be measured by the Likert scale, historical data or experts’
opinions. However, they do not provide specific guidelines or requirements
for eliciting such parameters from experts. Another example is an SQALE
monitoring approach [71], which indicates that the remediation cost of TD
should be calibrated by the project or the organisation. However, they do
not provide a method for one to follow. Limitations from these studies may
motivate practitioners to use more accessible means (e.g. Likert scale, histor-
ical data, default values) than eliciting from stakeholders’ opinions, deterring

opportunities for sharing knowledge/information between different groups.

e Inability for the majority to verify the imposing solution: Most TD ap-
proaches, frameworks, or methods do not provide a route to verify their possi-
ble outcomes without having relevant knowledge, skill, experience, judgement
or interpretation. This limitation can render the Capable minority to verify
their imposing solution, unknowingly contributing to the solution with unfair

payoffs.
For instance, maintainers in the Incapable majority, who do not have knowl-

175



5.4. Approach to Skin in the Game in Technical Debt Management Decision
Making Chapter 5

edge of metrics in a specific COTS TD tool [13], are unable to justify a pro-
duced TD monitoring decision. Due to this issue, they can suffer false positives

TD due to an improper COTS TD profile.

The Capable minority with Exclusive Information may treat prerequisites as the
norm, finding them unnecessarily to be formally documented and managed. This
incident can cause ad-hoc decision management, where the detail of TDM decisions
can reside in “tribal memory”, and there is a lack of formal decision tracking and

management.

Ineffective communication/knowledge management between different groups can
complicate group members in future communication, potentially widening commu-
nication gaps between them. Communication gaps and ad-hoc decision management

are identified as significant TDM issues in IBM industrial experience report [58].

5.4.2 Guideline for managing TD decisions with Skin in the Game

To mitigate these asymmetries in technical debt decisions, we propose a guideline
which brings the advantage of decentralisation proposed by Taleb to mitigate asym-
metric information and asymmetric payoff, indifference/tolerant majority and stub-
born/intolerant minority during TDM decision-making. We illustrate the guideline
by providing examples used in TD identification, TD measurement, TD prioritisation
and TD monitoring. The guideline and examples in four selected TDM activities are
shown in Table[5.1} Overall, a well-informed population can alleviate the presence of
Exclusive Information. Non-immune decision-makers can reduce the presence of Un-
fair Consequences from imposing decisions, and the separation of Capable Minority

and Incapable Majority can be eased with the participation of the population.
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5.5 Applying and Formalising Skin in the Game Think-

ing in Technical Debt Monitoring

We contribute to a method and guidelines that use Skin in the Game thinking for
TD monitoring and decision-making leveraging the mapping described in Section

[5.4] The method consists of three steps.

5.5.1 Three Steps Method for Applying Skin In the Game Thinking

to TD Monitoring

Ineffective responsibility sharing can manifest in any TDM activities. As described
in Section[5.4.1] the mapping to Skin in the Game can benefit any of these activities.
For this contribution, we specifically focus on TDM monitoring, and we describe a
three steps method that uses this mapping. The method can help in mitigating in-
effective responsibility sharing in TD monitoring. Nevertheless, prescribed methods

are suited for other TDM activities as they can follow similar reasoning below.

There are three reasons that we specifically investigate monitoring as a TDM
activity using Skin in the Game thinking: Firstly, since TD monitoring decisions are
related to "what” and "how” to monitor TD, TD monitoring decisions can be related
to the TD monitoring approach, TD monitoring criteria and its mitigation. Those
subjects can affect TD analysts, developers and maintainers. As three different roles
of TD stakeholders are involved, it can be more challenging for them to establish
shared responsibility. Secondly, decisions related to TD monitoring can directly im-
pact possible TD manifestation or TD growth in the future. This factor can be
postulated differently depending on the perspectives of stakeholders on TD moni-

toring decisions. Thus, it can be difficult for them to agree on possible consequences
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and related TD monitoring decisions collectively. Thirdly, current state-of-the-art
TD monitoring approaches and commercial off-the-shelf tools are mainly based on a
specific TD technical, financial or economic perspective. Stakeholders to TD mon-
itoring decisions can have different opinions on a suitable TD monitoring approach
depending on their speciality, their experience, their preference, etc. This character-
istic hampers the ability of stakeholders to TD monitoring decisions to converge on

possible consequences of the decisions and responsibility of TD monitoring decisions.

We present a novel TD monitoring method that leverages the mapping and its
guidelines described in Section [5.4, and we describe a novel formulation based on
Skin in the Game. This method addresses the TD monitoring problems formally

defined in Section [5.5.2] and consists of the following steps:

1. Approaches Selection: Practitioners select a suitable TD monitoring approach
based on our guideline presented in Section [5.4.2] The objective of this step is
to balance potential Exclusive Information imposed during decision-making by
presenting relevant information or evidence and documenting related rationale
in a systematic manner. During this step, practitioners discuss and negotiate
possible consequences from decisions to different classes of decision-makers.
As information or evidence from different decision-makers is put together, Ex-

clusive Information can be mitigated during discussions.

2. Weighting of monitored TD: This step aims to balance Exclusive Informa-
tion in different classes of decision-makers (Formally defined in Section [5.5.2)).
During this step, practitioners discuss with different classes of stakeholders to
establish the weight of monitored TD. Monitoring weight can be estimated
via various estimation methods (e.g. planning poker, Wideband Delphi, etc.).
The weight of each TD can encapsulate its sensitivity to monitoring and/or

importance to the system, the organisation, etc., which can be shared with
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different classes of stakeholders. This advantage can alleviate the existing
communication gaps. Furthermore, explicit monitored TD weighting can con-
tribute to traceable evidence of TD monitoring configuration, which mitigates
the presence of ad-hoc decision management and Exclusive Information from

certain decision-makers.

3. Establishing automated monitoring conditions: The objective of this step is to
mitigate unfair payoff of workload between TD analysts, maintainers or devel-
opers (Formally defined in Section . To achieve this, we present a novel
approach which automatically selects corrective actions based on TD moni-
toring conditions via Behavioural Cloning. In addition, we use an automated
technique to select a stable monitoring strategy with Replicator Dynamics.
With the combination of these two, it is possible to have an option which is
more effective than do-nothing and costs less than manual human intervention.
First, practitioners archived alternative TD monitoring strategies in case the
system requires human intervention. During this step, practitioners share and
discuss monitoring conditions and alternate TD strategies with participating
stakeholders. Knowledge and information sharing during this step can narrow
communication gaps between the different classes of stakeholders. Next, prac-
titioners map monitoring conditions and preferred actions via demonstrations.
With the application of Behavioural Cloning, automated actions can then be

conditioned and monitored to conform to practitioners’ behaviour.

As these three steps involve several TD monitoring decisions, it is intended to

be utilised with the presented guideline based on Skin in the Game in Section [5.4.2]
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5.5.2 Asymmetries in TDM monitoring decision-making

In this section, we describe limitations in current TD monitoring approaches in the
literature, which can support the result of ineffective responsibility sharing to be
utilised. Specifically, we observe that the current TD monitoring approaches lack
consideration in representing opinions due to their lack of weighting set (described
in Section and the inability of different stakeholders to reject the imposing
solution, which can be observed in the limited corrective actions from TD monitoring
results, rendering unfair workload between developers/maintainers and TD analysis

inevitable (described in Section |5.5.2)).

To alleviate the first limitation, we present a TD monitoring model. This model
consists of a TD weighting set, combined with the percentage change, to represent
the magnitude of change between different points in time (described in Section.
The weighting set can be used to elicit the importance of TD from stakeholders,

embedding opinions from different perspectives in the model.

Based on our model, we propose an automated TD monitoring method. This
method utilises automated techniques to alleviate the second limitation. Specifically,
automated techniques are presented to alleviate the burden of developers/maintainers,
filtering only when their intervention is necessary. These automated techniques are

Replicator Dynamics and Behavioural Cloning (Section |5.5.4)).

Weighting in TD monitoring

Let T'D be a set/backlog of TD consisting of many td. For T'D,,, it can be expressed

as:
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TD, = {td;, tds, - ,td,} (5.1)

During TD identification and measurement, the weight of each TD can be defined
and represented by its context, severity, urgency, relevant goals, related business
rules, etc. The weight of each TD can be represented as TD parameters, such as TD
interest and/or TD severity, depending on selected TD measurement approaches.

For the weighting set of T'D,, from TD measurement, it can be denoted as:

Wmea<TDa) = {wb Wy, -+ 7wp} (52>

For YW = 1. Since several TD monitoring approaches do not emphasise the
individuality of each TD in the backlog, the weighting set of TD monitoring is
unfounded by default. Without any explicit representation for the TD monitoring

weighting set, maintainers might be required to treat all monitored TD equally:

1

Wmon(TDOé) = { 7"'71_)} (53)

9

=
SRR

As all monitored TD is treated as equal, it might be necessary for maintainers or
developers to intervene in case there is any change in monitored TD. This can cause
unfair payoffs between TD analysts and maintainers or developers, as TD analysts
might not receive fair consequences (i.e. the workload) related to the outcomes
of TD monitoring decisions. To mitigate this, decision-makers need to specify the
importance of monitored TD. However, as decision-makers have different specialities
and backgrounds, they can have different trajectories in monitored TD. There can be

conflict between different decision-makers as they have different perspectives on the
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weighting set. Without a reconciliation approach, an improper weighting set might
be utilised. By doing so, Exclusive Information can be manifested as information

only from certain decision-makers is utilised in the weighting set selection.

Limited Actions from TD Monitoring Result

For most available TD monitoring approaches, there are two decisions that take
different costs. First, it is suggested to initiate human intervention once monitoring
conditions are met. Human intervention can be related to re-prioritisation, investi-
gation of monitored TD, etc. This decision results in the cost of human intervention.
For TD monitoring approach = (i.e. TDM,), T D, and dp, as human intervention,

it can be denoted as:

C(TDMJH TDon dhu) - Cw,a,hu (54)

Note that dp, is a decision in a member of the decision set D = {dpy, dpot }-
Cy.arep 18 the cost of human intervention for TD monitoring approach = with the
TD backlog a.. In case the monitoring conditions are not met, practitioners do not

need to do anything, which yields no additional cost:

C(TDM,, TDy, dpot) =0 (5.5)

Whereas d,,,; is a decision of doing nothing and a member of a decision set D.
Since there are only two decisions available (i.e. |D|= 2), maintainers or developers
might be left to non-systematically solve the issue when the human intervention

cost is higher than their budget. This circumstance is possible since the human
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intervention cost is related to the number of monitored TD that met the monitoring
conditions. This instance can cause unfair workloads between different classes of

stakeholders, as TD analysts might not have to compensate for this issue.

5.5.3 Weighting of monitored TD

For a set of monitored TD, each monitored TD has the monitoring weight, which is
represented in a set of monitoring weights. For TD backlog « defined in [5.1] a set

of its monitoring weight can be:

Winon (T Do) = {wmy, wmg, wms, - - -, wmy,}. (5.6)

The monitoring weight of each TD can represent volatility, severity, sensitivity
or importance of that TD depending on the focus of practitioners. Each monitoring
weight can be estimated by stakeholders, commercial-of-the-shelf software or com-
binations of these sources. For stakeholder-oriented estimation, it can be conducted
with mainstream estimation methods. By doing so, a wider audience of decision-
makers can participate and inform of the importance of each monitored TD from
the weighting set. When more decision-makers are informed of the significance of
monitored TD, Exclusive Information, where specific information can be accessible

for certain factions of decision-makers, can be mitigated.

Based on the monitoring weight of TD, it is possible to represent the contextual-
based utility score for all monitored TD into a single value. In this paper, we
propose the use of percentage change. Percentage change is widely used in finance
to represent the magnitude of changes between two different time points. Since TD

monitoring is related to changes in values at different points in time, percentage
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change can be a compatible representation to illustrate the growth or the decay of

each TD before and after receiving TD monitoring results.

For percentage change of td; between ¢; and ty (i.e. PC(tdy,t1,t2)), it can be

calculated by:

V(tdy, ta) — V(tdy, t1)

PC(tdy, ty,t5) = | V(tdy, 1)

%100 (5.7)

Whereas V (tdy,t;) and V(tdy,ts) are the value of td; measured at t; and ¢,
respectively. It is important to note that we take the absolute value from the per-
centage change since the abnormality of monitored TD between different times can
be both positive and negative in practice. For example, changes in TD misestima-
tion can contribute to different values than the previous timestamp, which can be
higher (i.e. positive percentage change) or lower (i.e. negative percentage change).
By utilising the monitoring weight of TD, the backlog-wide percentage change can
be established. The backlog-wide percentage change of T'Da, between t; and t5 can

be denoted as:

p
PC(TDa,tl,tQ) = ZPC(tdl,tl,tQ) X wm,; (58)
=1

Since the percentage change represents the magnitude of changes in monitored
TD between different points in time, stakeholders can understand the abnormality
in monitored TD by comparing the average percentage change of the backlog with
the current percentage value of the backlog. Hence, the percentage change can
minimise the necessity to understand the knowledge behind utilised TD monitoring

metrics, and thus it is possible to use the percentage change to communicate with
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a wider range of stakeholders where there is an absence of knowledge in utilised TD
monitoring metrics. This advantage can facilitate bridging the communication gaps

between stakeholders with different knowledge of TD.

Not only this equation can facilitate practitioners during TD monitoring by en-
capsulating changes in all monitored TD between different points in time. It can
enable the use of an automated option to mitigate TD after receiving TD monitoring

results. The detail of this is illustrated in the next subsection.

5.5.4 Automated Monitoring Corrective Actions

We introduce an additional corrective action as an automated alternative. The ob-
jective of this automated option is to reduce the practitioner’s mitigation cost to less
than a manual human intervention, whereas its outcomes can be more effective than
do-nothing. To achieve this, Behaviour Cloning is employed to propose appropriate
corrective actions according to monitoring conditions. Additionally, Replicator Dy-
namics is utilised to automatically propose an alternative TD monitoring strategy

when human intervention is required.

Behavioural Cloning is chosen based on the characteristics of the problem land-
scape. Monitoring conditions and their mitigation routes are highly subjective.
These factors can be subject to the size of the system, stakeholder preferences, the
cruciality of the system, etc. Hence, the concrete application of monitoring condi-
tions of a specific system at a given time can be impractical for other systems and
their future uses. Additionally, the subjectivity of monitoring conditions can be im-
practical to elicit. More precisely, monitoring conditions and their mitigation routes
can be established based on past projects, trial-and-error, lessons learned, knowledge

of stakeholders, preferences, etc. These sources of decisions can be difficult to trace
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and explain in a precise manner. Thus, it is more feasible to establish monitoring
conditions from the surface than to model them. Based on these observations, the
imitation of stakeholders’ behaviour in the mapping monitoring conditions and their

mitigation routes is a promising route to establishing an automated alternative.

Formally, we define that there can be three members in the set of corrective

actions:

D = {dnot; dhua dauto} (59)

Where d,. is an automated selection of archived TD monitoring strategies.
Each mitigation is triggered based on the lower and upper bound of a monitoring

value:

(

d= dnot Lnot S d S Unot

f(d) =Nd= dauto Lauto < d < Uauto (510)

d:dhu LhugdSUhu
\

Where f(d) is a decision function depending on a monitoring value, L,.¢, Lauto
and Ly, are a lower bound value of a decision of do nothing, automated monitor-
ing strategy selection, and human intervention, respectively. U,o, Uguto and Up,
represent an upper bound value for a decision to do nothing, automated monitor-
ing strategy selection, and human intervention. These lower- and upper bounds
can be gathered from stakeholders. There are several methods compatible with
obtaining these ranges, including direct demonstration, questionnaire, TD backlog

analysis, conducting an estimation method, combinations of those approaches, etc.
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These ranges concretely define when human intervention is required, enabling ne-
gotiation between decision-makers from different factions before their realisation.
Consequently, unfair payoffs between different factions of decision-makers can be
eased with this step. Once these ranges are obtained, they can be input as training

data for Behavioural Cloning.

We leverage the use of Replicator Dynamics to propose an optimal TD mon-
itoring strategy. We utilise Replicator Dynamics as it can produce non-mutated
solutions when comparing quasi-species equation-based approaches or genetic al-
gorithms. This step starts when practitioners archive alternative TD monitoring
strategies (e.g. based on potential cost-saving, cost-benefit of manifested compo-
nents, architectural significance of manifested components, etc.). FEach archived
strategy is then allocated with initial equal populations. For archived strategy s,

the number of its population at time t; is:

1
N

Where N is the total number of archived strategies. Archived strategies are
completed against each other, and the competition result of each strategy is repre-
sented as its fitness. Fitness for each archived strategy is the sum of the competition
outcomes multiplied by the number of the competition’s population. For archived

strategy s at time ¢, it can be calculated as:

folt) = Sr(t) x T(s,r) (5.12)

Where T'(s,r) is the competition outcome from archived strategy s and archived
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strategy r. The competition outcome can be calculated based on the utility score,
which practitioners previously defined. To determine whether one performs better
than other strategies, the average fitness of the population can be used for compar-

ison. The average fitness of the population at time ¢ is defined as:

N

F£)=>_8r(t) x f,(1) (5.13)

r=1

Where f, is the fitness of archived strategy r. Based on the two equations above,
the replicator equation for each archived strategy can be found. The replicator equa-
tion of a strategy is the number of the population. This is multiplied by the difference
between the fitness of that strategy and the average fitness of the population. For

archived strategy s at time ¢, it can be expressed as:

dsjt(t) = Ss(t—1) x (f(t — 1) — (1)) (5.14)

The replicator result is then added to the population for the next epoch. For

archived strategy s at time ¢;, the number of population can be calculated by:

Ss(t1) = Ss(to) + (dSs(to) x (fs(te) — f(to) x dt) (5.15)

These steps can be done iteratively until the ending condition is met. Once the
ending is reached, an archived strategy with the highest average number population
is selected as a proposed TD strategy for practitioners. In case there is more than
one strategy with the highest average population, strategies with the highest average

population are reported to practitioners instead. Although, in the worst case, the
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number of outcomes might require practitioners to select an optimal strategy on
their own, the cost to select an optimal strategy is less than the cost of manual
human intervention for re-prioritisation, investigation, etc. Thus, the objective of

an automated alternative can be met regardless of the number of its outcomes.

5.6 Case Studies

We use two industrial-scale projects. In this section, we discuss how our method
and its rationale can be applied to the chosen projects. In Section [5.7, we report
on the evaluation. These are Apache Accumulo [8] and Apache Cocoon [7]. These
two projects are chosen based on differences in their backlog. Those projects are
large industrial projects with more than 2000 manifested components and a number
of commits of more than 1000. However, Apache Accumulo has a smaller number
of manifested components than Apache Cocoon, but it has a wider range of effort
required to mitigate TD in each component. Additionally, Apache Cocoon has a
significantly smaller number of collaborators per commit than Apache Accumulo.
This is because the data set of Apache Accumulo has considered all developmental
branches, whereas the data set of Apache Cocoon has focused on only the main

developmental branch.

Since Apache Accumulo considered all developmental branches, it might not
be a faithful representation of the development environment. However, there exist
situations where multiple collaborators are responsible for the same component at
the time. As a result, the number of identified heterogenous TD and the number of
collaborators in each component can be more diverse than a project with only one
development branch. This setting can lead to a TD monitoring challenge in resource

allocation as monitoring the higher number of identified TD can be labour-intensive.
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Therefore, we select this project as it offers an ample opportunity to demonstrate
our method for its cost-effectiveness and scalability within a complex TD monitoring

environment.

We look at TD based on their manifested file/component. This decision aims
to reduce the subjectivity in the importance of TD. The importance of TD can be
subject to types of TD, manifested functions, and stakeholders’ specialities, where
the importance of those is not explicitly addressed in their software documentation.
We consolidate TD into their component via mining queries, where the effort and
severity of a component are derived from its manifested TD. The effort of each
component is the sum of values in the “efforts” column. Values in the “efforts”
column are defined by SonarQube with the default profile. The severity of each
component is the mean of values in the “severity” column. Values in this column are

inputted by developers and provided in the data set.

In both of our controlled cases, we assume that changes in TD monitoring re-
sults can be distinguished by the mean, minimum and maximum value of the pop-
ulation. This assumption aims to mimic practitioners without their reliance during
evaluation. Practitioners may observe changes in TD monitoring results and subcon-
sciously categorise the degree of change as usual (e.g. close to the mean), trivial (e.g.
close to minimum or minimum) or significant (e.g. close to maximum or maximum)
before deciding on a suitable action. Based on this assumption, we utilise quartiles
to categorise different degrees of changes in TD monitoring results, where 1 (i.e. one
minute) is used to distinguish between lower-bound and upper-bound in different
quartiles. Though these are hypothetical estimations, they can be a starting point

in eliciting more precise estimates from stakeholders.

For reproducibility, three weighting sets utilised in both cases are based on their

respective software documentation and their TD backlog. These three weighting
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sets illustrate the situation when TD analysts impose TD monitoring solutions from
a different perspective. Architectural Weighting set is based on the number of com-
ponents during its operation, described in the “Accumulo Design” section of the soft-
ware manual for Accumulo [§]. For Cocoon, the Architectural weighting set is based
on diagrams and descriptions provided in the “Concept” section of its documentation
[7]. The architectural weighting set represents an imposing TD monitoring solution
that focuses on technical aspects of components (e.g. SQALE-based [71] or COTS
code-based TD monitoring approach [13]). Functional weighting set is derived from
the description of different components provided by authors in the “Accumulo De-
sign” section for Accumulo and in the “Overview” section for Cocoon. This weighting
set represents an imposing TD monitoring solution that looks at business aspects of
components (e.g. cost-benefit-based TD model [103]). Architectural and Functional
Weighting sets are converted from the Likert scale, ranging from 1 (lowly important)
to 5 (highly important). Severity-based weighting set is based on the “Severity” col-
umn of the table of aggregated components (created by the mining queries described
above). This weighting set represents an imposing TD monitoring solution which
focuses on system security (e.g. security/risk-based TD model [97]). The severity

weighting set ranges from 0 (i.e. unimportant) to 1 (highly important).

TD backlog of Apache Accumulo and Apache Cocoon are obtained from The
Technical Debt Data Set version 1.01 and version 2.0, respectively [68]. For both
cases, we chose the earliest commit creation date, which has more than one com-
ponent changed. These are "10/14/2011 12:31:52 PM” for Apache Accumulo and
73/10/2003 4:35:45 PM” for Apache Cocoon. Data sets are fetched, and changes in
commits for each component are analysed by mining queries, which we presented in
our repository [11]. Statistical Properties of those two cases are shown in Table [5.2]
Those cases follow the step provided in Section and are analysed individually

as their results can differ.
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Table 5.2: Statistical Properties of Apache Accumulo and Apache Cocoon

Description Accumulo Cocoon
No. Of Manifested Component 2542 8701

No. Of Changes in Commit 1025 1535
Average Components per Commit (CppCm) 8.23024 1.76091
Average No. Of Author per Commit 10.28 1.76091
Average No. Of Author per Component (ApC) 1.24905 1
Average Effort per Component (EpC'm) 834.6283 26.56974
Effort Percentage Change per Commit with Architectural Weighting (Ef-PCCmA) | 1258.97436 284.9642
- 1st Quartile

Ef-PCCmA - 2nd Quartile 7279.55217 | 614.87261
Ef-PCCmA - 3rd Quartile 36860.15667 | 1203.92854

Ef-PCCmA - 4th Quartile

9124310.504

65121.67534

Minimum Effort per Component

1

1

Maximum Effort per Component 210560 990
Average TDS per Component 309.875 9.96374
TDS Percentage Change per Component (TDS-PCCp) - 1st Quartile 70 67.2186
TDS-PCCp - 2nd Quartile 96.66667 90.0885
TDS-PCCp - 3rd Quartile 342.0202 99.67915
TDS-PCCp - Standard Deviation 38840.56669 | 1740.169
Human Intervention Cost 1176.92193 1.37524

5.6.1 Case A: Apache Accumulo

Table 5.3: Effort Percentage Change TD Backlog of Apache Accumulo

td; | Component Effort| Change Effort | PC(td;,t1,t2) | Arch| Func| Sev
1 | client/---/Thrift TableOperationException.java| 8960 | 1942->8960 361.38 4/5 |1 3/5 | 0.4/1
2 | data/---/InitialMultiScan.java 10880 | 99->10880 10889.9 2 2 0.4
3 | data/---/InitialScan.java 10880 | 99->10880 10889.9 2 2 0.4
39 | tabletserver/- - -/TooManyFilesException.java | 16000| 97->16000 16394.85 4 4 0.4

Table shows the effort percentage change of Apache Accumulo. There are 38
components changed in this commit with the creation date of ”10/14/2011 12:31:52
PM”. Change Effort indicates the change in effort from the previous commit creation
date, which is later utilised to calculate PC(td;,t1,t5) in the next column (Equation
. For this project, it is possible to establish three weighting sets based on dif-
ferent rationales. Architectural Weighting set is based on the number of operating
components, and Functional Weight is based on the responsibilities of each com-
ponent. Those two weighting sets are based on Apache Accumulo documentation
[8]. The severity weighting set is based on values defined by the authors, which
included the data set. Based on these weighting sets, it is possible to calculate for

PC(T Dy, t1,t2) as Equation 5.8, PC(T'D,,t1,ts) based on Architectural weighting
set is 4361.86328. PC(T D, t1,12) with Functional weighting set is 4436.77960, and
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PC(TD,,t1,t2) based from the severity-based weighting set is 5215.87497. Assum-
ing that PC(TD,, t1,t3) based on the Architectural weighting set is currently in use,
it is possible to define lower bounds and upper bounds of monitoring value. In this
case, we define U,,t, Uguto and Ly, as the 1st, 2nd and 3rd Quartile for Ef-PCCmA
of the project, and Ly, Lauto, Uny as the minimum effort percentage change possible
(i.e. 0), Unor + 1, the 4th Quartile of Ef~PCCmA of the project and respectively. We
used Behaviour Cloning architecture and the baseline scripts from [91] with these
lower- and upper-bound for monitoring values. To accompany this script, we utilise
gym version 0.18.3, Tensorflow version 2.6.0 and NumPy version 1.19.2. A revised
version of the "ready-to-run” Behaviour Cloning script, the TD Backlog in detail

and its analysis are included in our repository.

Since the total percentage change in the effort of this commit falls between L0
and Uy, automated monitoring strategy selection is initiated, searching for a stable
strategy with Replicator Dynamics. We set the payoff for each strategy based on
PC(TD,, t1,ts) of each weighting set as strategies in the competition. This fitness
function based on each weighting set represents the ability of that weighting set
to capture most of the percentage change in the effort of the commit. We set the
termination criteria of Replicator Dynamics to 10° iterations. Figure shows
Replicator Dynamics from strategy derived from these three weighting sets. It is
evident that Strategy C (i.e. a strategy derived from the severity weighting set) is
the most preferable. This can be verified by Table which illustrates a payoff
table of different weighting sets when complete with each other. Based on the table,
it is evident that a weighting strategy based on severity yields the best possible
outcomes against other strategies. Thus, it is the most stable strategy to be chosen

by an automated monitoring strategy selection.
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Figure 5.1: Apache Accumulo: Replicator Dynamics of Three Strategies (Strategy A
- Architectural Weighting Set, B - Functional Weighting Set, C - Severity Weighting
Set). Population size plateau afterwards.

Table 5.4: Apache Accumulo: Payoff Table for Three Different Weighting Sets. Each
value represents the payoff of strategies in the row completed against strategies in

the column.

Strategies Arch Func Sev
(Arch)ictectural-based weighting | O -74.9163 | -854.012
(Func)tional-based weighting 74.91633 | O -779.095
(Sev)erity-based weighting 854.0117 | 779.0954 | 0
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5.6.2 Case B: Apache Cocoon

Table 5.5: Effort Percentage Change TD Backlog of Apache Cocoon

td; | Component Effort| Change Effort | PC(td;,t1,t2) | Arch | Func | Sev
1 mail/- - -/MessagingException.java | 10 90->10 88.88889 1 1 0.2
2 | mail/---/Part.java 2 10->2 80 1 1 0.2
3 | mail/---/Session.java 2 64->2 96.875 1 1 0.2
4 | mail/---/MimeMessage.java 2 122->2 98.36066 1 1 0.2

There are four effort percentage changes of Apache Cocoon for the commit
”3/10/2003 4:35:45 PM”, which is shown in Table 5.5 PC(td;, t1,t2) in the ta-
ble is calculated from the previous values and changed values of each component,
which are shown in the fourth column. The Architectural weighting set, Functional
weighting set are based on Apache Cocoon user manual 7] whereas the author-
defined severity weighting set is included in the data set. Since the manifested
components are related to the mailing component, which is not the core contribu-
tion of Apache Cocoon, those components are lowly weighted in all three weighting
sets. It is possible to establish lower and upper-bound for automated monitoring
values. Similar to the previous case, it is possible to define L, and U,, from the
minimum effort percentage change possible (i.e. 0), the 1st Quartile of Ef-PCCmA,
Lauto and Ugyyo as Uyr + 1, and the 2nd Quartile of Ef~PCCmA of the project, and
Ly, and Uy, as the 3rd and 4th Quartile for Ef-PCCmA of the project respectively.
The same Behaviour Cloning scripts from the previous case can also be applied here.
By assuming that the architectural weighting set is previously used, it is possible to
determine that the total effort percentage changes of the commit is less than U,,;.

Thus, those changes are ignored.

5.7 Evaluation

Evaluation of any computation method can be challenging when it involves human

input. Our method depends on the weighting set and the lower and upper-bound set,
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which are defined by practitioners. Furthermore, the effective choice of lower- and
upper bounds has a direct influence on the effectiveness of our automated monitoring
strategy selection. This can be observed in Section as the stated inputs are
application- and context-dependent. Based on desired characteristics of decision-
making in software engineering [23] and software engineering evaluation statistical
guidelines to assess randomised algorithms [9], we evaluate our method with the

following criteria:

Neutrality: We control and standardise the subjectivity of practitioners. The
aim is to produce a bias-free evaluation. To achieve this, we divide our contribution
and substitute human input with case studies and related evidence throughout the
evaluation. Some part of the evaluation and the baseline approach assumes the range
of possible scenarios from human input. Statistical hypothesis tests are utilised to

evaluate all samples from our method against the ones from the baseline.

Reproducible: To ensure that our evaluation is replicable and falsifiable, we
provide our repository, which can be publicly accessible on [11]. Mining queries, TD
backlog for all cases, analyses, and evaluation scripts are included in our repository.
Where it is possible, we also provide analyses used in this paper in a spreadsheet

format.

Informative: As one of our objectives is to make sure that the evaluation result
can be widely applied in different settings, our controlled experiments use real-world
projects with different software purposes and scales. All rationale utilised in this
section and Section is derived from actual documentation in responding projects,

where they can be applied to other real-world projects.

We aim to evaluate whether our method based on Skin in the Game thinking

produces better outcomes than the baseline of traditional two TD monitoring de-
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cisions (i.e. do-nothing or human intervention). The baseline is divided into three
different scenarios and expressed in detail in the next subsection. Specifically, our

evaluation investigates the following characteristics:

Cost-effectiveness: We evaluate whether our method can alleviate Unfair Con-
sequences when maintainers or developers have to compensate when the cost to
achieve monitoring conditions, defined by TD analysts, is higher than the budget.
We define cost-effectiveness as the balancing ability to produce cost-saving TD mon-
itoring decisions and the effectiveness of TD monitoring decisions to capture severe
TD. Since an automated TD monitoring decision presented by our method aims to
reduce human intervention to capture severe monitoring TD, we conjecture that our

method can produce promising results against the baseline.

Contextual weighting sets: We observe the ability of our method and the baseline
to produce contextual weighting sets of monitoring TD. The contextual weighting
set of monitoring TD can be business capability, monitoring sensitivity, cruciality of
manifested component, etc., depending on practitioners. The ability to produce the
contextual weighting sets can indicate the ability to elicit and inform the importance
of each monitoring TD to a wider range of stakeholders. This can alleviate Exclu-
sive Information where information on monitoring TD resides in certain factions of
decision-makers. Although the effectiveness of the weighting set can be subject to
practitioners’ usage, we conjecture that, when it is properly utilised, the weighting
set can represent the contextual importance of monitoring TD outside existing TD

parameters.

Those characteristics can be summarised into the following research questions:

RQ1. Does our method produce cost-saving decisions better than the base-

line approach? Answers to this question can shed light on the possibility that our
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approach can produce decisions which cost less than the baseline. This answer is
related to the ability of our method to facilitate Unfair Consequences between TD

analysts and maintainers or developers.

RQ2. Does our method produce monitoring decisions that capture TD better
than the baseline approach? Answers to this question contribute to an understand-
ing of the cost-effectiveness of the method. Specifically, answers to this question
indicate the strength or weaknesses of our produced decisions in terms of capturing

and monitoring severe TD.

RQ3. Is our method capable of representing a contextual TD monitoring
weighting set better than the baseline approach? Answers from this can illumi-
nate the usefulness of our method to elicit and centralise relevant information as
a weighting set for collaboration with a wider audience. This can mitigate Exclu-
sive Information, where the information is located within only a certain class of

decision-makers.

5.7.1 Evaluation Setting

We evaluate our method with two real-world industrial projects. Their statistical
properties are shown in Table For Apache Accumulo, all 2542 manifested com-
ponents and 1025 changes in commits are considered. Similarly, all 8701 manifested
components and 1535 changes in the commit of Apache Cocoon are included in our
evaluation. In both projects, statistical analysis and tests are conducted in samples

produced from our method and samples produced from the baseline.

We consider a traditional TD monitoring approach with two decisions (i.e. do-

nothing or human intervention) as our baseline. Based on real-world projects, we
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further divide the baseline into three scenarios.

S1 - TD Critical: This scenario represents the situation where practitioners
prioritised preventing the growth in monitoring T'D more than cost-saving. This case
can apply to a project with a high number of existing severe TD. In this scenario,

Unot and Ly, are the 1st Quartile of produced samples and U,,; + 1, respectively.

S2 - Neutral: This scenario represents the situation where practitioners have
information or knowledge of the current project. However, they are undetermined
on the budget to mitigate monitoring TD. In this scenario, U, and Ly, are the 2nd

Quartile of produced samples and U,,,; + 1, respectively.

S3 - Optimistic: This scenario represents the situation where the threshold be-
tween those two decisions is optimistically defined. This scenario aims to mimic the
greenfield project where practitioners have no prior information or knowledge of the
current project. In this scenario, U,, and Ly, are the 3rd Quartile of produced

samples and U, + 1, respectively.

As the monitoring decisions are related to human intervention, we standardised
the cost of human intervention. In our evaluation, the cost of human intervention

can be calculated as follows:

E A
C(TDM,, dy,) = CPPEM X 6§Cm x ApC (5.16)

Where CppC'm is the average number of manifested components per commit,
EpCm is the average number of efforts per component, and ApC' is the average
number of authors per components, divided by 60, which is 60 minutes per hour. The

unit of human intervention is in an hour. Since the effectiveness of the Replicator
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Dynamics and an automated TD monitoring strategy selection are dependent on
the practitioners’ input and competency, we envision the usage of our method to be
three different scenarios ranging on the effectiveness of those contributions. These
scenarios are the situation where our automated TD monitoring strategy selection
effectively works only 1 per cent, 50 per cent and 90 per cent of the time. To answer

RQ1, we measure the total cost for an automated TD monitoring strategy as follows:

C(TDM,, dguso) = (C(TDM,, dy) — P(e)) x C(TDM,, dy) (5.17)

Whereas P(e) is the probability of our automated TD monitoring strategy se-
lection effectively (as 0.01, 0.5 and 0.9). This equation is utilised to calculate the
hypothetical total cost for our automated TD monitoring strategy with different

degrees of effectiveness when comparing with the baseline.

RQ2 can be answered when one evaluates the capability of monitoring decisions,
in which we measure our methods and the baseline via the global utility scores.
To reduce practitioners’ assumptions or rationales, we standardise the global utility
score to represent the ability to capture severe TD. For td;, the TDS score can be

calculated as:

TDS(td;) = Ef(td;) x Sv(td;) (5.18)

Where E f(td;) and Sv(td;) are the total effort to mitigate td; and severity of td;
respectively. To answer RQ3, we measure the similarity of weighting sets compared
to the ground truth. The premise is that a weighting set, which is more similar to

the ground truth, can represent the contextual importance of TD better than the
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other. We measure the similarity of the weighting set with the Jaccard index. For

weighting set W, and W}, it can be formally expressed as:

W, U W,
J(Wa, Wy) = WWZ (5.19)

We set the Functionality weighting as the ground truth for our evaluation. This
weighting set represents the contextual importance of components when considering
non-technical aspects of components (e.g. customer requirements, business oppor-
tunities, etc.), which can be vastly different from considering them from a purely
technical perspective. Hence, the Functionality weighting set is most suitable to
establish this weighting set as the ground truth for our evaluation. The weighting
set that represents our approach is the architectural weighting set, as it can contain
information outside of the data set (i.e. software architecture). The architectural
weighting set is based on the number of operating components. The weighting set of
the baseline is the severity-based weighting set. The severity-based weighting set is
derived from the author-defined severity of each component. The first two weighting

sets for Apache Accumulo and Apache Cocoon are based on [§] and [7] accordingly.

Equation [5.16] and [5.17] are utilised in the cost analysis of samples from our

method and samples from the baseline to answer RQ1l. We use Equation [5.18] in
the TDS analysis of samples from our method and samples from the baseline and
thus answering RQ2. RQ3 is answered by the similarity analysis of the weighting
set of samples from our method and samples from the baseline, which is driven by

Equation [5.19

Since the normality of all samples cannot be assumed, we select Mann-Whitney
U tests to answer our research questions with a 0.05 level of significance. Specifically,

the One-tailed Mann-Whitney U test is utilised as a statistical hypothesis test for
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Table 5.6: Mann-Whitney U Hypothesis Test Result of Cost Analysis Samples

Effectiveness of Automated Strategy Selection
Benchmark Scenarios | Description Accumulo Cocoon
0.01 0.5 0.9 0.01 0.5 0.9
s1 MWU stat 28954578 28952485 | 28952485 | 2968992 | 2968992 | 2968992
asymptotic(p-value) | 0 0 0 0 0 0
MWU stat 39973176.5 | 39971084 | 39971084 | 4109067 | 4109067 | 4109067
S2 .
asymptotic(p-value) | 1 1 1 1 1 1
MWU stat 51228677.5 | 51228678 | 51226585 | 5250831 | 5250831 | 5250831
S3 -
asymptotic(p-value) | 1 1 1 1 1 1

answering RQ1. The null hypothesis of RQ1 one-tailed Mann-Whitney U is the
random samples of cost analysis from our method are not less than the random
samples of cost analysis from the baseline. For RQ2, the null hypothesis of one-
tailed Mann-Whitney U is the random samples from TDS analysis of our method
are not greater than the random samples of TDS analysis from the baseline. Lastly,
the null hypothesis of Mann-Whitney U is the random samples of the Jaccard index
between the ground truth, and our method are not greater than the random samples

of the Jaccard index between the ground truth and the baseline.

5.7.2 Research Question 1

Table shows the statistical properties of samples from our approach against
samples from the baseline (the first three rows). From the table, our approach
reports almost 30 per cent less cost than the baseline in the TD critical scenario for
all cases. Table illustrates the Mann-Whitney U test result of samples from our
method against the baseline. The table indicates that there is enough evidence to

reject the null hypothesis (p-value less than 0.05).

To answer RQ1: We conclude that our approach statistically produces decisions
that cost less than the baseline in TD critical scenarios, which can cost less than

down to 30 per cent.
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Table 5.7: Statistical Comparison of Our Approach and Traditional Approach

Average Percentage Benchmark Effectiveness of Automated Strategy Selection
Change Scenarios Accumulo Cocoon
0.01 0.5 0.9 0.01 0.5 0.9
Average Percentage S1 -0.33013 | -16.5063 | -29.7114 | -0.3330044 | -16.6502 | -29.9704
Change - Cost S2 48.78903 | 24.64092 | 4.928185 | 49.4267751 | 24.96302 | 4.992604
S3 199.624 150.9957 | 111.2992 | 198.85355 149.926 109.9852
Average Percentage S1 -0.70626 | -0.35669 | -0.07134 | -6.5553207 | -3.31077 | -0.66215
Change - TDS S2 0.007185 | 0.359258 | 0.646664 | 0.07091074 | 3.545537 | 6.381967
S3 1.168644 | 1.524805 | 1.815549 | 9.29115918 | 13.08593 | 16.1837

5.7.3 Research Question 2

Table 5.8: Mann-Whitney U Hypothesis Test Result of TDS Score Samples

Effectiveness of Automated Strategy Selection
Benchmark Scenarios | Description Accumulo Cocoon
0.01 0.5 0.9 0.01 0.5 0.9
MWU stat 33392723.5 | 33392724 | 34308182 | 3425292 | 3425292 | 3508642
S1 -
asymptotic(p-value) | 1 1 1 1 1 1
92 MWU stat 39966836.5 | 39966837 | 39966837 | 4109067 | 4109067 | 4109067
asymptotic(p-value) | 0 0 0 0 0 0
33 MWU stat 48967816.5 | 48967817 | 48967817 | 5022343 | 5022343 | 5022343
asymptotic(p-value) | 0 0 0 0 0 0

Answers of RQ2 can be incorporated by Table (the last three rows), where

our approach reports the ability to capture a TDS score more than the baseline in

the neutral and optimistic scenario. For the Apache Cocoon case, the table reports

that it can capture TDS score up to 18 per cent more than those two scenarios.

The Mann Whitney U test result of samples from our method against the baseline

scenarios (Table|5.8]) indicates that there is enough statistical evidence to reject the

null hypothesis (p-value less than 0.05).

To answer RQ2: We conclude that our approach statistically produces decisions

that are more effective than the baseline in TD neutral and optimistic scenarios,

which can store more TDS scores up to 18 per cent.
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5.7.4 Research Question 3

Table indicates statistical performance in samples of the Jaccard index between
the ground truth and our method against samples of the Jaccard index between the
ground truth and the baseline. According to the table, there is enough statistical

significance to reject the null hypothesis.

To answer RQ3: We conclude that our approach is statistically capable of pro-

ducing contextual weighting sets more similar to the baseline.

Table 5.9: Mann-Whitney U Hypothesis Test Result of Jaccard Index Samples

J(GroundTruth, Our Approach)
Accumulo | Cocoon

MWU stat 256244.5 126059.5
asymptotic(p-value) | 0 0

Benchmark Metrics Description

J(GroundTruth, Baseline)

5.8 Threat to Validity

Threats to internal validity relate to the data set. Although we explicitly indicate
differences and analysis of projects from different versions of the data set, we cannot

guarantee their correctness as issues of the data set might be uncovered in the future.

We scope our automated method to the identical number of TD between different
time points. The introduction, substitution, refactoring or removal of a component
can lead to the admission, manifestation or omission of TD, which can fluctuate the
TD number in the backlog. We argue that these incidents require re-instantiation
of early TDM activities (e.g. TD identification, measurement, prioritisation, repay-
ment), which inevitably lead to manual intervention by TD analysts and practition-

ers.

We utilise the corresponding project documentation in the functional and archi-
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tectural weighting sets. As those documents can be subject to interpretation and
documentation changes in the future, the replicated weighting sets might be differ-
ent from the ones which we include in our repository. However, it is believed that
the project documentation is one of the most reliable sources of the projects, as it is
a centralised source of information as well as those project websites can be traced,

archived, and/or recalled in the future.

To preserve our evaluation objective on reproducibility, we utilise information
and evidence which is directly related to the project or the data set. Due to the
limited information provided by the data set, the calculation of the TDS score is
based on available parameters, and it is hypothetical. However, TDS calculation is
based on common software metrics in the TD community (i.e. TD principal and
TD interest). Thus, we believe the overall result in the real world, which extends
from our TDS score calculation, can be similar to the result presented in the paper.
Identified TD in this paper is categorised by its manifested components. This is due
to the absence of unique identification of TD on a finer detail (lines, comments, etc.)

in the data set.

It must be noted that due to a large number of samples, we use an asymptotic
(approximated) p-value to incorporate the Mann-Whitney U tests instead of the
traditional method (i.e. a lookup table). This is because the traditional method is

compatible with a number of samples less than 30.

The threat to external validity is related to the interpretation of our evaluation
result. It should be noted that our evaluation omits the evaluation of Behavioural
Cloning. This is because the effectiveness of Behavioural Cloning is subject to
monitoring conditions defined by practitioners, which can vary. Hence, we evaluate
our method by assuming different degrees of effectiveness from the outcomes of

Behavioural Cloning instead.
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5.9 Conclusion

The novel contribution of this paper is the investigation of the characteristics which
require Skin in the Game during TDM decision-making. We have explored the
presence of asymmetric information, asymmetric payoff, intolerant minority and tol-
erant majority in TD identification, measurement, prioritisation and monitoring.
We present a systematic method to alleviate asymmetric information and asym-
metric payoff in TD monitoring. The method utilised the concept of weighting set,

percentage change, Replicator Dynamics and Behavioural Cloning.

The weighting set is used to elicit and indicate the significance of each monitoring
TD. The percentage change is calculated to represent and determine conditions when
monitoring TD can be ignored, when automated TD monitoring decision selection
is to be initiated, and when human intervention is required. Replicator Dynamics
is applied to select archived strategies when an automated monitoring strategy se-
lection is initiated. Behavioural Cloning is utilised to mimic monitoring conditions

from practitioners and to track monitoring conditions.

Statistical analysis and Mann-Whitney U are utilised to evaluate our method.
The evaluation result indicates that our method is capable of producing cost-effective
contextual TD monitoring decisions, which mitigate asymmetric information and

asymmetric payoff between different factions of decision-makers.

There are potential overhead and learning curves in adapting our automated
method. Specifically, practitioners may need to understand the techniques we utilised
in our method, find appropriate monitoring conditions, archive weighting sets for
Replicator Dynamics and train Behaviour Cloning on their own. These are con-
tributing factors to the effectiveness of our method, which we aim to minimise in

our future work. One of the future routes includes investigating appropriate moni-
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toring conditions and possible weighting sets based on historical data. The end goal
of this route is to present a supporting toolset with templates based on historical
data. This route can substitute a prerequisite in understanding techniques used in
our method to a lower one: understanding the toolset and templates. Neverthe-
less, we argue that the benefit of our method at this stage outweighs its cost as
our method provides a route to verify transparency, fairness and feasibility of the
imposing TD monitoring approach, those of which were previously infeasible during

decision-making.

Based on our evaluation results, our method generally performs worse in a project
with a higher number of TD (i.e. Accumulo case). However, its cause is still in-
conclusive as our method may suffer from the coarse-grained weighting set, which
renders TD less distinguishable from each other, or it is because our weighting set
and the ground truth are considered in different perspectives, and these differences
are more prominent with a higher number of TD. One of our future works is to
closely investigate this phenomenon by observing our method in the industrial set-
ting. We expect to utilise a more fine-grained weighting set elicited from different
stakeholders, incorporating our investigation on the usefulness/applicability of our

method in the industrial environment.
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Reflection and Appraisal

6.1 Summarised Answers to Research Questions

In this subsection, reflection on how each individual research question was addressed
throughout the thesis is provided. Common limitations and future works that apply

to several research questions are further explained in separate subsections below.
RQ 1.1: What are the causes of Information Uncertainty in TDM decision-making?

In Chapter 3] we have investigated possible classes of uncertainty in computerised
models. The investigation helps us to understand that Information Uncertainty
results from information deficiency of a problem of interest, including TDM decision-

making.

The occurrence of Information Uncertainty is not exclusively confined to just
the decision-making aspects of TDM. This issue can appear in any part of the TDM

lifecycle, whether it is related to the input, process, or output phase. Examples of
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these are insufficient data, restricted source code access, technical issues related to
source code or data (such as readability or encryption), and so on. Hence, Informa-
tion Uncertainty during the TDM lifecycle is one limited area in which Information

Uncertainty may occur within the overall TDM process.

Furthermore, the perception of Information Uncertainty can vary depending on
various factors, such as the expertise and confidence level of different stakeholders
involved in TDM. This subjectivity adds an extra layer of complexity to the issue. A
more objective manner in identifying Information Uncertainty can benefit in repre-
senting and communicating TD suffered from Information Uncertainty. However, as
this issue is not a primary research question, further research is necessary to address

this issue.

RQ 1.2: What are TDM problems rooted in Information Uncertainty? Which TDM

activities are affected by it?

We have elaborated that Information Uncertainty roots in various sub-activities
in TD identification and measurement. Information Uncertainty can worsen the
quality of TD decisions in the above two TDM activities, resulting in misidentifica-

tion and/or misestimation of affected TD.

Currently, the study focuses on identifying the consequences and underlying
factors of TDM in a straightforward manner by examining their direct results. It
aims to clarify the relationship between TDM activities and their outcomes explicitly.
However, the impact of combining various TDM techniques and other related factors,
such as financial restrictions during information acquisition, restricted access to
information or excessive confidence among decision-makers, may also influence the
presence of Information Uncertainty, potentially leading to unique effects on TDM

decision-making. Further investigation is necessary in this area since it remains
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unexplored.

RQ 1.3: How to tackle Information Uncertainty in TDM? What are the benefits of

the said mitigation?

We have presented an approach to mitigate Information Uncertainty in TD iden-
tification and measurement decision-making. The premise of this approach is to
manage Information Uncertainty in a systematic manner. Goal-obstacle and sce-
nario analysis is used to elicit information, which in turn helps TD affected by
Information Uncertainty become clearer. The value of the information analysis is
utilised to prioritise TD with Information Uncertainty for future mitigation. The
evaluation shows that TD decision-making decisions produced by our approach are
clearer /more predictable and more reliant on perturbation when compared with the

traditional approaches.

At present, the contributions are carried out in a generic setting, that is, an
online e-microservices commerce system, assuming a centralised TD backlog. This
setting may not apply to all environments, such as closed-loop systems or projects
with multiple TD backlogs. It is necessary to conduct field studies and research to

test the compatibility of the presented contributions with a broader audience.

Moreover, the evaluation process relies on entropy and TD score metrics, which
might not directly translate into contributions’ applicability. Further evaluations
involving stakeholders such as developers, TD analysts, and experts can help so-
lidify the applicability of the findings. This step can also provide a more concrete

understanding of the contributions’ practicality in different scenarios.

RQ 2.1: What is the origin of Deep Uncertainty in TD decision-making?

In Chapter [4 we have investigated the level of uncertainty and its characteristics
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in decision-making literature. The investigation supports us in locating that Deep
Uncertainty results from a conflict in decisions, which is applicable to TDM decision-

making.

At present, the concept of Deep Uncertainty in the thesis relies on the definition
from the broader field of decision-making, which is not necessarily specific to TDM
decision-making. It might be beneficial to investigate and define Deep Uncertainty
explicitly within the software engineering context. The outcome could provide a
better understanding of when and where Deep Uncertainty appears in TDM deci-
sions and help researchers identify Deep Uncertainty’s presence, which may or may
not be exclusive to TDM decision-making. This finding will enhance the awareness

of Deep Uncertainty’s nature and facilitate further research into the concept.

RQ 2.2: How does Deep Uncertainty affect TDM decision-making? Which TDM

activities can suffer from Deep Uncertainty?

We have elaborated on potential disagreement in TDM decision-making that can
stem from TD identification, measurement and prioritisation. When these issues are
improperly mitigated, they support the introduction of a Black Swan event in the

above TDM activities.

At present, the study identifies the underlying factors contributing to Deep Un-
certainty during TDM decision-making through a rational-based analysis of various
TDM activities. A scarcity of empirical evidence can limit the applicability of the
findings in real-life development environments. Conducting research in this area
can help substantiate the results and raise awareness among practitioners regarding

Deep Uncertainty’s presence during decision-making in TDM.

The study suggests that a black swan event could be one consequence of Deep
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Uncertainty. However, there is still a knowledge gap concerning other possible effects
of Deep Uncertainty in TDM decision-making. Research on this topic can help fill the
void and contribute to creating a more comprehensive guideline for managing Deep
Uncertainty during decision-making in TDM. This, in turn, could be a valuable
resource for practitioners looking to mitigate Deep Uncertainty’s impact on their

projects.

RQ 2.3: How to handle Deep Uncertainty in TDM decision-making? What is the

difference between the said mitigation and without using one?

We propose a framework to mitigate Deep Uncertainty in the context of TD
prioritisation decision-making. The framework aims to mitigate a conflict in TD
rankings by helping decision-makers in producing a set of high-quality homogeneous
TD rankings. The evaluation result indicates that our framework improves the qual-

ity and homogeneity of TD rankings when comparing a case without our framework.

The proposed framework could encounter significant applicability challenges, pri-
marily due to the scalability difficulties associated with Many Objective Optimisation-
based techniques and the dependence on decision-makers in establishing objective
functions. This issue might limit the practicality of the framework, which could

potentially restrict its usefulness in real development environments.

The choice of algorithm and hardware used in Many Objective Optimisation can
result in performance issues and trade-offs. These limitations have been left unre-
solved, as they are not a primary focus of this thesis. Future research and imple-
mentations on possible mitigation to these constraints can increase the applicability

of the framework.

RQ 3.1: What are the causes of Erratic Uncertainty? How can Erratic Uncertainty
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be manifested in TDM decision-making?

In Chapter 5], we have investigated decision-making asymmetries and their coun-
terparts in the field of TD. This investigation led to the identification of a possible

cause of Erratic Uncertainty, and its manifestation, in TDM decision-making.

It should be noted that the list of potential implications from Erratic Uncer-
tainty discussed in this thesis is not comprehensive as it draws solely from one
source, specifically in addressing decision-making within the context of TDM. Fur-
ther investigation into the origins of Erratic Uncertainty could contribute to a more
extensive catalogue of its repercussions. Such findings may reveal a wide spectrum
of impacts that Erratic Uncertainty can have in TDM, thereby increasing awareness
among practitioners and advocating for the implementation of presented Skin in the

Game-inspired contributions throughout the project’s lifecycle.

RQ 3.2: Which TDM activities are vulnerable to Erratic Uncertainty? What are

their implications?

Based on the above investigation, we have explored the possible asymmetries
in the domain of TDM decision-making. The exploration supports us in identi-
fying vulnerable TDM activities and possible implications of Erratic Uncertainty
in several TDM activities, including identification, measurement, prioritisation and

monitoring.

While this thesis identifies four major symptoms that require the application of
"Skin in the Game” thinking due to Erratic Uncertainty, it should be noted that
these symptoms can be interpreted differently by stakeholders based on factors such
as their level of bias, competencies, roles, and access rights. This could potentially

hinder the timely identification of the symptoms, highlighting a need for a more ob-
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jective and systematic approach to identifying asymmetric information, asymmetric
payoff, capable minority, and incapable majority. As this challenge is not directly
related to the primary research questions of the thesis, further investigation into this

issue is still necessary.

RQ 3.3: How to mitigate implications from Erratic Uncertainty in TDM decision-
making? What are the advantages or disadvantages of the mitigation, comparing

an approach without one?

We have presented a Skin in the Game-inspired method to alleviate implications
from Erratic Uncertainty. This method aims to mitigate asymmetric information
and asymmetric payoff under the context of TD monitoring decision-making. It
promotes fairness to improve asymmetric information and asymmetric payoff. The
evaluation result shows that our method is capable of producing cost-effective and

contextual TD monitoring decisions better than an approach without our method.

As the evaluation is based on statistical tests, it should be noted that these re-
sults may not directly translate to the effectiveness of the framework in handling
Erratic Uncertainty in real-life situations. This is because the effectiveness of con-
tributions related to Erratic Uncertainty can be affected by various human-related
factors outside of a controlled research environment, such as the competencies of

practitioners and the selection of alternative monitoring plans.

While the contributions are evaluated collectively, there is a noticeable absence
of an individual evaluation for the presented guideline. This lack of assessment can
create uncertainty regarding the applicability of this concept. Conducting industrial-
based evaluations is a promising approach which may better demonstrate the effec-

tiveness of these contributions in real-life situations.
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The choice of libraries and components used for Behavioural Cloning and Repli-
cator Dynamics can have a direct impact on the quality of the method’s outcomes,
but this aspect has not been addressed in the thesis. Conducting comparative stud-
ies or benchmarks for different library choices would facilitate practitioners to use
these contributions. This research can move us closer to implementing the above-

mentioned contributions as a tool.

6.2 Dealing with Information Uncertainty

TD practitioners can suffer from information deficiency throughout TDM. Com-
mon practices (e.g. asking an expert, brainstorming or various estimation methods)
utilised to remediate information deficiency are subject to one’s satisfaction, ren-
dering the need for more information questionable to others with different opinions.
Without the acknowledgement of the presence of Information Uncertainty in TDM
decision-making, different views on the need for information can be mishandled, and
a TDM decision with Information Uncertainty is blindly utilised, contributing to a

myopic, biased, anchored TDM decision, which deteriorates the quality of TDM.

This thesis illustrates the presence of Information Uncertainty in TDM, its con-
sequences in selected TDM activities (TD identification and TD measurement), and
its mitigation, enabling one to handle Information Uncertainty in a systematic, ra-
tional, and falsifiable manner. Fundamentally, our presented approach in mitigation
Information Uncertainty consists following tactics, depending on the accessibility of

information:

e When information relevant to Information Uncertainty is readily available,

utilise available information to reduce Information Uncertainty. Available in-
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formation includes accessible software artefacts or evidence which can be ac-

quired without further approval.

e When implicit information relevant to Information Uncertainty exists, elicit
the information and utilise them to reduce Information Uncertainty. Implicit
information includes acquirable information by project resources, further ap-

proval, actions, and/or additional analysis.

e When relevant information to Information Uncertainty is inaccessible or non-
acquirable, valuate and prioritise instances that suffered from Information De-
ficiency. This ranking is regularly updated and utilised in information ac-
quisition when it is possible. The valuation method must be objective and

falsifiable to decision-makers.

6.3 Dealing with Deep Uncertainty

Disagreement during TDM decision-making, when it is irresolvable, can result in
Deep Uncertainty in TDM decision-making. This can be prevalent with the diversity
of decision-makers, where a proposed decision cannot be substituted with the others.
We investigate causes, behaviours, and the manifestation of Deep Uncertainty in
decision-making on TD identification, TD measurement and TD prioritisation. We
have provided a decision-making guideline under the presence of Deep Uncertainty
in the above TDM activities. Fundamentally, the guideline emphasises the following

decision-making aspects:

e Evidence-based: We encourage the use of evidence or experimentation over
narration or claims. Evidence or experimentation minimises tunnelling bias,

cherry-picking or confirmation bias in decision-making. Evidence-based decision-
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making shifts the focus of decision-making to evidence instead of to decision-
makers competency, facilitating an understanding of opposing sides of a dis-

agreement and finding a compromising decision.

Verifiable: We encourage decision-makers to verify presented evidence during
decision-making. Evidence verification can help in probing for silent evidence
and confirmation bias. Verifiable evidence can facilitate decision-makers to
falsify or improve proposing decisions, potentially leading to a common ground

in disagreement.

Comprehensive: In case narration or claim is unavoidable, it should be based
on concrete TDM situations. Limitations of evidence, narration or claim must
be collectively acknowledged by decision-makers. The premise of this aspect
is to eliminate proposing decisions and evidence that are overly simplistic or
unrealistic. In addition, when the limitation of evidence, narration or claim is
explicitly stated, it is easier for decision-makers to distinguish between infor-
mation and interpretation from evidence, narration or claim, which can help

in establishing a common ground during decision-making.

Based on these aspects, we present a framework which helps in resolving dis-

agreement in TD prioritisation. Essentially, the presented framework emphasises

the following aspects:

e Objectification: The presented framework encourages decision-makers to for-

mulate performance indicators of suitable TD prioritisation approaches as

MOEA objectives, rendering the decision verifiable.

e Common ground-driven: The presented framework encourages decision-makers

to select generated TD rankings which perform well in different objectives.

This selection strategy aims to promote comprehensive TD rankings, where
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TD rankings which exhibit good performance on different objectives indicate

its robustness on different TD prioritisation approaches.

e Optionality: The presented framework encourages decision-makers to select a
set of TD rankings and exercise them as options when there is a change in
assumption or environment. Optionality in the presented framework promotes
evidence-based decisions by letting decision-makers utilise TD rankings when
it is evidently suitable to do so rather than selecting one of them based on

predetermined assumptions.

6.4 Dealing with Erratic Uncertainty

Erratic Uncertainty can relate to uncertainty rooted in the intractable unpredictabil-
ity of agents, systems, their interaction or their combinations. Several factors in
TDM, including the nature/behaviour of systems, the interaction between differ-
ent components, TD properties such as the impact and the growth of TD, or the
combination of the above, can be unpredictable, rendering Erratic Uncertainty to
be manifested in TDM. In TDM decision-making, a decision with Erratic Uncer-
tainty (e.g. a decision related to unpredictable nature) can contribute to the lack of

effective responsibility sharing.

This thesis investigates the nature of Erratic Uncertainty in TDM decision-
making, their causes and supporting factors that contribute to a decision with the
lack of effective responsibility sharing in TD identification, TD measurement, TD
prioritisation and TD monitoring. Overall, we found that a decision with a lack of
effective responsibility sharing can exist when a decision is imposed by the minority,
having more information and gaining more benefit from the decision than the rest,

and when the decision is approved by the majority. We provide a guideline to notice
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and mitigate these supporting factors during decision-making. Fundamentally, we

emphasise the following aspects:

e Transparency: We promote transparent decision-making. Particularly, we en-
courage decision-makers to explicitly inform those affected by imposing deci-
sions on their benefits/losses from the decision, preventing uninformed asym-

metric payoffs during decision-making.

e Traceable: We recommend that approved decisions should be traceable to the
one who imposed them. The premise of this recommendation is to put the
responsibility on the imposing parties, preventing asymmetric payoffs, even

when they have declared otherwise.

e Participation: We encourage the majority of decision-makers to police an im-
posing decision even when the decision does not heavily affect them. The
premise of this is to prevent decision-makers from imposing a decision that

benefits only a specific individual or a class of stakeholders.

These fundamentals are included in our method, which we presented to mitigate
a TD monitoring problem, rooted in the lack of effective responsibility sharing. This

method is essentially based on the following aspects:

e Clarity: Our method is built on the model where parameters (i.e. monitoring
criteria, the weight of TD instance) can be clearly observed and discussed.
This aspect facilitates transparent decision-making, where decision-makers and
other classes of stakeholders (e.g. developer, maintainer) can participate in the

model input.

e Equality: The premise of the model mentioned above is to balance payoffs

in different classes of stakeholders during TDM (i.e. workloads between TD
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analysts and developers or maintainers), filtering when their involvement is

necessary.

e Automation: In case inequality in payoffs of a specific class of stakeholders
is unavoidable, we utilise decision-making automation (i.e. Replicator Dy-
namics and Behavioural Cloning) to reduce the need for that class, avoiding

unnecessary payoffs from a decision.

6.5 Applicability of Contributions

Applicability for contributions can relate to the ability of presented contributions to
be applied in different TDM activities. For instance, the applicability of a systematic
approach to mitigate Information Uncertainty in TD prioritisation, the applicability
of a MORDM-based framework to mitigate Deep Uncertainty in TD identification,
etc. More specifically, contributions in Chapter [3] are limited to TD identification
and measurement, whereas the presented model is limited to goals-obstacle analysis.
A framework presented in Chapter [4]is limited to Deep Uncertainty in TD prioriti-
sation, although the decision-making guideline can apply to TD identification, TD
measurement and TD prioritisation. Lastly, the guideline in Chapter [5| can apply to
TD identification, TD measurement, TD prioritisation and TD monitoring, whereas
the presented automated method is specific to a problem from Erratic Uncertainty

in TD monitoring.

As there is no computerised model that can be useful without considering a prob-
lem context, we notice that some modifications are required when positioning the
existing contributions in this thesis to different TDM activities. However, we argue
that the foundations of these contributions can withstand different TDM activities.

More precisely, we observed that:
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e Chapter [3} Mitigation tactics mentioned in can apply to other TDM activ-
ities without any modification as these three types of information accessibility
exist regardless of TDM activities. The expected value of information analy-
sis can value Information Uncertainty in TD regardless of TDM activities as
long as practitioners utilise consistent rationales in estimating the potential
benefits of TD instances. The presented probabilistic model can be effectively
used to indicate the importance of TD in the backlog throughout the TDM
lifecycle if practitioners frequently update TD parameters and the obstruction

to a system goal.

e Chapter 4; Three objectives of the framework mentioned in can apply to
other TDM activities without any modification. This is because those objec-
tives are based on characteristics of Deep Uncertainty. The existing framework
can fundamentally help in probing Deep Uncertainty in TD identification and
TD measurement. For instance, practitioners may suspect a possible Deep
Uncertainty in a TD identification model/a TD measurement method when a
generated TD ranking and its objective values do not coincide with what they

believe to be severe TD in the backlog.

e Chapter 5} Objectives of a presented method raised in are applicable to
other TDM activities to mitigate the lack of effective responsibility sharing.
Although the model is specifically implemented for TD monitoring, the concept
of weighting set and percentage change are applicable to the TD model in other
TDM activities. A selection of automated techniques utilised in the method
(i.e. Behavioural Cloning and Replicator Dynamics) is applicable to problems

of the lack of effective responsibility sharing different TDM activities.

It is worth noting that contributions in the thesis are evaluated on the limits of

open-source online systems, using the TD backlogs provided by these projects. Fur-
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ther field studies and evaluation are required to evaluate their applicability in more
specific software development environments such as MLOps, DevOps, and Global
Software Engineering team setups, considering the constraints they can pause (e.g.,
cultural, distribution, management styles, size, etc.) and catalysts they can specifi-
cally occur during TD decision making. Potential domains that could benefit from
our contributions involve those where uncertainty in TDM activity and decision-
making are often dominant, including E-type and open systems, where the magni-
tude of uncertainty often varies with the diversity of perspectives and skills. Notable
examples include software engineering of intelligent systems, cyber-physical systems,
and human-centric autonomous and adaptive systems with human-in-/on-the-loop.
Our contributions can benefit closed-loop systems (e.g. software engineering for em-
bedded systems, etc.), where uncertainty in TDM decision-making and management
can be experienced due to the novelty of the issue, deployment domain, criticality

of the issue and its likely impact if the debt is not structured and managed.

Contributions in this thesis are under the assumption of one central TD back-
log. Further research and evaluation may be necessary to test the applicability of
our contributions in highly decentralised environments, where projects might have
multiple TD backlogs, each possibly managed by separate teams (e.g. large-scale
microservices architectures and cloud-based software). At the current stage, our con-
tributions can be applied to selective complex scenarios (e.g., interaction scenarios
and security, safety-critical scenarios) under investigation, where the consequences

of uncertainty in TDM decision-making could be severe.
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6.6 Practicality of Contributions

The practicality of contributions can relate to the ability of practitioners to utilise
our contributions to solve their real-world problems. Since the goal of this thesis is
to investigate uncertainty in TDM decision-making, most of our contributions are
in the primitive phase, where we prioritise the customisability of our contribution

over practicality.

Most equations of our models are traceable and can be modified to emphasise
specific aspects, without affecting the rest of the contributions. For instance, it is
possible to introduce an additional parameter in our probabilistic model in Chapter
without affecting the scenario and the expected value of information analysis. Many
parameters can be modified, depending on the granularity level that practitioners
require. The weight of TD in Chapter [ for example, can be assigned both in a
fine-grained (e.g. different TD weight per TD instance) and a coarse-grained fashion
(e.g. different TD weight per system components). However, customisability for
our contributions can result in the complexity of practitioners’ usage, discouraging
practitioners from utilising our contributions at this phase. Practitioners might find
our model overly complicated and on a steep learning curve. For example, it can be
difficult for practitioners to formulate objective functions in Chapter 4] on their own,
which discourages them from using the framework. We believe this shortcoming can
be remediated when we develop a tool specifically for each contribution. Although
this is a part of our future work, we envision the following techniques to overcome

the complexity of our contributions:

e Default value: Many parameters in our contributions can be left as default
values unless practitioners intend to customise. For example, it is possible

to utilise the weight for each quality attribute as stated in Chapter [3] until
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practitioners understand the tools and intend to modify them.

e Preset: Many areas in our contributions can be pre-configured, and automati-
cally assigned after receiving feedback/answers from practitioners. In Chapter
[], for example, it is possible to provide a choice of TD prioritisation approaches
with templates of objective functions, reducing the need for practitioners to

formulate them manually.

The thesis’s contributions are conducted on the open-source online environments,
where TDM can be managed by stakeholders (e.g. TD analysts, developers, experts,
decision-makers, etc.) throughout development and after deployment. Further re-
search and implementation are required to enhance the practicality of our contri-
butions outside of these conditions, where TDM activities can be compromised due
to the nature of the development and/or deployment process. Some environments
include closed-loop systems, such as software engineering for embedded systems and
the Internet of Things, where developers can have challenges in mitigating TD after
their deployment. At the current stage, our contributions can be useful to man-
age crucial TD at the design time of closed-loop systems, where mitigation of TD
can be achieved through updating existing components (e.g. firmware, system, pro-
grammable procedures, etc.) through a new iteration of the system and/or when

the mass recall of systems in order to mitigate severe and crucial TD are justified.

Other domains that require additional research to the practicality of our contri-
butions are outsourced projects or projects with a high stakeholder turnover rate,
where maintenance and development of the system after the initial deployment can
be conducted by different sets of stakeholders. TDM activities and decision-making
in this domain can be inconsistent, and the total cost of adapting our contributions
can be high since they require setting up our contributions when there is a turnover

of significant /crucial stakeholders. Our current contributions are relevant to projects
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with high turnover rates, particularly in safety-first, mission-critical settings, as the
total cost of our contributions may outweigh the severe consequences of suboptimal
TD monitoring decisions, which resulted from uncertainty in TDM decision-making,

contributing to high refactoring, re-writing costs, and/or financial losses.

It is worth noting that evaluations of our contributions are assessed via control
experiments. More in-depth studies and applications in real-life scenarios are neces-
sary to confirm the practicality in actual situations/scenarios. The thesis’s contribu-
tions are foundational works, which are genetic, flexible, and adaptable, facilitating
one in implementing them tailored to practitioners’ requirements. These include
their level of granularity, precision, TD types, organisational and developmental
cultures and/or paradigms. The evaluation of the thesis intends to demonstrate
the potential usefulness and adaptability of the proposed contributions in a specific
practical context. While the experiments provide insights into their behaviour and
performance, they do not necessarily reflect other practical concerns, such as cost-
effectiveness, compatibility with existing systems, and variations in inputs provided
by stakeholders. These essential aspects cannot always be constrained within re-
search environments yet require considerations of these aspects, and their trade-offs

are crucial when implementing the solutions in practice.
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Future Directions

7.1 Exploration of Our Contributions in Specific Prob-

lem Domain

As the primary aim of this thesis is to bridge the knowledge gap that relates to
uncertainty in TDM decision-making, we have built foundational contributions that
do not tie to specific TDM problem domains. However, further studies are needed to
explore their relevance to various problem domains and how our proposed approaches
can be tailored and applied to the said domains. Below, we highlight how our

contribution can be leveraged in different areas of TDM decision-making.

7.1.1 Consideration on Specific TD type

Our contributions have considered commonly acknowledged and discussed compo-

nents of TD (e.g. TD principal, interest amount, etc.) and are not specific to TD
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types. This may require customising part of the techniques to address uncertainty
in certain types of TD and stages the TD will manifest. For example, one might
find it challenging to apply our probabilistic goal-obstacle model to mitigate Infor-
mation Uncertainty in requirement debts in the early stages of the requirements
modelling and in situations where system goals might not have been finalised. How-
ever, it can be argued that our work can help requirements engineers to integrate
TD under uncertainty practices as part of the requirements engineering processes.
To mitigate this, one future investigation will evaluate shortcomings when apply-
ing our contributions to specific software engineering stages and their corresponding
TD types. An investigation may explore different decision-making techniques which
can be relevant to specific phases and can benefit specific TD types when handling
uncertainties in TDM decision-making. One possibility is to consider financial as-
pects (e.g. net present value (NPV), ROI, real options, etc.) to help in prioritising
uncertainties manifested in TD types that can be difficult to precisely estimate in a

technical aspect (e.g. requirement debt, architectural debt, test debt).

7.1.2 Application to Different TDM activities

We formulated uncertainties in TDM decision-making as a problem, and we investi-
gated its relevance to different TDM activities. The scope of this thesis was limited
to selected TDM activities as proof of concept. Further research and investigation
are needed to understand the presence of uncertainties, their manifestation in differ-
ent TDM activities, and their effects throughout the TDM lifecycle. One of several
promising research routes is to investigate the presence of Deep Uncertainty in TD
monitoring and in relation to monitorable and its criteria. For instance, decision-
makers may have to choose TD monitoring criteria to be utilised under project

constraints. Different TD monitoring criteria can emphasise different TD aspects,
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leading to disagreements between decision-makers on possible Deep Uncertainty in

TD monitoring.

Another research direction to consider is the presence of Erratic Uncertainty
in TD identification and measurement, as existing identification models and mea-
surement methods might be insufficient to encapsulate the erratic behaviour of the

system and its components in TDM and decision-making.

7.2 Improvement of Existing Contributions

Another research directions to consider are related to further refinements and en-
hancements of our contributions to mitigate their shortcomings/limitations. The

directions are discussed by mapping to relevant thesis chapters:

7.2.1 Automated Scenario Categorisation

In Chapter [3] and [ we leverage requirements engineering techniques to produce
the list of scenarios. These techniques rely on practitioners and/or software docu-
mentation to profile the system scenarios. One future work to mitigate this is to
establish scenarios based on historical data, loosening the reliance on software doc-
umentation. Another possibility is to utilise clustering methods such as hierarchical
clustering or k-means to profile run-time variables into scenarios. We believe that
the application of clustering methods can reduce the dependence on practitioners

and software documentation altogether.
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7.2.2 Automated Decision Selection

In Chapter [4] and [5] practitioners are required to select a set of decisions by them-
selves. Chapter [] decision-makers choose which solutions should be included in
the archive and to be utilised when there is an environmental change. Similarly, in
Chapter [o], decision-makers are required to select solutions that will later undergo
Replicator Dynamics and be employed in scenarios in which automated TD moni-
toring decisions can be applied. This process can suffer from stakeholder turnover,
leading to inconsistencies in the effectiveness of associated contributions. To miti-
gate this issue, an automated selection approach could be implemented, which would
provide a more consistent and systematic way to select candidate solutions while

minimising the influence of stakeholder turnovers.

To implement this concept, Reinforcement Learning [52] can be utilised during
both the design and runtime phases. During the design phase, practitioners com-
plete a questionnaire regarding their priorities in terms of solution quality (e.g.,
security, reliability, performance), associated TD parameters (e.g. security rating,
interest, SQALE rating, etc.), and common strategies for selecting solutions (e.g.
Critical-oriented, cost-effectiveness oriented, etc.). The insights gained from this
process help to identify TD parameters/features that can be considered as reward
or penalty functions. This information is then used during the runtime phase, where
automation offers a selection of solutions or alerts decision-makers when they may
not conform to the priority of quality aspects stated prior. Feedback from these
prompts can be used to fine-tune penalties and reward functions for future itera-

tions.
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7.2.3 Strategies GGeneration

Our disagreement resolution framework in Chapter [ relies on MOEAs to gener-
ate TD rankings and practitioners to select them. Those factors can be resource-
intensive depending on the number of objective functions. One future work is
to investigate decision-making techniques/methods to mitigate this shortcoming,.
Promising methods include a method based on a machine learning framework in a
class of generative adversarial network [31] and inverse reinforcement learning [87].
Another technique is to codify our disagreement resolution framework into a mathe-
matical model tailored to a specific problem context. This can be done with the use
of historical data and data analysis. We believe that the implementation of strategy
generation can reduce practitioners’ workload and can improve the practicality of

the MOEAs framework.
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Table A.1: A Table of Selected Studies and their SLR facets

D Research TD  activities | Contributions | Domain Uncertainty Facets
Facets facets Facets Facets
S1 Opinion Pa- | TD Represen- | Method Software Li- | Information Deficiency (Lack of tech-
per tation censing nical debt backlog from software ven-
dor)
S2 Opinion Pa- | TD  Negotia- | Process Agile Erratic Behaviour (Ripple Effect)
per tion
S3 Experience TD Measure- | Process Web App Undefined
Report ment
S4 Experience TD Measure- | Method TDM Undefined
Report ment
S5 Philosophical | TD Measure- | Other (Clas- | TDM Undefined
Paper ment sification)
S6 Experience TD Measure- | Method TDM Erratic Behaviour (Ripple Effect)
Report ment
S7 | Solution TD Measure- | Method TDM Information Deficiency (Lack of stan-
Proposal ment dardised TD measurement/ground-
truth)
S8 | Solution TD Measure- | Method TDM Erratic Behaviour (Customer & Mar-
Proposal ment ket Requirements)
S9 Solution TD Measure- | Process TDM Erratic Behaviour (The growth of in-
Proposal ment terest)
S10 | Philosophical | TD Measure- | Research TDM Erratic Behaviour (Impact Estima-
Paper ment Guideline tion)
S11 | Experience TD Measure- | Report TDM Erratic Behaviour (Growth of Inter-
Report ment est)
S12 | Experience TD Measure- | Report TDM Erratic Behaviour (Growth of Inter-
Report ment est)
S13 | Experience TD Measure- | Report TDM Erratic Behaviour (Parameters Quan-
Report ment tification)
S14 | Experience TD Measure- | Report TDM Erratic Behaviour (Parameters Quan-
Report ment tification)
S15 | Experience TD Identifica- | Model TDM Information Deficiency (Lack of Clear
Report tion, TD Mea- Documentation), Erratic Behaviour
surement (Ripple Effect)
S16 | Experience TD Measure- | Process TDM Erratic Behaviour (Risk impact)
Report ment
S17 | Solution TD Represen- | Method Cloud Conflicting Perspectives
Proposal tation
S18 | Solution TD Measure- | Model TDM Erratic Behaviour (Growth of Inter-
Proposal ment est)
S19 | Solution TD Represen- | Method Cloud Conflicting Perspectives
Proposal tation
S20 | Solution TD Represen- | Process Self- Conflicting Perspectives
Proposal tation Adaptive
System
S21 | Experience TD Identifica- | Taxonomy TDM Information Deficiency (Lack of clear
Report tion, TD Mea- documentation), Erratic Behaviour
surement (Ripple Effect)
S22 | Solution TD Measure- | Process Security Erratic Behaviour (Growth of interest
Proposal ment & Ripple Effect of Security Risk)
S23 | Experience TD Identifica- | Taxonomy TDM Information Deficiency (Lack of clear
Report tion, TD Mea- documentation), Erratic Behaviour
surement (Ripple Effect)
S24 | Solution TD Measure- | Model Software Re- | Information Deficiency (Lack of avail-
Proposal ment leases able data for TD interest quantifica-
tion), Erratic Behaviour (Complex-
ity)
S25 | Experience TD Identifica- | Report TDM Information Deficiency (Uncleared In-
Report tion formation)
S26 | Solution TD Represen- | Model Cloud Conflicting Perspectives
Proposal tation
S27 | Experience TD Measure- | Report Automated Erratic Behaviour (Ripple Effects)
Report ment production
systems
S28 | Experience TD Identifica- | Report TDM Erratic Behaviour (Ripple Effects)
Report tion, TD Mea-
surement
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Table A.2: A Table of Selected Studies and their SLR facets (continued)

S29 | Experience TD Measure- | Report TDM Erratic Behaviour (Growth of Inter-
Report ment est)
S30 | Solution TD Identifica- | Other (Hy- | TDM Conflicting Perspectives
Proposal tion potheses)
S31 | Experience TD Repayment | Report TDM Erratic Behaviour (Unpredictability
Report of outcomes)
S32 | Solution TD Represen- | Process Database Conflicting Perspectives
Proposal tation
S33 | Experience TD Prioritisa- | Report TDM Erratic Behaviour (Future of the soft-
Report tion ware)
S34 | Solution TD Represen- | Model TDM Erratic Behaviour (TD Evolution)
Proposal tation
S35 | Solution TD Represen- | Process TDM Erratic Behaviour (System Scalabil-
Proposal tation ity)
S36 | Solution TD Represen- | Method Cloud Conflicting Perspectives
Proposal tation
S37 | Solution TD  Measure- | Process TDM Erratic Behaviour (Growth of Inter-
Proposal ment est)
S38 | Experience TD Measure- | Report Embedded Information Deficiency (Unclear Doc-
Report ment Systems ument), Erratic Behaviour (Growth
of Interest)
S39 | Experience TD Identifica- | Report Self-Driving Information Deficiency (Uncleared In-
Report tion Automobile formation), Erratic Behaviour (Rip-
ple Effect)
S40 | Philosophical | TD Repayment | Research TDM Erratic Behaviour (Repayment Re-
Paper Guideline turn)
S41 | Solution TD Measure- | Model TDM Erratic Behaviour (Ripple Effect)
Proposal ment
S42 | Philosophical | TD Represen- | Other (Re- | Enterprise Erratic Behaviour (System Complex-
Paper tation search plan) Architecture ity)
S43 | Solution TD Represen- | Method Compliance Erratic Behaviour (Complexity of
Proposal tation Goal Compliance)
S44 | Solution TD Represen- | Tool Cloud Erratic Behaviour (Complexity of
Proposal tation Elasticity Management)
S45 | Philosophical | TD Represen- | Taxonomy Database Conflicting Perspectives
Paper tation
S46 | Opinion Pa- | TD Repayment | Other (Dis- | Al Erratic Behaviour (Ethical Uncer-
per cussion) tainty)
S47 | Experience TD Represen- | Process Process Debt | Information Deficiency (Uncleared In-
Report tation formation)
S48 | Solution TD Represen- | Method Architectural | Information Deficiency (Uncleared In-
Proposal tation Sustainabil- formation)
ity
S49 | Solution TD Represen- | Method Enterprise Erratic Behaviour (System Complex-
Proposal tation Architecture | ity)
S50 | Experience TD Represen- | Report Enterprise Erratic Behaviour (Environmental
Report tation Systems Uncertainties)
S51 | Experience TD Represen- | Report Smart Con- | Conflicting Perspectives  (Design
Report tation tracts Choices)
S52 | Experience TD Identifica- | Report TDM Erratic Behaviour (Time Estimate
Report tion Ambiguity)
S53 | Solution TD Represen- | Method Microservices | Conflicting Perspectives (on meta-
Proposal tation data)
S54 | Experience TD Represen- | Report Software Information Deficiency (Lack of clear
Report tation Process document/documentation)
S55 | Experience TD Identifica- | Report TDM Information Deficiency (Unclear Re-
Report tion, TD mea- quirement), Erratic Behaviour (Rip-
surement ple Effects)
S56 | Experience TD Identifica- | Report TDM Information Deficiency (Unclear Re-
Report tion quirement)
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