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ABSTRACT

Railway stations are a vital part of the railway system and a critical hub of public transportation. This
valuable infrastructure in the heart of cities requires effective risk management processes as well as
high-level safety. However, railway stations have faced increasing operational challenges in recent
years as a result of the growth in urban areas, high demand, intensive usage, and an increase in train
capacity often without any consideration of the size of the existing stations. Consequently, increased
risks may exist and lead to train delay, injuries, or fatalities as well as loss with disruption of the
whole system and impact on business. Risk management is thus an essential part of the safety system,
a system which currently is mostly traditional and does not take advantage of available technologies.
The traditional risk process has uncertainties, it takes time, is costly and it depends on experts who
are not available all the time. These processes could be developed to cope with future requirements
by creating smarter stations and cities, embracing new technologies such as artificial intelligence
(Al). It is both wise and necessary to make use of all possible technologies to stop or mitigate the
risks and consequences. This can be achieved by improving the risk management process, which will
then reflect positively on the quality, reliability, safety, security, as well as cost. This study proposes
utilising (Al) methods to improve railway stations' safety and risk management. The methods have
powerful analytics and predictive ability. Machine learning (ML) has been proposed using the
classification tree, Fuzzy and Nerul network (ANFIS), and deep learning (DL) to identify the risks
and people’s behaviours in the stations. The information examined is from occurrences at UK stations
and ended in casualties. The characteristics of the process and the selected approach are fundamental
to selecting the appropriate data. An advanced analytical approach is adopted, using predictions via
classification in addition to timely detections. The proposed application presents novel work
contributing to the field and aiming to save lives in the future. DL shows a great opportunity to capture

many risks in the stations. The outcomes provide a unique contribution where the approach is



applicable and makes the process smarter with less human intervention, whilst also supporting
decision-makers in real-time. This will also upgrade the risk management to be effective, reflect

positively on people’s lives and provide a safe environment for all of society.
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CHAPTER 1: OUTLINE AND

RESEARCH CONTRIBUTION

1.1 Introduction

A railway system remains a fundamental component of the economy and the first choice for cities in
many countries for movement of passengers and the goods internally or across borders. It is also one
of the most environmentally friendly systems and minimises traffic because of its enormous capacity
to transport millions of passengers and goods with high energy efficiency. Railway stations are a
critical part of the rail system, which is an essential type of public transportation network that plays
a significant role in people’s lives and is required for economic activity and urban growth. Within the
UK rail network, there are over 2,500 stations, which support more than a billion trips every year,
and there are about 30, 000 train stations in the EU-28 Member States [1]. However, stations have an
open boundary structure with the railway line, and it has been shown that many people consider travel
by public transport to be somewhat risky and are therefore reluctant to use it. This fear is driven to an
extent by factors such as media coverage of relevant accidents and crime rates and regular safety
messages that indicate risk rather than safety [2]. Many railway stations are also shopping areas
providing food and other services. This carries and creates risks, which need to be managed to assist
in keeping passengers, the workforce and the public safe in such environments [3]. Many risks have
different data sources and overlap with other risks, which form various responses, relationships and
complex contexts. Moreover, large numbers of passengers make some stations “crowded areas”,
mainly in peak travel times. Some stations are located in critical areas and/or at an underground level
where there are limited, narrow areas and where there is the possibility of natural disasters such as

floods or earthquakes or other unwanted events like fire or terrorist attacks. All these events can have



a dangerous or disastrous impact on the structure and the people, and consequently on any
management, evacuation and rescue effort. The capacity in some stations has outperformed the
designed capacity, and when emergencies, accidents, or unwanted events occur, the consequences
can be horrific [4][5]. The Network Rail and British Transport Police indicate that there were more
than 8,000 incidents in the year of 2017 where people risked their lives at crossings on the rail

network—an 11% increase over the previous year.

Moreover, most accidents at stations are due to slips, trips, and falls on stairways, concourses, and
platforms [6]. The accidents include not only employees but also a significant number of children,
elderly and other members of the public. It is essential to distinguish the characteristics of risks that
might be faced in stations and ensure that risk management is sufficient [7]. Operation and
management of safety hazards for such an infrastructure is essential, where critical threats can lead
to severe injuries or even fatalities for passengers, public, or staff and bring with them economic and
social effects. It has been demonstrated that railway stations have characteristics of complex
correlations, and the operation and development of stations require integration of multiple entities
[8]. It is essential that analysis and management of the risks, the causes, and consequences of potential
hazards in stations are considered, including those that arise from interactions between operations

and many internal and external factors.

Consequently, managing risk is integral to moving towards continually improving security, quality,
and safety in the railway system. Preventing undesirable consequences with focus on risk-based
thinking is part of the quality management process (ISO 9001:2015) where risks affect both quality
and safety. The ISO standards provide assistance for understanding railway risk management and the
assessment techniques as generic documents (1ISO31000 / ISO 31010) However, the risk must be
identified and captured, also not cover the new technology tools. Moreover, by implementing

standards in Railway risk management, the process is still managed by practical reasoning both
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naturally and socially depending on experience [9].Risk management and increasing safety levels of
the railway are crucial for all, including researchers, operators, government, and society. To conduct
practical safety actions and to consider any future expected dangerous occurrences, it is essential first
to investigate the risks to gain a full understanding of the dangers that might occur in stations. Then,
a framework should be designed to and improve the risk management process to cover the factors

that might lead to these critical threats, to offer a modern method of enhancing safety.

1.2 Research objectives and scope

The aim is to apply new technology (Al) for risk management in the railway station. This will lead
to a better understanding of Al applications and an examination of their implications for risk
management in train stations. In all industries, including risk management, there is currently a rising
market in Al investment. Risk management is considered an analytic plan to protect the passengers,
staff, public, and assets for the rail industry. This facilitates business continuity with high performance
and quality, and prioritisation of resources in terms of safety and security with the ultimate purpose
of reducing or mitigating the threat. Many uncertainties and risks correlated with stations have been
analysed, and then proposed as the basis for introducing a novel smart approach to risk management
in railway stations. From the literature, many different risk assessment methods have been produced
to perform specific applications and scenarios. Most of the state-of-the-art risk management
methodologies are focused on traditional methods, which are passive systems that do not include
technology such as Al. An Al approach will be utilised here to automate the process, because it can
monitor in real-time and can consider many different risks at the same time, thus supporting decision-
making. Therefore, we aim to improve risk management approaches by utilising Al methods. The
scope of the study is to use Al for risk management in the station to explore how we can proactively
avoid risks when using the Al. From this, the issues and any challenges of such implementation will

be better understood. The nature of the suggested method is a part of computer science, but the



comparisons or improving the algorithms are beyond the research scope. These were the motivations
for developing this approach to risk management in this research. The objectives of the research are

as follows:

e Exploring risk management methodologies and the ability to apply new methods like Al
and any current associated vulnerabilities.
e Testing the use of Al with the accident history for prediction and in-depth analysis.

e Examining the application of Al to identify the risks in a timely manner.

These objectives are to develop a risk management process in order to be smart through identifying
the risks, and reflecting on enhancing performance, reliability, health and safety, and punctuality in
stations, which will further reflect on the whole industry. Moreover, it is hoped that risk management
can be integrated into stations with other sub-systems in the railway to deliver a sustainable digitalised
future for the railway industry. To sum up, the following question will be addressed: How do real-

time big data and Al technologies promote risk management in railway stations.

1.3 Research problem

The problem has been considered from two angles: the station as critical infrastructure, the vulnerable
point of the system, and the risk management process to ensure safe stations. The intensive demand
for travelling via rail together with the location create a pressure for station safety; many stations are
in the heart of the cities or connected with other critical services such as airports, stadiums, malls,
and other public transportation. The intensive usage results in more dynamic operations and raises
the importance of risk management in such places. Furthermore, to cope with demand, the capacity

of trains is increased, and urban areas have also been expanded.

However, there is not much consideration in stations where some classified as an old infrastructure

built a long time ago is not fit with current capacity and has safety security issues, such as narrow



corridors. Also, some stations have many floors with basements and are linked to other transportation
services like metro, high-speed rail, malls. Additionally, intensive usage results in more dynamic
operations and rise the importance of risk management in such case. The risk management process
often depends on experts, and it is time-consuming, costly, and not modernised to capture the risks
in a timely manner nor to suit the dynamic environment. Thus, the problem has two aspects, namely
the station as a vulnerable critical infrastructure, and making the process (risk management) more
effective, smart and benefits from technology, Figure 1 summarises the points that support both sides
of the issue (risk management process and the railway station) gathered via the literature [10][11].

Then, proposed improvements or the solution have been planned.

e Railway station

eCritical structure
eComplex

eOpen environment
eIncrease in demand

B

*Not dynamic
eUncertainty
eConsuming time
eCostly and not smart

Figure 1. The two views of the research problem.
1.3.1 The station

The nature of stations, which are dynamic, open environments, is a point on the railway line located
in significant locations within cities, which give rise to several different possible threats. Risks such
as a fall, slip or trip on the railway station is expected. The consequences can be quite serious for
older people, families or disabled people. They can also be costly for the industry as the compensation

may need to cover a long period of treatment. Furthermore, such accidents lead to panic in the station



environment, causing delayed services and impacting the business reputation. Many people lost their
lives in the stations through accidents such as falling in gaps, touching moving trains, or the electric

power. Indeed, time is critical in detecting the risks and responding to save lives.

The railway passenger station is a critical point of the network which interfaces with the line, and it
is the start and end point of all journeys. Station operations involve many systems that are connected
and interdependent. In fact, the location and nature of the station form a critical infrastructure. Many
factors must be managed, which can push the limits of human ability in vast stations at peak times
with all the potential uncertainties and expected risks. Moreover, as demand for rail travel increases,
increased use of the structure will require the addition of more trains on the line. Rail passenger
journeys in the UK have more than doubled in the last 20 years (see Figure 2). Consequently, many
countries have experienced significant pressures to increase operations and safety in the industry and
increase numbers of passengers. This intensive use of the railways raises the probability of accidents,

including in stations.
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Figure 2. The total number of passenger journeys trend in the UK (in billions) (Office of Rail and Road (ORR), 2019/20.



Any increase in travellers’ quality and service requirements, the movement of trains, the flow of
passengers, maintenance tasks, human errors, changing weather conditions, human behaviour,
infrastructure, together with overlapping tracks and trains and many other sub-systems within the
station could all contribute to a massive production of data each minute. Yet, this is all beyond the
human ability to analyse and find a potential failure in real-time, and to understand correlations and
causation that can be processed quickly to support the decision-maker. Moreover, nowadays with the
COVID-19 pandemic, managing the crowd is essential for health and safety more than at any time
before. It requires huge efforts and application of technologies such as Al to support and provide safe
stations. COVID-19 is a lesson that must be learned for strategic safety plans and future improvement

in the stations.

1.3.2 The process (risk management)

There are many reasons why station risk management by experts is problematic, for example, the
experts are not available all of the time when they are needed, and they have subjective opinions.
From the beginning, it is a deliberate, time consuming process, which requires frequently updated
and costly processes. Moreover, the procedure is usually not reliable because it cannot be reproduced,
casting uncertainty over the efficacy of the decisions and the accuracy of results. Controlling risk
depends on a vast number of factors that ought to be handled consistently and in real-time. Improving
safety, security, and risk management, and implementing dynamic monitoring and prevention
systems has challenges with the present management methods. Despite the decrease in risk in some
periods or some countries, it is unlikely that a traditional way of controlling risks will identify the
sheer volume of threats and the possible relevant factors promptly. In prevailing management
systems, distribution of the workforce is based on particular career responsibilities; for instance, the
station service department and the facilities maintenance staff are generally separated. Likewise,

facilities maintenance work is divided into minor professional units (such as rail track, power supply,



communication, fare collection system, and so on). This type of separation is advantageous in the
early stages of operations. Nevertheless, processes demand greater collaboration amongst several
methods, a fast response rate, broader management regions, and a more efficient and comprehensive
management system operating in real-time with a minimum of human errors. Besides, the analysis of
the State-of-the-Art in Railway Risk Management emphasises that additional development is required
where the amount of time and expertise needed from railway managers to make decisions have been
considered. This means reflecting on making decisions, saving time and obtaining better estimates

[12].

1.4 Research contribution

More broadly, lifestyle changes and the future of the Cloud and the Internet of Things (loT) together
with smart cities are challenging the industry and require greater steps to manage risks and safety in
stations. In fact, in the railway sector, there is a variety and large volume of data sources that are not
efficiently invested in, which leads to incomprehensive risk control performance and low usage of
prediction rate for the risks [13]. Moreover, for passenger safety, monitoring, securing and decision-
making processes to achieve more cost-effective management in railway stations, future smart
stations utilising new technology such as wireless networks and development of integrated systems
have been proposed as a concept. The analysis of such wireless sensor network (WSNs) applications
has shown that such an enormous amount of data from a railway station is new and novel. This
concept requires the development of Al methods, such as ML and DL; this is crucial for the railway
industry's future and provides the motivation for this research [14]. Increasing technology
development and the complexity of the operations demand growth on the railway where currently,
extreme weather and other challenges show that the traditional risk process may no longer be
sufficient. Thus, dynamic risk management becomes an urgent need and the basis for the future of

risk management in railway stations. Also, it has been shown that the safety system in the railway has



uncertainties. These organisation issues should be amenable to effective data analysis methods (Big
Data analysis), and there are very complex events with various causes that lead to accidents [15]. In
addition, it has been advised that it is worth investing in better usage of data and to use Al applications
for analysis and predicting the future for managing the disruption and delays in the railway
[16][17][18]. Moreover, there is no deep study of such cases; for example, in China recently, research
on such topics shows no systematic risk assessment framework has been created, which has
influenced the research and expansion of risk management [19]. Accounting for all these issues
suggested that Al will be an effective tool for reducing the global impact of dynamic risks and
increasing safety levels in railway stations. All risk management issues are increased if risk
management becomes a large, time-sensitive action within critical infrastructure such as railway
stations. Moreover, from many discussions with the experts in the area operating in the railway sector,
it is remarkable that there are risks of data deficiencies and a lack of a link between the participants
who do risk assessments in different departments and safety risk factors. This leads to increased
uncertainties and costs and takes up a lot of time. Furthermore, in conventional operations, the
decision-maker or the safety managers obtain the information via a paper report which takes time for
preparation, or through emails or telephone. In fact, obtaining information in real-time or at least in
a short time is challenging, especially for complex dynamic systems such as railway stations. Thus,
applying Al in risk management will provide information more quickly and in digital form. Thus, the
Al is targeted as a solution, which can cover a variety of inputs and records from predictions in less
time and in diverse sections in real-time, as would be the case in railway stations. In this research, it
has been suggested that risk management issues can be overcome by applying Al. Utilising Al in risk
management will advance the safety, security, and performance of the operation, which will reflect
positively on the whole industry. Despite the tools or software employed in the field, which focus on

the risk register, historical recording, and reporting, the influence of Al in the risk management



process will produce the automation process, so the risk management method in the stations would
benefit greatly from automation. The number of recorded accidents in the station, an increase of the
demand, passenger lifestyle, and the movement of technology point towards the necessity for
meaningful, novel and active processes rather than a common risk management process. Currently,
any disruption or small operational error will introduce widely felt negative impacts and can attract a
great deal of public attention if the issue is not properly addressed in a timely manner. The solution
for safety and risk management with the challenges to railway station operations can only be resolved
by promoting different views and novel actions, such as implementing Al, which may be an

unavoidable phase in the development of the rail industry (see Figure 3).

Such a subject fills the gap and presents the work's originality, while the Al method in station risk
management is not applied yet. Indeed, this provides a unique novel concept to digitalising the process
and coping with future changes. Finally, Al will be used in the methodology of this research, which
aims to create a process with the ability to support complicated intellectual jobs (risk management in
the railway stations) or exceeding a human level of execution, which is indeed the most common goal

of Al.
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Transfer the process to be smart by AT @

Risk management Al Applications

Using the CNN method to
analyse the Risk Images
reports (Chapter 6)

Consuming time and dealing with massive
of data

The experts retired
The accidents in the other station are not
known immediately

Usingthe DT method to
> analyse the accidents
reports (Chapter 6)

Using the ANFIS method to
predict overcrowding risk
{Chapter7)

Hard to predict the future because of the
com plexity of the process

Difficult to connect all accidents and the
information together to make timely
decisions

P Using text mining to support
the decision {Chapter 8)

Figure 3. The benefits of applying Al to the risk management process.

1.5 Novelty of the research

The method of Al will lead to new risk management expertise inventions in railway stations. Utilising
smart technology such as Al has not yet been thoroughly examined in the literature, indicating that
this proposed research is novel. Moreover, changing the process from the conventional to the
automated, including less human intervention and capturing knowledge from one generation to the
next, is a novel development in safety science. Also, such improvement is supporting the strategic
railway plans digitalisation of the industry. However, there may be a shortage of references to support
the rationale for the study. Also, it has been shown that BDA theory in the railway has not yet been
fully integrated. The application of Al has been proven in other systems such as banking or marketing

but is not yet mature for the railways.
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Digitalisation has proven to reduce human error, as well as lowering cost in the long term and saving

time, which impacts the sustainability and resilience of the systems. This presents the importance and

novelty of the proposed application in railway stations.

Moreover, from the 10T and smart city perspectives, this method is a forward step for the future,

whereby stations are able to integrate with smart cities. Moreover, the unique value of this study

emerges in the following points:

Risk management modelling of railway stations by utilising Al technologies will advance
operational efficiency, reducing downtime, and improving detection capabilities and

increasing outcomes.

Al in railway stations will accommodate accurate and robust obstacle detection and

classification and alerts of a variety of safety threats.

The risk data with Al will analyse behaviour of the people and enhance the efficacy of the

stations, risk management process, decision-making and safe operations.

The power of Al analysis on risk history or safety data will support significant predicting

deficiencies in stations.

This technology will be expected to make the station environment smart, safer and reliable

and boost decision-making certainty.

Applying an innovative technology with the tremendous amounts of risk data and records will
enhance and develop risk management science in general and in the railway station

specifically as a critical aspect of railway management.

Al and its components have overlapped with data science and computer science. Yet, in our research,

a third horizon is adapted to risk management which is a part of safety science with the Al, which

12



contains ML as a subset of Al and DL as a subset of ML (see Figure 4). Finally, the novel application
and approach to risk analysis hopes to highlight how to prevent risk, save people’s lives and keep
railway stations a safe and secure environment. Indeed, the growth of Al in many aspects of our life
and trying to save humans from harm are motivations to apply Al in risk management in railway
stations. On this ground, this research is unprecedented and highly original. Finally, the literature

review chapter will present how this research differs from other related work.

SCIENCE

RISK MANAGAMENT

Figure 4. The components of Al overlapping with safety science.

1.6 The methodology

An integrated analysis-design approach is taken to overcome the research problem and for exploring
the research subjects. The literature is considered as a way to find the possible Al applications for
risks in railway stations research, and the findings in the field have been analysed. Moreover, the
FTA has been utilised to analyse the risk in the stations as a selected part of the system. Also, the case

studies have been conducted utilising both supervised and unsupervised learning, covering historical

13



data including pictures, numeric and textual data. The techniques that have been used include DL
with CNN, topic analytics, DT, and the ANFIS system. The methods show novelty in terms of the
selected analytics for the data sets to develop risk management. Utilising the live images from CCTV
to capture the risks in a timely manner is original and opens up the possibility of investing in image
data and swapping from passive to active systems to save lives. Moreover, controlling the crowd via
an automated process is certainly needed. It will solve many issues in the industry. Considering safety
history is great input for the Al, and this will heavily depend on the way of recording, the
documentation and investigation into the accidents, as well as the safety policies, which will make

the proposed methods very effective.

1.6.1 Machine learning

Supervised and unsupervised ML have been examined, which provide a reliable and beneficial
analysis of the history of safety records. In supervised learning, the ML uses data that is labelled
(labelled inputs), whereas in unsupervised learning, ML discovers hidden patterns with unlabelled
data sets. The applicability of the decision tree to this safety task for railway stations has been
examined. Moreover, the ML presents conceivably beneficial classifications and prediction
performances and interpretable accident details. The method illustrates the model's validity as well
as the data’s distributed analysis. It was also used to determine the relevance and significance of the
accident conditions chosen. This method has a high and reasonable prediction accuracy as well as a
high and acceptable performance. To process safety data in real-time, it is suggested that some of the
systems in railway stations be integrated and that automated data gathering be used to extract the

most valuable data from a large number of indicators.

14



1.6.2 Deep learning

Deep learning has been presented as a method for transitioning from traditional risk management to
risk management using novel mechanisms; this technique can enhance safety and security across the
entire railway industry paradigm. Deep learning in risk management has numerous advantages,

including the following [20][21]:

e To better avoid risks, a real-time ability can be gained. Many field subsystems, including
maintenance, security, traffic, doors, escalators, and passenger data, can be integrated to

produce actions that examine many elements during the operations to assure safeness.

e Machine learning can effectively integrate lessons and experiences into the learning process,

which is fundamental in the culture of safety systems (lessons learned).

e It is essential to improve the efficiency of operations in stations, which positively impacts

areas related to railway activities.

e Long-term quality improvements can be achieved by reducing the cost and time while

enhancing reliability.

e Both passenger and workforce experiences can be improved, which reflect on the overall

market image.

e Data gathering can be enhanced to more fully utilise effective connections between assets and

people.

The findings of the proposed novel model show that increasing the depth of a deep network can
improve accuracy. The use of approaches like computer vision techniques will increase risk detection,

enhance safety in railway systems, and ultimately affect the risk management process dramatically.
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1.6.3 The study arrangement and interconnection

To fulfil dynamic risk management and increase the knowledge in the railway stations, it considers
the analysis of risk factors which is beneficial for applying and exploring the methods, as well as for
reaching the objectives of the research. In this study, it explores the knowledge about Al methods,
including the literature review and the cases studies with different types of data. From the literature
and trialling of the methods, it has been shown that some applications in risk and safety are limited
and not applicable for all the process problems. Some challenges emerge because of the unavailability
of the data or because of privacy issues and the limitation of the outcomes. For a more comprehensive
understanding of the risks, the dangers have been outlined utilising the FTA. Then, the suitable
methods of the machine and deep learning are applied to the risks in the stations, and the general

phases in the plan of the research are as shown in Figure 5.

Analysing Outcomes

Fire and explosions Analysis of case studies
Slip/Trip and the future plan

Structure failure
Train derailment

L]

L]

L]

L]

L s kB N

¢ Floodin ’ application of the Al « CNN . Resuhsoffhemodellin

. Earthqugake * Selection of the tool and *  Topic model ¢ Limitations and ’
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Figure 5. The Research Development framework.

The ML and DL such as DT, also ANFIS and CNN have been applied as a unique approach to be
applied in the field and to catch the attention of researchers from subjects such as computer science
for more improvement in the future. The CNN is a fully connected neural network mainly utilised in
image analysis tasks like image recognition, object detection and segmentation. In this work the risk

of falling in the stations has been considered, to be detected from images using CNN images that have
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high dimensionality. CNN is very effective in reducing the number of parameters without reducing
the quality of models. The diverse methods cope with different datasets, including numerical data
from accidents, risk images, and text from safety history data. That variety of technology can capture
risk from multi-sources in the future, such as signals from sensors, images from cameras and text
from safety and maintenance reports, or social media. The application of Al will provide timely
support for decision-makers and improve the safety of the whole transportation system by utilising
historical or ongoing real-time data. The use of the proposed, new method can develop the extraction,

classification, prediction, and detection of risk better than humans.

1.6.4 Research datasets

The accessibility of data in many fields in an appropriate form has been accelerating and facilitates
the implementation of Al while encouraging researchers, in banking and the marketing industry, for
example. However, this is not the situation in some other fields, where the data are collected only for
statistical analysis or are not available for research. In this work, different case studies are conducted
which required exploration of a different form of data. In machine learning, numerical and categorical
variables are gathered from the real accidents that occurred in the stations and led to deaths. The
designed model is based on data collected from rail reports (RSSB) since 2002. The collected data on
accidents that have been reported and published represent a selection of 80 incidents at stations in the
UK that have been, or are subject to, an investigation by the UK’s national investigation body: the
Rail Accident Investigation Branch (RAIB) [22]. Moreover, pictures are used in deep learning, where
the input image data of passengers are used and classified into one of two classes: either ‘falling’ or
‘not falling’. The datasets are divided into separate frames with known labels (falling or not falling),
which were then used as training data for the classifier. To construct the dataset, different activities
and complex falling events from different locations were selected from many open-source sequences,

such as falls on stairs or in the gaps between the train and platform. Data are gathered consisting of
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both still frames and videos from open sources. Finding such data is challenging both because of
privacy concerns and lack of availability for many reasons, for instance, that data is deleted from data
centres periodically [20]. Additionally, in the case of text mining, the documents used as textual data
are analysed. From the RSSB, the raw data set has accidents registered in the railway stations in the
last ten years. The selected data set containing 163 of the accidents cover those incidents occurring
at rail stations between 01/01/2000 and 17/04/2020. Finally, the data are analysed and described in

the context of each case in the next chapters of the thesis.

1.7 Research achievements

The research accomplishments and outcomes achieved during the doctoral research are related to
improving risk management approaches for railway stations via Al. These achievements cover
publications (see Table 1), including peer-reviewed journals published in international conferences
and a submitted chapter, which have been integrated into the work and referenced. Moreover, during
this research period, many discussions and presentations have taken place in relation to the railway
industry and technology. The publications included cover cases studies, ML, DL, ANFIS, topic
analytics and information such as the concept, methodology, frameworks, and overview of the
context. However, some papers have been submitted but not published yet, and the rest are under
review for submission and publication later. The experts who have been reviewing the publications
appreciate the concept been proposed as a novel and forward step to improve risk management in

railway industry research.
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Table 1.List and plan of publications by the researcher.

Title Status Corresponding
chapters

Alawad, Hamad, and Sakdirat Kaewunruen. "Wireless Sensor Published | 2,4

Networks: Toward Smarter Railway Stations." Infrastructures 3, no. 3

(2018): 24.

H. Alawad, S. Kaewunruen and M. An, "Learning From Accidents: Published | 2,5,6
Machine Learning for Safety at Railway Stations," in IEEE Access,
vol. 8, pp. 633-648, 2020, doi: 10.1109/ACCESS.2019.2962072.

H. Alawad, S. Kaewunruen and M. An, "A Deep Learning Approach Published | 4,6,8
Towards Railway Safety Risk Assessment," in IEEE Access, doi:
10.1109/ACCESS.2020.2997946.

Alawad, H. A. H., Sakdirat Kaewunruen & Min An, 17 Jun 2019, Published | 3,6,8
https://research.birmingham.ac.uk/portal/en/publications/risk-
management-prediction-for-overcrowding-in-railway-stations-
utilising-adaptive-nero-fuzzy-inference-system-anfis(1dcb985c-8clb-
4fab-959f-6a82e7e34d3d).html Utilizing big data for enhancing
passenger safety in railway stations, The 4th World Multidisciplinary
Civil Engineering-Architecture-Urban Planning Symposium. 10P
Publishing Ltd.

Alawad, H. A. H., Sakdirat Kaewunruen & Min An, 17 Jun 2019, Risk | Published | 3,5,7
management prediction for overcrowding in railway stations utilising
Adaptive Nero Fuzzy Inference System (ANFIS),The 4th World
Multidisciplinary Civil Engineering-Architecture-Urban Planning
Symposium. 10OP Publishing Ltd.

Alawad, H.A. and Kaewunruen, S., 2021. 5G intelligence Published | 3,4,9
underpinning railway safety in the COVID-19 era. Frontiers in Built
Environment, 7, p.14.

Alawad, H.A.H., Codru, S. and Kaewunruen, S., 2018, May. Published | 4
Complex-system decision framework for managing risks to rail
stations at airports from terrorist threats. In Proceedings of the 5th
International Conference on Road and Rail Infrastructure, Croatia,
Zadar (pp. 17-19).

Kaewunruen, S., Alawad, H. and Cotruta, S., 2018. A decision Published | 4
framework for managing the risk of terrorist threats at rail stations
interconnected with airports. Safety, 4(3), p. 36.

Alawad, H. A. H., Sakdirat Kaewunruen & Min An, 2019, Risk Published | 3,5,7
management prediction for overcrowding in railway stations utilising
Adaptive Nero Fuzzy Inference System (ANFIS)

Alawad, H.A. and Kaewunruen, S., 2021. Kaewunruen, Sakdirat, Published | 5
Hamad Ali H. Alawad, Takashi Omura, and Motoyasu Saito.
"Machine learning aided management of motorway facilities using
single vehicle accident data." SAE International Journal of
Transportation Safety (2021)

Kaewunruen, Alawad.(2022) "Management of railway stations Submitted | 4,5
exposed to a terrorist threat." Best-Practices Handbook on Rail
Infrastructure Resilience, Elsevier, Woodhead Publishing, March 01,
2022, pp.1-210.
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1.8 Organisation of the thesis (outline)

This thesis is divided into nine chapters. The first one covers the outline and research contribution,

and the other chapters involve the following:

Chapter 2: This chapter provides a literature review for the emerging Al in the field. The review
shows the concept has not been extensively covered. It also considers the application of the method
within the scope of the railway industry.

Chapter 3: This chapter displays the formal risk management methods and tools used in the railway
industry, which often have parallels with other fields. It evaluates the new technology in risk
management approaches and traditional techniques in the rail station.

Chapter 4: This section discusses a risk analysis in a railway station via traditional fault tree analysis
(FTA), which sought to discover the causes in a top-down logical fashion based on knowledge of the
history of the accident. All possible man-made or natural calamities are covered and discussed with
analyses to set comprehensive outcomes and build a base for implementation of the proposed method.
Chapter 5: This chapter introduces the Al methods, which are proposed as a methodology in the
research for improving the risk management in the stations, including supervised and unsupervised,
and using techniques like decision tree, Neuro-fuzzy and deep learning.

Chapter 6: In this chapter, two case studies are conducted. ML covers a method for risk management
in stations using a decision tree classification for case study 1. Also, in this chapter, the DL case study
2 is applied and discussed as a subset of ML, which depends on employing non-linear algorithms to
match data.

Chapter 7: As a part of the methodology in this chapter, fuzzy combined with the neural network
(ANFIS) will be analysed as case study 3 for managing the overcrowding in the stations.

Chapter 8: The history of safety documents is often in unstructured textual form and yet, it is

essential to utilise history to enhance the process of risk management. Textual data are selected as
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input in this chapter as part of case study 4, including analysis and examination of unstructured data
and the ability to manage risks using records in text form.

Chapter 9: Finally, this chapter sums up the benefits and primary outcomes of utilising Al for
advanced risk management in railway stations, and the outcomes from all chapters, showing the
application has high performance, exciting results and reveals the unprecedented need for more

research in the future.
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CHAPTER 2: LITERATURE REVIEW

2.1 Introduction

The railway business, and particularly stations, requires effective risk management that is tailored to
its dynamic condition and covers a wide range of potential failure spots. The rising demand for
services from clients is an issue that must be factored into future railway safety enhancement.
Furthermore, the advancement of technology must be taken into account in the future development
of industry safety and risk management, which is a top priority that aims to save lives, assets, and the
environment. The technology is enhancing risk management in some fields such as banking,
marketing systems and the finance sector. In this section, possible prospective research related to
railway risk management that utilises Al technology is presented. In recent years, there has been a
growing interest in the application of Al in various fields, particularly transportation in overall and
railways in specific. A recent survey on Al in high-speed rail has been carried out, highlighting
present applications such as smart planning, intelligent control, and intelligent maintenance [23].
Many aspects in the literature have applied Al for both machine and deep learning. This includes
maintenance, control of traffic signals or infrastructure, traffic forecasting, demand predictions,
autonomous trains and driver behaviour, diagnosis of equipment, failures of railway tracks/trains,
railroad defects, energy, and the line power inspections or infrastructure etc. However, some aspects
have been excluded from the literature, as they have been seen as beyond the research scope, which
rather attempts to focus on risk management safety in railway stations. Thus, it presents only the
topics that discuss risk and safety, as well as those employing Al as a primary method because the
work related to the stations seems to be rare or limited. From this literature also, it extracts the
motivations and provides a basis for the ideas studied in the research. Therefore, the applications that

rely on the domain of the machine and deep learning are covered. Table 2 summarises the work and
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presents the methods, the type of input data source applied and the sort of implementations. All the
publications in this part were selected manually from Google Scholar and Web Of Science databases

2 ¢

using the keywords “Al”, “machine learning,” “deep learning,”, “railway,

2 ¢C

risk management,” and
“railway stations,”. The selected work was published between 2010 and 2020, but it is noticeable that
the majority of articles were published after 2017, and it is very evident that the literature emerging
from the last two years seems to suggest a continuous and rapid development. This forms a
fundamental background in understanding the work of others and builds a path of science in the field
towards an expansion of the use of Al in risk management in railway stations. The feature of learning
in Al is a significant point that leads to enhancing the safety systems. The data of the risks in the
station from the lessons learned and from the experts can be captured, which form a knowledge base
to nurture the growth of the proposed Al. This base can provide a quick update for the risk decisions
knowledge, thus supporting the decision-maker. The outcomes are updated or learned and lead to
steady improvements in the safety in the stations. The methods such as machine learning produce
results that are more reliable, intuitive, and accurate than those collected from conventional safety
evaluation approaches [24]. In the next parts of this analysis, the literature has been divided into

subsections (ML, DL, BD) for a more focused exposition.
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Table 2. Reviewed and summarized literature.

Al Technics Input Data Field of railway Comments
Methods | (algorithm)
DM [25] ANN, NB, DT | Train derailment | Train traffic accidents | Computer
and GA incidents Engineering
Science drives the
research
BD [26] PCA Air pollutants | Health and safety BDA
accumulated in the
system
DM [27] Apriori Log-data of Metro | Rail operations safety | Data mining
Algorithm faults operations
DAE [28] PSO Railway traffic | Traffic accident | Unsupervised deep
accidents recorded at | safety classification Learning neural
Shenyang Railway network
Bureaus, Guangzhou
Railway Corporation,
and Nanchang Railway
Bureau from 1999 to
2013
DL [13] LSTM Scenario-risk-accident | To evaluate the risk | Integrating the
chain ontology (SRAC) | source-level based | Knowledge data
on a context and expert rules,
two ontologies
conducted
DM [29] ARA From 1954 to 2014, | Train accidents Data mining for
data of train accidents analysing
that occurred in China characteristics of
train accidents
DM [30] GRI, Apriori | Rail accidents from | Train accidents, | Accident analysis
and 1996 to 2005 in Iran analysing 6500 | for development
CARMA. accidents regulations and
association rules
BD [31] | VA, graph | On train data | Data collected from | Big Data  Risk
[32] [33] | databases recorders (OTDR) from | trains (On Train Data | Analysis (BDRA)
[13][34] model, railways in Britain Recording  (OTDR),
ontology- signalling location),
based and Close calls, and
NLP accident reports
DM [35] LDA, RF and | Accidents from 2001 | Rail accident reports | Text mining
GB t0 2012, in the U.S.
natural (M-CNN) and | 183 Chinese railway | Railway accident | Text mining  and
language (CRF) accidents reports analysis tools for
process extracting accident
(NLP)[36] risk factors
BD [37] DCNN and Bl | Records from video | Railway Track Analysing a type of

cameras

rail surface defect
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HMM [38] | HMM Experimentally real | Video-Analysis and | Detecting Hazard
Scenarios Tracking moving | at Level Crossings
objects for Railway—Road
Safety
DL[39] SAE-CNN Bolts images from a | Train safety Automated visual
moving freight train inspection of train
parts
BD [40] R-CNN (CCTV) cameras can be | Trespassing Al-Aided
found throughout | Detection Automated
railroad yards, bridges, Detection of
grade crossings, and Railroad
stations Trespassing
ML[41] NLP Investigation reports | The correlation | Classification and
of railway accidents in | between causes and | prediction
the UK failures
ML[42] Ensemble Data from Centralized | Recognising risk | Early detection of
methods Traffic Control (CTC) | factors for railway | point machines
utilizing and  meteorological | point machine failure | failure
decision trees | data, from 373-point
machines
Al [43] SCG 10,778 incident crime | Crime accidents | Analyse the crime
from the system of the | analysis incidents using
Chicago Police spatial clustering
Department for methods
January of 2013
Aland ML | KA, DT &CBR | Case and examples for | Experience feedback | Software Error
[44][45] explanation from rail systems Effect Analysis
(SEEA)
ML and Forest of | Moscow Railway | Railway monitoring | Automated
DM [46] decision trees | network-From library | systems intelligent ranking
and gradient | and a database of of incidents
boosting historical incidents
DL[47] CNN Cameras on the top of | An object and crack | Automatic  visual
an inspection train at | detection for | inspection in the
night-time in China catenary system | catenary systems
maintenance and | of high-speed
safety railways
DL[48] CNN Images from a device | Online template | Fastener
located under a | matching-based inspection system
diagnostic train from | classification method | (VFIS) for Defective
seven real railway lines | for detection Railway Fasteners
ML[49] BN Level crossing | Level crossing safety | Risk analysis for
accidents in France collision accidents
from 1974 to 2014
ML [50] MLMVN Time series data Feedforward NNs, for | Predicting the level

reliability
degradation
prediction

and

of degradation of
railway track
turnouts
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2.2 Machine learning (ML) literature

The literature is presented but only that which met certain criteria has been included. The conditions

that have been considered in the selected literature are:

e The authenticity of the publication

e Written in English

e Within the last 10 years period

e Utilising Al (ML, DL) for safety and risk management.

e The context is situated within the railway sector (see Figure 6).

The time period of literature

13
-

[2010, 2012.6] (2012.6, 2015.2]  (2015.2,2017.8] (2017.8, 2020.4]

Figure 6. The increase in literature in the last decade.

To enhance safety, ML is suggested in the field as a tool fed by live and past data of safety in the
railway to minimize the risks and get a further understanding of the situation and, to analyse
relationships and predict railway accidents in the future. This enhances a fundamental safety

principle, which is that lessons must be learned.

From a recent structured review, the classical engineering risk assessment has been improved and

changed as Al methods are beginning to assist and promote the outcomes [51]. Many accident data
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have been used in the literature, such as traffic and train accidents [28] [29], derailment accidents
[25], as well as the faults and near miss incidents [27]. From this review, the spreading of methods is
noted, where some scholars utilise terms such as data mining [29] [30], deep mining [27] and BD
[31][32][26]. A Big Data perspective has been adopted to explore and flag up the method for risk
analysis, and three accidents have been analysed. Even though the study only investigates three
accidents via expert judgment ratings and proposing a framework for the BD, the investigation proves
that BD is a potential methodology for safety and risk analytics [15]. Moreover, the uses of risk
management or assessment are interrelated with the safety field and create varied contexts since a
lack of descriptions and standards terms are used, requiring thus a strong unifying scientific platform
[52] [53]. Unsupervised ML has been proposed, and four classifications of railway traffic accidents
have been used (extremely serious, serious, large, and general). The indexes of the death toll, the
number of serious injuries, and the direct economic loss were selected as the main indexes for accident
ranking [28]. From a data mining view, for railway derailment accident classification algorithms of
Artificial Neural Networks, Naive Bays, and Decision Tree as an ensemble combination are proposed
[25]. For predicting accident severity, an ensemble Text Mining methods model (Latent Dirichlet
Allocation (LDA)) has been devised for the rail accident reports to analyse the factors contributing to
rail accidents [35]. Association rule analysis (ARA) has further been applied to understand the
features of train accidents in China from 1954 to 2014. This data mining shows that human error is
the most frequent cause of accidents as there are more losses from collisions than derailment.
Similarly, other results show the season of summer forms a peak of accidents and that the collision
accidents lead to more fatalities than derailment [29]. Moreover, with the same method of Association
rule, data mining has been applied for train accidents from 1996 to 2005 on the Iranian Railway to
identify patterns of accident causes and development of safety regulations [30]. To determine the risk

in the metro operations, deep mining (Apriori algorithm) has been proposed for the fault incidents,
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looking at near misses from the Metro Dispatch log, which covers many of the rail operations’
abnormal conditions such as vehicles, power supply, communication, maintenance failure and so on
[27]. Some scholars were trying to improve the traditional method of risk management with the means
of machine learning but had not emphasised machine learning as a method as it was thought that the
current risk assessment process could not guarantee systematic and comprehensive consequences.
For instance, to cope with the restrictions of subjectivity in the data and to obtain reliable real-time
risk and independence of the variables in decision-making operations, decision trees with fuzzy

analysis have been proposed to enhance urban rail network safety [54].

The search is growing with time and there is an emphasis on trying to apply new technology in general
for safety in combination with Al solutions. This combines computer and data science together with

safety and risk sciences, even though they have not yet been proven as effective on a large scale.

2.3 Deep learning (DL) literature

Deep learning (DL) has been proposed as a tool for risk management in railway stations as machine
learning in Al. Consequently, in this section, we'll come across various applications that make use of
visual data from a variety of sources. Face recognition is becoming an essential part of computer
vision. It has a wide range of applications in self-driving cars, health care, medical imaging,
automation in manufacturing, video surveillance, robotics, and homecare technologies, to name a
few. Improvements in IT have enabled vision sensors to be installed in railway environments. For
example, CCTV cameras are widely used and rely on numerous camera sensors; these cameras are
intended to avoid and manage safety and accidents in railway environments. Moreover, CNN
applications offer improvement and satisfy results dramatically. Due to their high performance and
promising results, convolutional neural networks (CNNs) have been utilised in visual computing in
many studies, such as crack detections [55][56], and for floor area detection [57]. Additionally,

computer vision has been analysed for use in autonomous emergency train stops [58]. Of the many
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applications that have been applied to CNN, it presents those that are specifically related to railways.
Such studies have been widely reported in the recent literature and use many data sources; they cover
management, maintenance, safety and operations [21]. Image-processing approaches for
implementing automatic detection have been suggested for monitoring railway infrastructure [37].
Moreover, learning machine algorithms can estimate the exact abnormalities by monitoring rail tracks
[59] to perform a risk assessment of rail failure [37], diagnose track circuit faults [60], and provide
information for decision support based on big data analysis [61]. For automated risk assessment and
detection from the video for analysis of the rail surface defect, deep leering has been applied by a
deep convolutional neural network (DCNN) model for image processing [37]. The length of the
squats was inputted into the model from the rail tracks of the Dutch railway network and the growth
of squats was studied to estimate the risk of failure. Also, from object detection and separation, a real-
time Hidden Markov Model (HMM) is used at level crossings by applying a surveillance system
coupled with communication systems for safety and security. The model aimed to detect and evaluate
abnormal conditions such as people, drivers, and unattended objects at level crossing surroundings
[38]. Moreover, for level crossing safety, a Bayesian network model was conducted with an automatic
learning approach for predicting accident occurrences in France, which is shown as a useful risk in
reasoning analysis to prevent level crossing accidents [49]. Moreover, for railway crossings, risk area
detection image pre-processing and linear regression have been applied and have been found to be an
effective and corrective method to detect the risk [62]. Also, in the U.S., for a live alert and detection
of trespassing and grade-crossing collisions on the railroad, Big Video Data have been used from
Closed-circuit television (CCTV) cameras. The Mask R-CNN algorithm has been implemented to
recognise and understand such risks in real-time, which proved to automatically differentiate between
types of trespassers, as well as compiling BD and mitigating the risk [40]. For detecting obstacles on

the track, utilising deep neural network technology for comparing input and reference data to train
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frontal view camera pictures was proposed in addition to obstacle detection from a train frontal view
camera [63]. Moreover, for train safety and to increase the inspection accuracy, deep learning is
proposed, including combining supervised and unsupervised learning using the image for recognition
of the key parts and bolts positioning. Furthermore, the plate bolts in a moving freight train are used
as a case to identify target parts during the inspection of railway locomotives [39]. For railway
passenger safety of Seoul Metro, vision-based object detection algorithms were conducted with stereo
and thermal cameras [64][65]. This experiment of vision-based object detection since 2008 has been
summarised in conferences and did not present the deep learning method or ability to train clearly,
which shows how the process has changed within the last decade, including the sensor and chips
technology. In communication-based train control systems (CBTCs) deep-learning has been
conducted to predict safety risks [66]. The CNN structure can be used to estimate crowd density at
railway stations [67]. From the security side, the method has been used for detecting violent crowd
flows [68], and identifying tools such as knives, guns and explosives that are wielded by attackers
[69]. The related work from DL literature covers many aspects related to the railway in general and
not only the stations, as well as being built from many perspectives. For instance, the view of rail
track operation and maintenance is considered, in addition to trains and infrastructure, catenary,
overhead and power systems, and other assets aiming to detect failures and/or obstacles. Even so, it
have excluded much of the literature that is not related to risk and safety even though the literature
that covers the railway stations specifically is very limited. However, some work that can be applied
in the station has been mentioned and briefly summarised. A railway system contains a wealth of
data, and visual processing technology can play an essential role in the industry's future. However,
the data collection seems a barrier for the researchers. The rail track, infrastructure and trains have
been explored utilising the deep learning from many aspects including operations, security, and

maintenance. Most of the studies using deep learning consider the machines and devices, objects and
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failures but the behaviour analysis studies have not been covered. Despite the importance of these
components in the railway system, the station safety and the risk management have not been
researched to the same extent in the industry. This apparent lack of research shows the need for a full
framework to capture the dispersion and guide the future implementation of DL in the industry.
Technology such as computer vision will play an essential role in railway system networks and
provide practical methods to solve various problems. The wide distances and long tracks in many
parts of the world with the growth in complexity provide maintenance and safety, security, and quality
concerns. Furthermore, there are cost, schedule, constraints, and reliability, weather issues. Even
though the deep learning algorithms have remarkably improved the performance of many fields such
as visual recognition and autonomous systems, the concept of deep learning seems to still be growing
in the railway industry. For such a method with the videos and image data, it needs a redesign of the
subsystems concerning the targeted coverage and the requirements for gathering and analysing such

data, which may pose a challenge in the short term.

2.4 Big data and railway

In this section, the BD is the focus, including related programs that have been applied in the railway.
BD or BDA, data mining, deep mining, and data analytics which are all focused on the data are terms
derived from computer science. However, there is a global shortage of comprehensive databases for
risks and accidents in the railway stations. Moreover, it is clear that frameworks and reviews of BDA
methods and IoT have not yet been implemented in many railway-related enterprises. loT and Big
Data analytics (IoT BDA) are still in their beginning stages [70]. Likewise, within the IT structure of
rail organisations, BD technologies are also still in their infancy [71]. Furthermore, to provide a
comprehensive overview of BDA in railway transportation, a review has been done, including
operations, maintenance and safety. It has been found that the employment of Al in the railway sector

is an emerging field of study. There is a need for improving the risk process in a real-time manner
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[72][51] which forms strong evidence of the knowledge that catalyses this research. On the other
hand, in terms of BD and databases, there are no professional incident databases in many operational
railway stations, if at all. Some works of literature have been showing a move forward into
digitalisation, for example, in safety management in the Shanghai metro. The metro operation
incident database (MOID) has been presented as a qualitative tool for risk assessment and promoting
the safety management level [73]. Such a data centre is the first step in the digitalising concept, which
contains details of all incidents that have occurred in the metro operation. However, it can be
improved to be associated with gathering risk data in real-time and then utilising Al methods for
analytical predictions and monitoring ongoing learning. The BD methods are still not mature yet in
the railway field; however, in the near future, there is expected to be a boom in both quality and
quantity of data. That will reflect on developing industry-specific huge data analytics methods to
make use of the available information and literature for many aspects such as safety, efficiency,
decision-making and quality [74]. The BD research often discusses the characteristics of the data
(volume, variety, velocity, and veracity) including storage, gathering and extraction tools from
sources [75]. Aiming to consider the process of Al, considering ML and DL are a subfield of
Computer Science and Al. This gives computers the ability to learn one step ahead of BD, even
though they intersect with each other, and both have challenges and need further research [76]. Still,
it is beyond the scope of this research. In particular, it provides a smart safety system via advancing
risk management in the railway stations from a safety perspective, not developing the Al or the
technology itself. In the context of BD techniques, Natural Language Processing (NLP) for text-
based railway incident reports, visual analytics and BDA have been used for safety and risk
management in the Big Data Risk Analysis (BDRA) programme in the UK [31][32][77]. Moreover,
for visualisation tools, a Visual-Analytics System on a geographical map for Railway Safety

Management has been created using data analytics to classify incidents (related to run-overs) risk
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index along railway lines [78]. The safety performance of Britain’s railway has improved
dramatically over the last 50 years. However, BDRA program aims to improve it further as an
improvement program to risk analysis and safety management led by the Institute of Railway
Research, RSSB and the University of Huddersfield. It is based on the BD relevant to safety data as
a new approach process aimed at moving from proactive to reactive based on the technology of data
analytics, automating, decision support and of an integrated approach to safety and risk assessment.
A part of the program (SMI1S+) cloud-based on-line system which aims to modernise safety-reporting
capabilities has been implemented in close calls, where it has been actively in use by Network Rail
and train operating companies. The program in this phase focuses on the close call system and the
reporting method via extracting the knowledge in a smart way in real-time, which presents the ability
of Al application in safety and risk management. The question raised here is whether all risks can be
reported, and whether recorded data can be fully explored. A further future critical step is to design
an active system able to capture risks without any human intervention. Yet, it cannot see the whole
image for the program because it has not been completed as the published work announced has only
implemented Phase 1. No doubt that the use of such data will be beneficial for safety and decision-
making. Likewise, this is one of the strong points of this research on the same program which extracts
safety lessons and identifies safety-related information more quickly and efficiently, through a visual
text analysis of calls records [33] and from multi-lingual text sources [79]. Also, to assess the risk of
the trains that pass a red signal without authorisation (SPAD), the graph database was used with the
BD technique method applied to a case study integrating multiple data sources [34]. Further, and
relating to the sources of the text and analysis, NLP has been used for analysing railway investigation
incident reports in the UK, to explore the relationships between causes and failures in accidents
[41][80]. Another project in France aimed to develop methods which are assigned to IFSTTAR

(French institute of science and technology for transport, development, and networks) by the state to
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boost conventional safety analysis, and for developing evaluation techniques. So, Al has been
proposed from the point of safety analysis and evaluates the files of the safety of guided transportation
systems, tools and methods. Safety files include analysing outcomes of the safety history of accidents,
which can be used for assistance to experts, applying knowledge acquisition, generating new
scenarios and automatic learning methods [44][45]. Moreover, to improve security and aim to
improve the quality of public transportation services, the ANN has been used to predict the high crime
risk locations such as bus stops, and rail station locations [43]. Also, in the subway and from indoor
air pollutants data for health risk assessment, a principal component analysis (PCA) as a BD method
has been utilised to capture the dynamics and periodicity, and to detect the abnormal faults and ensure
indoor air quality. In this part, it presents the literature from the BD view and the related programs

and at the end of this chapter, some perspectives on this will be offered.

2.5 Al and risk management framework implementations in the railway station

The application of Al in risk management saves time and money with the ability of learning.
Moreover, such advanced analysing captures the hidden patterns in the data, for instance, it can
understand which time or season specifically has a high frequency of specific types of accidents with
any associated factors. The method can provide more than a learning of lessons; for example, it is
possible to gain some rules or conditions to enhance the risk management and safety system. Despite
the fact that the Al in risk management in the railway industry is not fully mature, from the review of

the literature, it is clear that train accidents and track data have been studied to some extent.

However, even though some of the studies have been published in risk and safety-focused journals,
there are limitations associated with the adoption of machine learning in risk assessment in the
railway. The trains, their components, tracks, signalling, and traffic still need intensive study. Some
causes lead to the delay of implementation such as a shortage in fully applied research (complete

picture), the lack of skills and lack of realisation of the applications. Also, another notable limitation
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of the literature is the inability to collect and process massive data and security issues [81]. In addition,
some research has developed a system for adding more passengers and more cars on the tracks;
however, the stations do not meet these capacities. Others, from the perspective of operations,
maintenance, and safety, have improved the track and trains and linked the subsystems, but the
stations do not offer the same level of protection. In addition, some types of accidents in critical points
of the system, such as the stations, have not yet been covered. Moreover, study of the risks in all the
sub-systems is essential to provide the attributes which are needed to come up with integrated risk
management for providing data-driven input. One example is that railway crossings as a risk area are
identified in many of the studies, which support the need to conduct more experiments and research
on the accessibility aspects. Also, accident reports data are available providing accessible in-text
analysis and natural language processing (NLP) as a subset of linguistics, computer science, and Al
are concerned with the interactions between computers and the human language. Even though they
do not cover the whole system and all accidents in the system reflect the original issue of a lack of
data. However, the diversity of languages still opens the gate to study from the researchers. Generally,
previous studies have been concerned with the accidents’ cause, related roots, emergencies,
maintenance, simulations, and traditional analysis in many parts of the system. In contrast, it mainly
focused on risk management in railway stations using advanced methods (Al). It might be said that it
is only a matter of time before new technology is applied in this field and many others. Yet many
studies are utilising the method as an advanced analytical tool but forgetting the ability of training
that the Al has. Consequently, the Al method suggested in this research to overcome some of the
weaknesses in the field fills the gap and presents the power of the Al for managing risk in railway
stations. The application of Al in risk management goes further than advanced data analysis to form
part of a smart system that can learn and be trusted as a timely support for decision-makers and as a

predictor tool for risks [14].
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2.5.1 Smart railway stations

The trend of new technology and application of the smart methods of (Al) seems to be leading the
science, including risk management, smart mobility, smart cities, infrastructure, and safety science in
the railway industry. Thus, it is possible that the concept of intelligence also applies to railway stations

(Figure 7) [14].
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Figure 7. The concept of turning smart city technology into smart train stations [14].

Smart systems, along with smart cities and smart transport, will gain from railway station innovation,
data businesses, and services. As more devices join the growing lIoT and cloud, the railway industry
will have much more incentive to benefits from the advantages of data. Even though the railway
sector has unparalleled data owing to BD which can be gathered from the Internet of things, CCTV,
ticketing, passengers, the progress may be slower than expected without the technology to turn it into
meaningful information. The employment of cloud resources can be integrated with innovative
technologies such as Al and smart train stations, both of which are part of the future smart city. For
illustration, a standard for Smart cities (PAS 182:2014) defines some concepts (such as location,
monitoring, metric, and so on) to try to define a collective system for linking data across organisations

in a city, where a city can link a concerted identifiers set for a type of entity, and different

36



organisations can share information about it, such as accidents or faults in railway stations. Figure 8
illustrates some of the expected potential service technologies being developed for all railway

stakeholders [82][83].
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Figure 8. In railway stations, the smart city concept model (SCCM) has the potential to be beneficial and applicable [14].

2.6 Outcomes and discussions

For public and commercial transportation, the future research directions and the applications of
operational management are real-time data processing tools and will be in higher demand, which
deserves more in-depth explorations [84]. Digital is the trend for transportation, including railways
in the UK for instance, a strategy has been set out for modernisation and digitization in the next 15
years [85]. Yet, the digitization needs more time, research, investment, and employee skills to be a
product in railway safety. A significant change must be made in railway safety for continuing
improvement. As a new model, the modern socio-technological approach will offer railway
stakeholders unprecedented scope, including excellent protection, satisfaction of workers and clients,
better reliability, better efficiency, and less waste [86]. The automotive, marketing, business and
financial industries are applying the Al for risk assessment, and all exceed railway fields. The
application of Al has a variety of perspectives for risk management in the literature, including records,

real scenarios, simulation or review and proposed frameworks. Different format of inputs to train the
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Al models input have been seen such as textual data, sensor data, numerical data and video data etc.
Also, this data input ranges from real-time data gathering to historical data or both. The data are an
essential part of the Al research; in some cases, the analysis is data-driven. As railway stations are
crowded areas, they are thus a challenge for safety and security, so efforts do not fall exclusively to
the state or the stakeholders, but rather relate to the other factors including researchers and
investments. The stations have characteristics such as being crowded and complicated, and may have
weak management systems and so on. Many systems are located in the stations, with an open
structure, which add to the complexity of the railway stations. The control and prevention, and the
prediction of unexpected events in the stations are so critical that the new technology needs to be used
more frequently and explored with intensive research. Therefore, the railway station will be selected
to find suggestions for improvement and employment of technology and to design a framework for
risk management. This review has shown that extensive data from the railway industry can be utilised
to set up the new technology such as Al. Also, the literature shows there are distinct usages of the
terms driven from factors such as the overlapping between safety, computers, and other engineering
sciences, as well as the aims and perspectives of the researchers and the shortage of standards. In the
next parts, it lists the main points obtained from the literature review that add to the argument for

using Al in risk management in railway stations and supporting such a research methodology.

e The increasing use of loT will reflect on the process of gathering data and benefits the risk
inputs; it has been shown that the 10T offers practicability and effectiveness to intelligently
realize early-warning risks such as risks of crowds [87].

e Al applications move and integrate with the development of smart systems such as smart
cities, stations, smart or digital safety control systems and the concept of intelligent lives or

autonomous vehicles systems.
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There has been a considerable rise in recent years and a great deal of development in the
computer processors and sensors technology, applications, and reduction in the costs, which
must be employed for protection in the railway stations.

The conventional methods of risk assessment are not perfect for real-time outcomes and do
not meet the dynamic conditions of hazards.

The traditional safety analysis methods are inadequate for complex causal factor analysis and
for predictions.

There is a limitation in reviewing the Al applications in risk management, which enhance
more intensive study and increase the importance of such research.

There is the need for a system that can cope with a long history of accidents and prompt the
safety authority to learn from each accident and to be updated in a timely manner with all
previous accidents.

The managers or railway safety officials require a tool that can estimate the failure risk on an
earlier phase (risk early-warning), which provides time for actions and reduces the
consequences as much as possible.

Recently, the Advanced sensor network techniques and the passengers or workforce have
smart gadgets that allow for collection of large amounts of data, so it is efficient to be used as
input for Al models.

There is a necessity for systems that can automate the process, discover accident
characteristics and provide safety authority cognitive lessons with less human subjectivity and
intervention.

Provide a decrease in the direct and indirect costs from accidents in the railway industry.
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In complex situations, the decision-maker may have many inputs or indicators, but they do
not easily obtain a result from them, so the prediction is necessary for assistance in such cases
to provide decision encouragement.

The monitoring systems such as CCTV need some amelioration to be efficient, provide online
(timely) monitoring support for safety and security controls from different locations, and act
and warn in unwanted events rather than being a passive recording system.

In unwanted events, it is significant to provide quick, timely information from the operations
for condition assessments and any incident/accident investigations.

The needs of a robust system can inspect, detect, and locate the critical failures in all the
subsystems, static or moving, and to ensure safety and security railway operations with low
human intervention.

The rise of autonomous transport system research and implementation requires smart sub-
systems such as risk management safety systems for the integration process.

There is a demand for tools to aid the experts who face some difficulties in reasoning and to
explain the risks in the large organisations and avoid any possibilities of assessments that are
either above or below reality as well as avoiding an incomplete or inconsistent view and any
other uncertainties.

Techniques are needed that can assist in transferring the experts’ knowledge from one
generation to others and allowing participants the risk analysis nationally or internationally in
quick time.

There is a need to integrate the varied data associated in risk sources with risk knowledge
reasoning to obtain timely, precise results.

There is a need for technology to help safety experts for evaluation, and for analysing

historical data which are complicated for the human mind to summarise and remember.
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e The traditional risk assessment static methods such as FTA, FMEA, etc. often have
uncertainty and inadequate outcomes, so improving risk management is needed.

e The current inspection systems need to be developed to be more accurate, with less human
intervention and effort, something which can be provided by the automated risk management
approach.

e Looking for methods to avoid delays in operations and disruptions in the system, with high
productivity and reliability, that prevents accidents and gather data from multiple sources in

real-time.

Furthermore, the projects or research associated with the governments or safety organisations have
some similarities. These works seem to be in a closed loop, where the usual outcomes of the project
reference the previous works and do not compare the study with other research in the same field. Both
BDRA and IFSTTAR programs do not have clear time plans. However, they have the primary raw
material, which is the data, and that must give them an advantage in such a research area. Other
projects that have been reviewed in the literature do not cover the risk management, which are more
generalised for the whole railway system and have views from the data domain, like standardisation
and aspects related to reasoning and ontology, such as the reasoning in the Web with Rules and
Semantics Project (REWERSE) [88][89]. Likewise, for an ontology and railway data model, there is
also the Intelligent Integration of Railway Systems (InteGRail) project [90]. To determine whether
the data are large or not, it depends on the available size and of course, that depends on the time and
region of interest for the analysis. The programs such as BDRA and IFSTTAR have access to most
of the stations in the country, which gives them the priority for applying Al with the accepted size of
data. Also, the outcomes of such programs are shown as an entirely unclear base where they were

using their software and appear incomplete because the projects are still in progress.
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In IFSTTAR programs, they are focused more on using Al as an expert system (Knowledgebase
system) and for knowledge acquisition research about the safety as well as for classifying and
recording the events of historical scenarios. The track, trains, power, and communications safety have
been considered by the scholars and many improvements have been made. Yet, the stations as a point
of the system did not get the attention they deserve, even though all passengers begin and end their
journey at a station. The station must comply with the full system capacity; it cannot add more trains
on the track with no consideration of the stations' safety. Stations are not only a connector to trains,
but also a place where the community can stay and meet each other, delivering goods and in many
cases, they are critical areas for connecting with other public transportation of the cities. These
stations, with complex functions and structure, must take forward steps to benefit from the technology
in order to become safer. Finally, the data science concepts methodology is overwhelming the other
methods even though the many learning benefits from the Al in the railway are yet to be realised.
Thus, it fills the gap and boost the potential of utilising Al to create a machine that can self-learn risk
management in the railway stations and overcome some of the key challenges in the industry. In other
words, from the literature, it is clear that what is not known about using Al in the risk management

of the railway stations is more than what is known, hence the real need for this research.

2.7 Summary

Targeting the station achieves two goals in this work: first, it emphasizes the important role of this
element of the system, which has been overlooked in earlier studies, resulting in a knowledge gap;
and second, it offers a unique search. Furthermore, the proposed Al in risk management contributes
to innovative research and adds to the fields of scientific knowledge. The chapter reviews the
literature related to previous applications of Al to railway risk management for improving railway
safety, such as ML, DL, BD, and smart stations but the literature is limited. The review highlights

some overlap between the sciences and the variety of terms used in such methods of Al. It also
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displays a lack of research and data in applying Al in the railway stations, which therefore forms part
of the motivation for this study. The rail risk management is not yet intelligent or proactive, and
requires intensive research. The literature also emphasises the importance of chosen railway stations
to be studied, as a critical part of the system which has not been probed in the literature. Besides,
clearly, the concept of transferring risk management to a smart format in the station is totally
innovative, and the research will highlight and contribute to this concept. Moreover, the power of
learning that Al have can benefit the risk management process for safety systems. Finally, the
decision-maker, the dynamic risk, the complexity of the stations, and all the related uncertainties are
issues that could be solved using Al as an appropriate tool to develop the performance of the whole
process. When selecting the literature one criterion considered was the authenticity of journal articles
and conferences. Also, the literature had to be written in English and written in the last decade. The
work had to use Al (ML, DL) for safety and risk management and be situated within the railway
sector as well as covering possible related literature that mentions the ML or related terms such as

self-learning and in safety railway and risk management.
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CHAPTER 3 RAILWAY AND RISK

MANAGEMENT

3.1 Introduction

Managing risk is a universal requirement, and the railway, as a high-hazard industry, is not exempt
as "risk is the effect of the uncertainty on objectives ", so the operational risk management in the
station needs to be reliable against the uncertainties, and effective to capture risks (ISO 31000). The
risk management methods in the railway industry differ from country to country, depending on the
local regulations, methods used, size of the system and the operator, yet they share the same goal.
Type of experience, human factors, culture, system modernisation, standards, and available funds are
factors that play an essential role in managing risk. Risk management is a key component in the
operations of each organisation, including general transport systems and railway stations specifically.
Risk management is scattered in many fields, and the techniques are the same, yet many software and
tools have been used. The attention from many and different areas of the Risk Management Process
has shown the dissimilar but converging meaning [91]. The point of view also differs; for instance,
the risk can be positive in project management. The methods start from a superficial level, such as
the daily life risk management to the complex risk management in the mega projects. Similarly, risk
management in the stations differs from the small to the extremely large stations. Hazards within
railway stations may cause serious harm, not only to passengers or employees but also to the public,
the business reputation as well as having social or political impact. These risks must be managed to
mitigate the consequences and reduce the possibility of accidents, and the industry stakeholders are
obliged to carry out risk management to minimise the risk to an acceptable level. This role is

recommended by legislation, stockholders, government, passengers, workers, and the public. For
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instance, for railway transportation, the EU and national regulations require a reliable system for
decision support based on risk management to facilitate complex support and enable the exchange of
experience to develop a common knowledge. Currently, however, this ideal has not been fully
achieved and in the whole industry accidents are still occurring and different organisations are using
very different styles for risk management. Thus, the railway market needs to develop its current risk
management systems and provide a system able to aid the risk management, support data sharing and
able to use a knowledge base and expertise [92] [93]. Many methods and tools have been applied in
risk management, yet a number of fatalities or injuries are still recorded. Moreover, the risk level
estimation process has been shown to have a gap regarding the decision support and safety or security
measures decreasing identified risk [94]. It has been observed that in traditional risk assessment, some
shortcomings have led to poor decisions in response to threats, such as managers being unable to
differentiate appropriately between small and large risks. This chapter provides an analysis of current
practices used to manage risk processes. Possible gaps within these popular practices are recognised,
and research directions are proposed as a way to organise and improve the process. Accidents in
stations and elsewhere can be perceived as unexpected/unwanted circumstances, resulting from an
unmitigated risk or unidentified hazards. Such hazards are uncertain events or physical substances
that might cause harm to people, assets, or processes, whilst risks are classified as the result of the
probability and severity of risks occurring. This chapter includes considerations about managing risks

and the components of the risk management processes.

3.2 Risk management process

In the common mandatory European risk management process for the rail industry, risk management
is defined as “the systematic application of management policies, procedures and practices to the
tasks of analysing, evaluating and controlling risks ” (Commission Implementing Regulation (EU)

402/2013)[93].Moreover, the Institute of Risk Management (IRM) states that “risk management
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should be a continuous and developing process” and should be able to address all the risks of past,

present and future.

Definitions suggest that developing process and risk assessment involves a systematic process, using
the past data and addressing, controlling, the risk in the future, which supports the view taken in this
research. The risk management process is carried out via risk and safety managers and the employees
on the railway organizations as a vital part of public transportation strategy and a part of the critical
national infrastructure in modern life, including the stations, which is critical infrastructure, also in
many cities around the world. This process aims to keep the risk at an acceptable level and to identify
events, or potential events, which could impact the fulfilment of the organization’s objectives. So, it
IS obvious to recognize risk management as a necessary process in railway transportation operations
[92][94]. In the railway operations, incidents or threats to safety which can take place are a waste of
resources, and their impact extends to the sustainability, quality and time, so eliminating this waste
means avoiding those activities through risk management [95]. The general principles applicable to
the risk management process in commissioning the implementation of regulations (EU) informed that
the risk management process should start from a definition of the system under assessment [93]. Thus,
there are Foundations or Key Terms of the Safety Risk Assessment, such as the Hazard, Risk, and
risk mitigation. Sundry definitions for risk terms exist due to its wide application in many disciplines

(see Table 3 below) [91-96].
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Table 3. Selected Examples show terms and definitions from different resources [96][97]1[98]{99][100][101].

Terms Description Sources
Hazard “The real or potential condition that can lead to: FTA
*Injury, illness, or death for passenger, public and employees.
*Damage to or loss of infrastructure (facilities), equipment,
subsystems; or to the environment’’.
“A risk source where the potential consequences are related to | SRA
harm.”’
“Anything with the potential to cause injury or ill health.”’ H&SA
Risk “Risk is the consequence of the activity and associated uncertainties | SRA
or the possibility of an unfortunate occurrence.”’
“The possibility of something bad happening.”’ Cambridge
Dictionary
“The effect of uncertainty on objectives.” ISO 31000:
(2018)
“Combination of the probability of occurrence of harm and the | BS EN
severity of that harm.”’ 16704-
1:2016
“The chance that someone will be harmed by the hazard.”’ H&SA
Risk analysis | “Risk analysis is a process that is used to understand the nature, | ISO 31000
sources, and causes of the risks that you have identified and to | (2018)
estimate the level of
Risk. >’
“A systematic process to comprehend the nature of risk and to | SRA
express the risk, with the available knowledge, which is often also
understood in a broader way to include risk assessment, risk
characterization, risk communication, risk management, and policy
relating to risk, in the context of risks of concern to individuals, to
public and private sector organizations, and to society at a local,
regional, national, or global level.”
Consequence | “The outcome of an event affecting objectives can be specific or | ISO 31000
uncertain and can have positive or negative direct or indirect effects | (2018)
on goals, can be expressed qualitatively or quantitatively, and can
escalate through cascading and cumulative impact.”’
Risk A process that is made up of three separate processes: ISO 31000
assessment e Risk identification, (2018)
e Risk Analysis, and Risk evaluation
“An overall process is comprising a risk analysis and a risk | BS EN
evaluation” (ISO/IEC Guide 51:2014). 16704-
1:2016
“A structured approach to assess risks associated with the | RSD
maintenance of vehicles, including those directly arising from | 2016/798
operational processes and the activities of other organisations or
persons, and to identify the appropriate risk control measures.”’
Accident “The unplanned, uncontrolled event giving rise to death, ill health, | BS EN
injury or other loss to persons or damage to the material.” 16704-
1:2016
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https://dictionary.cambridge.org/dictionary/english/possibility
https://dictionary.cambridge.org/dictionary/english/bad
https://dictionary.cambridge.org/dictionary/english/happening

Risk “Systematic application of management policies, procedures and | BS EN
management | practices to the tasks of analysing, evaluating and controlling risk’’ | 50126-
1:2017
“Activities to handle risks, such as prevention, mitigation, | SRA
adaptation or sharing.”’
“A written document that records a three-level process: H&SA
1- Identifying the hazards in the workplace(s) under your control.
2- Assessing the risks presented by these hazards.

3- Putting control measures in place to reduce the risk of these
hazards causing harm”’.

“Coordinated activities to direct and control an organization with | ISO 31000:
regard to risk.” (2018)
Uncertainty | “Not knowing the right value of a quantity or the future outcomes | SRA

of activity, that can be for a person or a group.”’
Black swan In relation to risk: “An unknown unknown” (rare event) [102]

There is an overlap between the terms from many perspectives, such as risk management defined as
a part of the risk analysis (SRA) or risk analysing as a part of the risk assessment, as (ISO 31000)
presents. The area of risk assessment been shown to have a shortage in the application of standardized
terminologies, resulting in various contextual interpretations of risk and safety [53]. Likewise,
regarding the concept of risk, it has been shown that different fields have different definitions, and it
can be defined as the collection of both the opportunity of a specific dangerous event (probability)
and its outcomes or its consequences after the apparition of this dangerous event as an equation of
the risk = The possibility of the event occurring x The impact consequence of events. The risk has
some aspects and characteristics, including the objectivity, uncertainty, difficulty to affirm risk and
rejecting the risk when it is not fully disclosed, as the risk cannot be dismissed and the accidents are
unpredictable [103]. Risk as a scientific field requires universally understood terms and authoritative
definitions, and the Society for Risk Analysis (SRA) has created a glossary to respond to this need
[52]. Moreover, it has been noted that the current standards and regulations for safety management
of railway systems have some weaknesses and are not fully suitable for critical infrastructure needs

and provide only limited assets protection. Some points support that they need more of a description
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of methods and principles to improve the safety of railway systems, as currently they only focus on
functional safety, and they consider only the primary impacts on human lives. Moreover, they did not
consider other assets which affect people’s lives and health such as integral risks concepts [104]
[105]. Railway operations have experienced quantitative and qualitative changes, and the
management of operations is subject to challenges from both inside and outside the industry, for
instance, because of the rise in public demand, safety and security of the operational service capacity,
and improvements to operations and infrastructure. In fact, the old method of operation management
processes in rail networks cannot satisfy the standard developed operation management, so actions
must be taken for the process, including risk and emergency systems [106]. Although the Safety Risk
Model (SRM) developed in 1999 for the railway is system-wide and well-structured, clearly labelled
and generally logically correct, it has also been noticed that there are still shortcomings related to
how it is used. Utilising accident data over 5 or 10 years may not identify all the risks of unwanted
events that may occur every 20 or 30 years or more. Moreover, the consequences estimate has little

data available which can vary considerably in quality and be subject to great uncertainty [107].

The traditional risk assessment depends on causal analysis of the events, also related to the evaluation
of the probabilities, which has a strong inability to deal with complexity. Moreover, these approaches
have limitations in analysing, as it has been assumed that the components of the system have linear
interactions, which prove the need for convenient methods to cover such limitations [52]. Risk
management has been defined as a continuous management model with the goal to recognise, analyse,
and evaluate possible hazards in a system or linked to an activity, and to distinguish and present risk
monitoring measures to eliminate or decrease possible injuries to people, the environment, or other
assets [108], it is noticed that the Al has not been considered in previous risk management guidance
or standards. Moreover, the black swan concept of an event of risk explains the event has three

characteristics. First, that it is an outlier, then that it has severe consequences, and finally, it is
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predictable. Thus, the technology of Al supports the proposed application of Al in risk management

which has the powerful ability to predict [109].

3.2.1 Risk management engineering and Al

It is believed that risk is prevalent, so maintaining it at an acceptable level is essential and must be
controlled all the time. Al provides excellent opportunities for aiding humans to achieve these goals
of risk management. Using Al techniques for analytics, decisions support, and engineering risk is
rapidly growing. The developing technology in CPUs, GPUs, internet and 10T and with the data
importance raised and available in some sectors leads to an increase in the use of Al as well as many
applications used in, for example, the engineering and risk fields. Also, these applications are
promising multidisciplinary research fields which are influenced by the technology era revolution,
and the design of more complex systems, in line with the increase of natural threats, engineering,
economic, and technical [110]. Even though there are more than 30 methods for engineering risk
assessment, the current techniques of risk assessment have a limitation in executing real-time risk.
Also, the scale range of the classical approach is narrow and does not consider any dynamic changes
in the process. Thus, the growing demand for real-time risk assessment is expected to increase the
use of machine learning [51]. This concept of application has been spread in many areas, such as the
NASA Space Shuttle where risk can be predicted based on the principles of neural networks [111].
Moreover, a neural network has been applied for software risk analysis and debugging to identify the
location of faults [112], and for robust wireless networks, the Fuzzy systems have been used [113].
In addition, some sectors have used some applications in risk management, such as in the energy
sector, Cyber-Threat, Nuclear power, medical and health, infrastructure, maintenance and financing.
There is a diversity of applications in many sectors, and the scholars proved the power of Al to solve
the issues and show significant improvements. Recently, Al methods such as ML and DL have been

utilised in the risk evaluation of the railway industry [114]. Commonly in the railway industry, the
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safety management system (SMS) is often the platform for the safety data, risk level estimation
process, review, reporting, analysis, and monitoring in the railway stations. However, to be able to
deal with the Al process, these platforms or software must be advanced to meet the massive data and

to be able to utilise Al methods.

3.2.2 Risk management and railway stations

Currently, there is an investment in the railway industry, for instance, the railway in England has the
High Speed 2 project, where the stations will connect to new projects and will obtain redesign or
refurbishment, thus increasing the network and increasing the vulnerability and that requires a high
level of resilience and safety, and more cooperation between all stakeholders for strategic risk
management future. Railway stations are complex open environments that interface with the line and
are a critical point for the system, economy, and society. Many passenger accidents have occurred at
stations, and it is imperative to ensure that passengers in the station surroundings are safe and secure,
with active risk management processes in real-time. Risk management aims to reveal failures,
accidents, or weaknesses in methods within a structured approach so that timely actions are taken to
avoid, diminish, or transfer risk, and to reduce the probability of influence of risk (Risk Management

Standard AS/NZS 4360, 1999), see Figure 9.

51



—

( Assess Risks

S—

Figure 9. Australian Standard for Risk Management (AS/NZS 4360).

Furthermore, British Standard BS4884-3:1996 (BSI 1996), which is identical to European standards

IEC 300-3-9:1995, provides guidelines for risk analysis and definitions to explain the concepts of risk

management, as shown in Figure 10 [115] [116].

Risk Management

Risk Assessment
(1SO 31000:2009 )

The systematic application of
management policies,
procedures and practices to
the tasks of analysing,
evaluating and controlling risk.

A combination of the frequency
of occurrence and the result of
a specified hazardous event.

The overall process of risk analysis
(identification and estimation) and
risk evaluation (measurement and

tolerance).

Figure 10. The risk management concepts [115] [116].
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Many factors play a role in station risks, such as human factors. For instance, people fall into the gaps

or on escalators; they can slip or trip, they can become trapped in the doors, receive an electric shock.

Every day, we see passengers running on stairs, facing overcrowding on platforms during alighting

and unloading and so on. The industry operator has a responsibility of care and a duty to put in place

any possible risk management monitoring, by gathering data and implementing measures to diminish

the risks to travellers. In this research, Al is applied in risk management for stations focusing on the

dangers connected with station operations, including the following concerns:

Safe operation of the whole station to improve passenger safety experience and the
business image by delivering dynamic smart risk management.

Predictions of the primary causes of accidents which occur at stations, then mitigate
the risks utilising live history data and external information.

Station design and layout, including sub-systems in the stations such as signage and
flooring, CCTV, and fire alarms to be integrated for gathering real-time data, for a
novel method of risk management.

Taking precautionary measures and supporting decision-makers to alleviate hazards
caused by unexpected factors, such as managing overcrowding in real-time.

Effective risk management with a quick response must have the ability to deal with
multi-risks that possibly occur in stations and with their interactions at the same time.
Reduce human intervention in the system and extend gathering the data that can be an

indicator of the risks.

Many station risks need to be managed, including the consequences of accidents. Moreover, full-

coverage safety management includes security management and the management of critical sub-

systems, as follows:
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e Train and station operations

e Passenger flow and traffic

e Equipment and ticketing

e Fire alarms and other subsystems such as HVAC and facilities

e External environment and social security

In fact, a parallel process framework for Utilizing BD for Enhancing Passenger Safety in Railway
Stations has been conducted [110]. This framework can support the decision and make a comparison
of results between the classical risk management results and risk management with the ML. The
conventional process takes the outcomes from the likelihood and the consequences, and the
technology of Al such as ML/DL can be compared to the historical and real-time data. The BD inputs
in the framework [110] will afford data-driven insights to decrease accidents, improve safety, quality,
support the decisions and manage risk in the stations via Al technologies. This framework enhances
the automated process, and it is applicable as the first phase in implementing such technology so that

both approaches can be executed independently and in co-ordination with each other [117].

3.3 Risk identification and assessment

Detecting, recognizing, and recording are the steps to risk identification which aid the organisations
to identify risks spot that affect the achievement of their objectives. Extensive description is
significant because a risk that is not recognised at this step will not be covered in the risk analysis

stage [118].

Depending on the Commission Regulation (EU) No. 402/2013, there is a common safety method for
risk evaluation and assessment (CSM RA), a risk management process and an independent
assessment that are all required as parts of an iterative process starting from identification as a part of

system definition [93]. For a system targeted assessment, the process starts with identifying the risks,
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then a demonstration of the compliance safety measures, and the requirements linked to identifying
the risks. The actions or steps end when the compliance with the system and with all the safety
measures necessary to accept the risks connected to the identified hazards are observed. This
regulation in a common safety method (CSM) stands as a framework for European rail industry risk

management and does not set specific tools or techniques to be applied.

Risk identification is the process of exploring (determining) risks in a context to ascertain what could
go wrong in either the station or its operations at any given time during the daily processes. Causes
of risk and possible outcomes need to be identified before they can be acted upon. Experts in their
own field have common methods of identifying a risk situation level. However, these methods present
many disadvantages, such as uncertainties, subjectivity from one to another, costliness, and bring

time-consuming. The different identification methods are illustrated in Figure 11[119] [120].

Cost benefit
analysis/risk
benefit analysis
(CBA/RBA)

Checklists

Influence Event tree analysis Sensibility analysis
diagrams (ETA) (SA)

Fault trees analysis
(FTA)

Failure mode and |l Hazard and
effect analysis operability study
(FMEA) (HAZOP)

Figure 11. Risk identification methods [119][120].
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Depending on the identification of risk, characteristics will be assessed to evaluate whether the risk
event is worth additional analysis. Subsequently, measurement metrics (risk probability and risk
consequence) are defined, for an estimate of risk level and risk analysis, which leads to risk mitigation
or avoidance control measurements. To measure risk level, the likelihood (or probability) and severity
of a risk event require definition (risk assessment function). The likelihood designates the possibility
of a risk event happening, and the severity or consequence designates the influence of the risk event.
The risk level is the result of risk likelihood and severity. In nature, risk quantities are either
quantitative or qualitative, as indicated in Table 4 [121][122][123]. Qualitative techniques are
analysed by descriptive arguments (low to high), or identified on a predefined range while the

quantitative models involve [124][125]:

e Statistical analysis, e.g., regression, least squares, path analysis
e Al methods such as Expert Systems

e Probability theory

Table 4. Comparison between quantitative and qualitative risk assessments.
Risk Required for Impediments
guantities Analysis
Quantitative | Historical data
through statistical
analysis

Data are hard to obtain

Limited to a very small area

Not always accessible

The data are not always in the form wanted

Complex calculations

Hard to perform without an automatic tool
Time-consuming

Depends on attitudes and beliefs

Subjective approach

Influenced by individual bias, decisions, and expertise
It is not an accurate measure

A cost-benefit analysis is not implemented
Insufficient differentiation between major risks
Results depend on the guality of the risk management team

Qualitative | Utilising experts’
judgments
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For risk analysis methods, many methods in the literature currently employed for analysis can also

be utilised for risk analysis in railway stations, such as:

e Probability and impact grids
e Estimation of system reliability
e Fault tree analysis

e Event tree analysis

It has been observed that the development of urban rail transportation operations creates a demand to
transfer from a quantitative to qualitative-focused management. Thus, conventional operational
management techniques cannot meet the needs of network operations management. Therefore, it is
necessary to improve and study management methods to strengthen safety and risk monitoring [7].
Station risk analysis can be challenging because there are several types of risk and techniques to
measure them. Most recognised methods are used across the risk assessment process, as presented in

Figure 12.

Risk
estimation

Hertz-type
simulation

Risk
identification

Risk perception
techniques

Monte Carlo
simulation

Risk
evaluation

Figure 12. Risk analysis techniques [126].
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Moreover, risk management in railway stations is complicated around the world since each country
has its own views on what constitutes a risk, and other factors such as how to evaluate it, the safety
culture, economics, national regulations and standards, and what hazards are considered. The risk
management process should promote an understanding of the nature of these risks and contribute an

explanation for:

e ldentifying; whether adequate risk control measures are in action.

e ldentifying; whether any additional control measures are reasonably practicable.

The risk assessment process can be present as several tasks such as Risk Analysis. The BSI Standard
(EN 50126-2:2017) presents the life cycle of risk assessment including Risk analysis and Risk
evaluation as part of the safety. The process merges with hazard control and has been described via
Hourglass Model considering both the railway duty holder and the operator (see Figure 13). The
model targets a technical system from design and to implementation and support documentation. The
model shows the risk analysis as part of risk assessment, and as standard it does not mention the
details of applications, and connection between subsystems details. The model links the assessment
strongly with the history of accidents which is no easy task and needs time as well as facing challenges

such as archive process and experts’ retirement and delay caused by research of a long history.
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Figure 13 Risk assessment Life cycle (The Hourglass Model) [127].

Also, another model is Bow Tie (BT) which is very popular and has proven to be valuable in analysing
past accidents and signifying improvements to avoid further reoccurrence of undesired events which
have also demonstrated unwanted event prediction. Moreover, it has been shown that it can be used
for both qualitative and quantitative. However, a typical BT has a static structure limiting its ability
to capture risks in real-time and monitoring, and this consequently delays the probability of updating,
which is a fundamental determinant in dynamic risk management. The BT evaluation methodology
can be created to integrate BD into the risk management process. The BT analysis has been enhanced
through associating related Industry Data Taxonomy sources to each of the factors of the BT. These
data sources can include many aspects, for instance, live monitoring, social media, maintenance, and
safety management and so on. BD analysis can be beneficial to the risk assessment, support the
decision-makers in real-time, and reduce human errors. This method can be fully integrated into

passenger data and the business model for the railway station. The present BT approach is updated to
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be a dynamic structure, and this includes the BD, which will reflect on the occurrence and probability
of accident consequences and an acceptable safety level. The process will occur in real-time by
reliable models and internal or external information in the station and will be periodically updated

using indicators of the risks [117].

3.4 Risk analysis in the stations

After the risk has been identified, the probability of this risk to occur and the consequences of the
event will be evaluated and rated. In this part, comparative accidents and the numbers will be
presented. Unwanted events that can lead to major hazards have been grouped, as shown in Table 5.
These illustrate the variety of events that demonstrate how they can be interconnected, making the
station a high-risk, critical part of the system. Moreover, a 2019/20 statistical report from (RSSB)
(Annual Health and Safety Report 2019/20) informs that most passenger injuries come from accidents
in stations. Most major injuries are the result of slips, trips and falls (see Figure 14), of which there

were nearly 200 in 2019/2020, including other risks such as Trap-and-drag by trains.

Table 5. List of unwanted events in the stations [128] [129].

Unwanted Events Details

Platform-train interface accidents | Including falling in the gap, from the train, trapped by trains, and
suicide.

Falling This includes slip or trip of either passengers or workforce in the
station areas, such as escalator or on stairs.

Overcrowding Including stampede, failure during evacuation for emergency.

Structural failure Any incident associated with civil infrastructure.
Such as collapse/failure in the station boundary.

Crossings and trespass Including suicides.

Power failure Any incident linked with a major system-wide power loss, which
will affect trains and stations.

Explosion This emerges from either deliberate or accidental ignition, pressure

build-up of flammable substances, or bombs.

Fire This can occur in the station, train, shops, escalators, or other
machines, or other locations in the station’s boundaries.

Natural disasters Such as flooding, extreme weather and earthquake.
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Toxic goods Including release goods from a freight train in the station due to a
collision or train accident.
Security accidents Including terrorist attack, misuse, and criminal actions.

Railway staff risks Including track workers, exposure to moving trains falls, assault
from passengers, and high voltage electricity injuries.

Train accidents This includes detriments, collisions in the station border.

Sips tipsont s T -

Assault and abuse 64

B Major injuries
B Minor injuries

Platform edge incidents (not boarding/alighting) _ 6.4 H Fatalities

Platform edge incidents (boarding/alighting)

Other - 25
0

Figure 14. Station operations accidents 2019/20 in the U.K. [130].

Based on the RSSB for eight years ago there has been a focus of resource and expertise on a platform-
train interface (PTI) in the stations, which was being exposed to a rise in risk and was becoming more
likely to cause a fatality. Also, from the RSSB reports, there is a result that shows that most passenger
catastrophe accidents occur as a result of accidents at the platform edge with no train present. These
accidents in the station are not exclusively related to passengers and the public but also include the
workforce. The crucial risks for all sets result from slips, trips and falls, assaults and abuse and the
platform-train interface. The accidents can occur in many locations in the bordered stations, and the

falls, slips and trips occur on stairs more than in any other station areas (See Figure 15).
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Figure 15. Areas of non-workforce slips, trips and falls in stations (2019/20)[131].

The passenger risk profile includes accidents occurring for a wide range of reasons and many types
of risks, for instance slips, trips and falls, crime, bumping into objects or people, these involve train
accidents, such as accidents while boarding or alighting. The above lines confirm that various
accident types still occur in railway station transport. Also, this presents the importance of risk
management in the stations to save more lives and assets, so effective risk management with
technology such as that which is proposed in this work, aims at zero injuries and is definitely required.

This contribution to the method will reflect on safety of the system and improvement in the industry.

3.5 Fault tree analysis (FTA)

FTA is a logical and top-down technique for failure (cause events) analysis, including their chosen
risk accident interactions. In general, the common FTA structure design divides the system based on
functional modules or mechanical construction. FTA uses a simple logic presentation to assist
researchers in easily comprehending the analysis outcomes and analysing failure through a visual
tree. It is a tool widely used for classifying and understanding the roots and grouping the causes that
lead to an unsafe event, showing the paths expecting to lead to the top event (possible scenarios).
Moreover, FTA is the method of reliability assessment of systems, risk assessment, and safety

analysis. It is possible to perform qualitative and quantitative analyses using FTA. The quantitative
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outcomes of FTA require professional knowledge from experts to assess and define the failure based
on the accident history, analysing the top event based on its probability. However, in this part of the
research, this is not the case, as the understanding of the risks and association analysis are targeted as
a base for the application of Al methods for risk processes. FTA has analyses (positive and negative)
such as maintenance tree, events tree analysis, and Functional Hazard Analysis (FHA). The model
uses gates OR (output occurs if one input occurs), and AND (output occurs if all inputs occur). For
the negative events, the approach describes things that could go wrong, and for a positive event, for
example, the things that must work together in operations. The analysis aims to determine how the
top event can be caused by specific or combined lower-level events. The roots of the top failure are
linked through logic gates (i.e., AND gates and OR gates). For instance, a simple fault tree is shown

in Figure 16 [132][133][134][135].

Hazardous

“40p event” /\ *‘ “Transfer Triangle’’.
Event

“logic gates” m * AND-Gate

"OR-Gate”’

“basic event”

‘Undeveloped
event”

Figure 16. Simple fault tree.

To categorise the risks in the railway station, it has been suggested that the risks be grouped as shown
below in Figure 17. In the next few parts of this chapter, using the FTA the existing information

relating to the risks from all sources posed to railway stations will be analysed.
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Figure 17. Suggested grouping of risks in railway stations.

3.6 Summary

Clearly, it is concluded that managing risk for an open system with massive flow and many functions
IS not an easy task, and this is above human capabilities. The famous method of evaluating the risk
comes from understanding the probability of occurrence and severity (consequences), which has a
percentage of uncertainty and takes time and includes other challenges such as the subjective
judgments of humans and the cost. Depending on ISO “risk is the effect of uncertainty on objectives”,
so the uncertainty needs to be addressed not only by the traditional methods but via applying the new
technology. Obviously, risk management has overlapping terms, and many risk management methods
do not cover the use of technology methods like Al in the process. Nowadays, with the future of taxi
drones and digital lifestyle, and 10T, the risk management process needs careful attention and should
be developed by the authorities and operators. The risk management methods with the traditional
evaluation are implemented, which are similar for many fields, including the railway. Yet, despite the
development and the increased understanding of the risk the process, still there are many areas in
need of development and that need to be improved to cope with the new era of technology. The
analysis of the Railway Risk Management presents the reasons why additional research and

development are required, as no standard designates Al as a method for risk management.
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CHAPTER 4 THE IDENTIFICATION OF

THE RISK ROOTS

4.1 Introduction

The risk management methods assist in minimising the event of accidents in the system, including
stations. However, the main railway stations can be very congested, causing large passenger flows
and creating risky places, which may become vulnerable to many unwanted events like natural
disasters where the safety of passengers and manpower are threatened. In fact, even though risk
management shows some uncertainties, it is critical to carry out a detailed analysis of the issues that
may occur at railway stations. In this part, as a part of the methodology, the fault tree analysis (FTA)
as a traditional tool for analysing different types of risks and for an overview of the risks in such
infrastructures of the system. This will present the risks that might occur, their roots and the
correlation between all of them and then the chosen risk will be analysed utilising the suggested
method (Al) later in this work. The hazard groups have been recognised and analysed in the following

part including dangerous goods and disruption effects

4.2 Fire and explosion risk

Fire is proven to be one of the major risks for railway stations because of the complexity and geometry
of some stations and because of other factors or challenges, such as the availability of passengers,
evacuation measures, and effectiveness of the fire and safety systems. As soon as a fire arises in a
railway station, the most harmful issue is not only the flames and high temperatures but also
contaminated gas. Large amounts of smoke tend to spread rapidly to the station and possibly to the

platform along the area, depending on the fire growth and the location where the fire started. Once a
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fire happens, the effects can be destructive in terms of lives lost, injuries, and damage to the structure,
environment, and business continuity [136]. On 18 February 2003, for instance, a subway train was
set on fire with fuel by a mentally ill patient at Jungangno Station in Daegu, South Korea. The fire
rapidly spread to all six vehicles of the train within 2 minutes due to the extremely flammable inner
material of the train, destroying two trains and producing substantial fatalities including 192 dead and
148 injured. The reasons are listed below in Figure 18. A further instance is the 1987 fire at London's
King's Cross Station in the United Kingdom leading to 31 deaths and 100 injuries. From the literature,
the fire cases in stations over the world are presented in Table 7 [137][138], which show how the

industry became remarkably safer from fires, reducing the risks in the last century.

The inside ingredients including the seats,
floorboards, and poster boards, were not

The smoke control system functioned
inadequately, although much toxic smoke
was produced, which is attributable to the
fire spreading to another train.

made of fire resistant materials but were
composed of combustible fiberglass,
sparkling vinyl, and polyethylene.

Figure 18. Reasons for South Korean train fire.

Table 6. Example lists of the fires in the stations and number of deaths and injuries.

Year | City Cause Deaths | Injuries
1969 | Beijing electric locomotive failure 6 200
1973 | Paris Arson 2 0
1978 | Cologne cigarette butts 0 8
1979 | San Francisco | short circuit 1 56
1979 | Paris short circuit of car 0 26
1979 | Philadelphia transformer failure 0 178
1980 | New York cigarette butts 0 4
1980 | Hamburg seat catch fire 0 4
1981 | Moscow circuit failure 7 0
1982 | New York transmission equipment failure 0 86
1982 | London short circuit 0 15
1983 | Nagoya rectifier failure 3 3

66



1983 | Munich circuit failure 0 7
1984 | London warehouses catch fire 0 18
1987 | London technical failure 32 100
1991 | Zurich short circuit of subway locomotive 0 58
1991 | Berlin Arson 0 18
1995 | Baku caused by electrical malfunction 289 270
1995 | Daegu gas pipeline leakage 103 230
2003 | Daegu arson in the subway train 192 148
2004 | Hong Kong arson in the car 0 14
2013 | Moscow short circuit 0 52
2019 | Cairo train collided, and its fuel tank | 25 40
exploded

To recognise the most critical causes of the undesired events in a system failure, FTA is widely used
as a logical analysis method to deliver logical, practical connections among subsystems of a system
by flow chart [136]. The FTA flow chart analysis of the fire event in the railway station is shown in

Figure 19 below where the station fire incident involved fires in both public and non-public areas of

the station in occupied areas and rentals [139][140][141][142].

There are four sub-hazardous events that could contribute to the train fire, including the following:

e Explosion fire,

e Electrical sparks,

e Open fire, and

e Train fire, which is defined as an event linking the fire on any part of the train both inside

and outside.
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Figure 19. FTA of the fire event in a railway station.

The train station has some systems for emergency suppression in a fire event, and this system is an
essential part of the fire safety plan. The suppression, evacuation, and smoke control systems are
effective and risky at the same time in cases of failure. Full or partial system failure may increase the
consequences of any expected incident, and the FTA for the systems tries to identify the root of

failure, as shown in Figures 20-23 below, covering evacuation and failure of the system

[141][143][144].
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Figure 20. FTA of the evacuation failure in a railway station.
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The safe evacuation is an essential response for the fire risk and for emergency procedures, which
protect the passengers, workforce, public and provide access for fire fighters and emergency agencies
to carry out their assistance like fire rescue services. When a fire occurs at the station in locations
such as the platform or on the trains or in the shopping area, it is expected that the people will panic.
In this situation, there are many factors that need to be controlled such as the passenger flow, gates,
escalators, elevators, alarm systems, smoke control, fire systems and the other emergency measures
must be activated. Also, other actions need to be taken related to the trains, such as stopping
departures or those arriving or others that will be entering the station, as well as considering the train

schedule and the consequences to other stations and the whole line.
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Figure 22. FTA of the detection system failure in a railway station.
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Figure 23. FTA of the water supply system failure in a railway station.
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The fires in the stations have been determined by three causes: electrical failure, faulty mechanical
equipment, and vandalism [145][7]. The outcome of uncontrolled fires is significant, and linked with
other risks, as people may suffocate from the smoke, stampedes, earthquake, security, train delay on

the line, impacting the adjacent areas and the public transport linked to the station.

The fire risk and the consequences lead to a disaster in the station, thus, the detection of the risk in
the early stages is significant as an active strategy and monitoring the fire systems and equipment are
also important as passive fire protection systems. However, human error will occur again in
inspections of the systems and the delay of detection. This analysis shows the complexity of the
systems in the station and how many aspects need to be active all the time in fighting such risk. Many
aspects in the system need to be tested and checked by specialists in the fire and maintenance
departments. This risk is linked with other threats such as security and evacuation failure, that make
managing the risk in the stations challenging and hard to control in the larger stations. The high-
density design challenge forms complex and hard responses to fire and explosion risk. However, the
traditional fire risk analysis methods have encountered difficulties in search and analysis and can only
use discrete variables for static analysis. Even though neural networks have been suggested for
mapping fires, wildland, forest fires and supports and planning, these are all still influenced by human
factors where experts' opinions are concerned and not widely used. The results from neural networks
have limitations and cannot be generalized [146]. Such a risk is so complex in terms of managing the
stations and the decision-maker which relies on human intervention, and this is all expected to
improve with more technology implementation, as suggested in this work. Nevertheless, this risk
needs a scenario and experiments, gathering data from a related system like detection, fire system and
then integration to acting and warning systems in the stations which resulted in this not being chosen
as a method in this work. Finally, there is the necessity for more research, real-time detection and

monitoring the station systems with minimum human errors and interventions.
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4.3 Slip/trip Risk

Falls due to slipping are statistically the main cause of accidents on crossways in built environments
and railway stations. From the biggest and busiest 20 railway stations slip, trip, and fall events account
for the largest portion of recorded accidents (Network Rail, 2020) [147]. Moreover, RSSB yearly
Safety accomplishment Report 2017/18 announced that the number of major injuries caused by such
risk in stations rose from 154 events in 2016/17 to 202 in 2017/18 [148]. Slips/trips formed one of
the main causes of injury (Figure 24), and information about all risks of slips/trips at the railway
station is described using FTA in Figure 25.

Causes of Injury

Platform edge
incident

slips, trips

and falls Other

Figure 24. Slips/trips formed one of the main causes of injury (Office of Rail and Road (ORR), 2017) [149].

Fall and slip

Passenger
or public

Lack of
maintenance

ack of health
Gsafety
Procedures

Figure 25. FTA of the slip/trip risk in a railway station.
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This risk is common in railway stations, also overlapping with aspects such as crowd management,
station design and other risks, which present the difficulty of maintaining timely control in the case
of huge railway stations. Escalators, stairs, platforms, the boarding and alighting areas are common
locations where the accidents occur, and stairs/escalators, platforms are all high-risk areas [150].
Many measures have been implemented, such as signage, step markings and slip resistance floor,
handrails, and warning sounds, yet the accidents still are recorded. Many factors can play a role in
such complex risks as overcrowding, passenger flow, luggage, lighting, weather conditions,
overcapacity, and passenger behaviour.

Moreover, many accidents occur when the network is overcrowded or almost deserted. However, the
platform’s incidents— train—tracks interface have been insufficiently investigated, and existing studies
do not provide strong conclusions about the actual contribution nor the efficiency of preventive
measures. Consequently, the development of a systematic process, including the details of the
accidents and data history, would provide a beneficial framework for improving research on safety
and a powerful assistance tool for managing accidents at both national and international levels [151].
Finally, even with a challenge to data, this risk has been selected to be analysed utilising the suggested

concept of Al.
4.4 Train derailment risk

Train derailment is one of the major accidents in the rail transit safety system, which is an event where
the train comes off the rails due to an unexpected event. Moreover, a derailment can occur in many
diverse locations on the line, such as at the station, and it is likely to lead to a collision with other
trains, passengers, or the platform structure [152]. Main events linked to the top event of the FTA are
aggressive signal, natural disasters, and engineering structure damage. The sub-events are shown in

Figures 26.
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Figure 26. FTA of the train derailment risk in a railway station.

Terrible consequences might be expected with derailment accidents if they occur at a peak hour when
the trains and the platforms are crowded, and there could be even more loss of life and injuries with
extensive damage to the infrastructure causing a delay to the operations in that station and on the
whole line. One example of this was in the UK, the Potters Bar station train derailment in 2002, which
led to 7 people losing their lives and over 70 people being injured, some seriously.

So, it is significant to predict risks and manage them effectively for such safety-critical components
in the systems which may lead to the circumstances of the derailment. Many systems involved in this
risk such as maintenance, signal or the weather effects as well as human error are still present in each
risk in the stations. Derailment can be extremely hazardous, and many scenarios can be expected as
a result of various reasons where the outcomes may worsen if the derailment leads to falling on the
adjacent track, rear-end collisions or colliding with people or cars, or other trains. All of these events
lead to passenger casualties, injury and fatality, as well as fire, damaged infrastructure, and

disturbances on the whole line. In general, the causes must be related to one or more of the following
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aspects: human, machine including infrastructure, environment and management including operation
and maintenance.

In the last few years, the planners have been trying to add more passenger trains on the line and freight
to meet the increased demand, therefore increasing all risks. In fact, the analysis of the train
derailment causes conducted in the literature are taken from many different perspectives and in many
countries, and two derailments are never the same [153][154][155][156].

The FTA of the train rear-ends collision accident has been conducted which may lead to the

derailment [157] (See Figures 27-29).
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Figure 27. FTA of the train rear-end collision accidents [157].
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Moreover, the most prevalent accidents cause group of Freight Train Derailments by Track Type are
listed below, which shows distribution differs by accident type, track type, and speed:

e Defective welds or rails

e Defective welds or rails

e Bearing or wheels failure

e Train handling

e Wide gauge

e Obstructions

e Train interaction

e The axle or journal defects (train)
Also, Track and equipment have been highlighted as primary causes, and the use of switches and

switching rules have a substantial effect on derailment rate and the speed factor which affect train

78



accident rate and accident consequences [158]. Exceeding speed limits on the curves will lead to
derailment, and any objects on the track will be high risk whereas the speed is low in the stations,
such a risk inside the station is rare.

In many cases, paths have been proposed and they can be overlapping, so for instance, the derailment
of a train can be caused by a collision and vice versa. In general, some causes can be described as
human factor (driver-maintenance -operation) error, external cause (weather - cross-level), or
machine failures such as machine of the train and its components, track and components, or
communication, and signal system. Others have indirect impacts such as leaves on the lines, which
can reduce the grip between the train wheels and the track and make distances of braking longer.
However, this risk often occurred on the lines out of the stations and has various contexts beyond the
research scope, for example, the objects on the track may lead to derailments, and these objects can
be from many causes such as maintenance, the track, the wheels, previous trains, natural effects,
structure, collapses or other aspects related to the human factor and security system (vandalism) and
S0 on.

From the analysis of train derailment cause and outcome and implications for regulation, innovative
safety interventions are recommended to improve risk controls [159].

The future improvement in the field with technology such as autonomous inspection, Sensing
Technology and Railway and ML applications are expected to play an important role in the reduction
of accidents and enhancing safety [160][161]. Moreover, technology enhances the safety of the
railway stations by enabling reduced derailment accidents and lessening the chance of human error
which might be caused by negligence in the operations. Furthermore, advanced analytical video
surveillance can cover a range of risks, such as collisions, derailments and intrusions from adjacent
areas into unauthorised station locations such as a track [14][162][20]. Even with the current lack of

Al application in the field, Al methods have been proven to support the modelling, store and analytics
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data and assessment and transfer of knowledge about railway safety and such accident hazards of
derailment [44]. This risk leads in general to accidents out of the stations, which had intensive analysis
in literature but which meant it was not selected for examining Al in this particular study. Finally, the
timely data from trains, infrastructure, and environments with the details of the components' condition
will be essential to designing an active protection system with predictions with low human

intervention.

4.5 Security system failure risk

Increasing the security at the railway station is essential. The failure in the security system increases
with illegal or fake passengers, and the failure of security at the railway station increases the attack
risk according to the FTA for a security system failure risk, as shown in Figure 30. This expected
failure of the security system will also increase overcrowding in the station or create a huge mass

over the platform [163].
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Figure 30. FTA of the train security system failure in a railway station.
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A station is a busy location having restricted contact with the outside world, and its social, economic,
and political importance makes it a target for attack threats (terror). Terrorism is defined as violence
such as explosions, shootings, hostage-taking, or intimidation with the goal of posing a threat to the
country and instilling fear. Many people can be in danger as a consequence of such an attack in a
critical structure such as railway stations. Moreover, the impact of attack threats are not limited to
just the station but extend to the business and society and the whole rail system. There is no doubt
that intelligence agency can be an early protective barrier also along with detection and monitoring
at an early stage, which is crucial for minimum loss and for evacuation and rescue services [164]. The
terrorist attacks against the railway industry include trains, stations and tracks, but in this research is
focused on the stations, using a list of the stations around the world that have suffered from terrorist
attacks, as shown in Table 8, and which have been extracted from many databases [165] [166]. The
analysis of scholars showed that terrorist attacks were committed with explosive devices and toxic
substances. A development in protection is needed for early detection to ensure complete inspections

with strategies for protection against terrorist attacks in the stations.

Table 7. List of stations that faced terrorism attacks around the world from 2000 to 2016 [165] [166].

Date Country Attack Fatalities Injuries
29.03.2010 Russia Bomb 47 102
22.04.2010 Thailand Bomb 0 3
07.05.2010 Russia Bomb 1 7
02.02.2010 Russia Bomb 0 1
19.11.2008 Pakistan Bomb 0 1
11.03.2009 Ukraine Bomb 0 7
16.10.2007 Thailand Bomb 0 1
10.05.2008 India Assault 3 0
27.06.2008 India Bomb 0 8
13.09.2008 India Bomb 6 12
22.01.2007 India Bomb 0 3
02.10.2004 India Bomb 12 40
07.01.2005 Thailand Bomb 0 3
07.07.2005 UK Bomb 56 700
19.02.2006 India Bomb 0 25
06.07.2000 Russia Bomb 2 1
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06.10.2000 Russia Bomb 1 6
25.12.2000 Pakistan Bomb 0 3
05.02.2001 Russia Bomb 0 20
07.08.2001 India Assault 12 30
09.09.2001 Israel Bomb 3 20
31.08.2004 Russia Bomb 11 50
03.02.1998 Slovakia Bomb 0 3
27.02.1998 India Bomb 5 20
28.06.1999 Russia Bomb 0 11
01.07.1999 Russia Bomb 0 11
22.03.2016 Belgium Bomb 14 70
11.04.2011 Belarus Bomb 15 204
27.07.2000 Germany Bomb 0 10
04.09.2001 Canada Bomb 0 45
11.03.2004 Spain Bomb 192 2050
18.01.2016 Germany stabbed 1 5
01.11.2015 Turkey Bomb 0 5
01.05.2014 India Bomb 1 14
06.02.2004 Russia Bomb 41 120
13.03.2003 India Bomb 10 70
27.01.2003 India Bomb 1 28
30.11.2000 Philippines Bomb 22 120

The railway stations have been designated as a soft target because they are accessible, contain a high
concentration of people, and have a minimal level of security, making them an appealing target,
particularly for terrorists. The following asset groupings were identified as being exposed and so
vulnerable to terrorist attacks in the stations, with each asset group further subdivided into subsystems
or components (see Figure 31 below).[167][168].Protecting the railway transport system which is a

critical infrastructure physical asset is imperative [169].
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In fact, the security is overlapping with other aspects, such as cybersecurity, terrorist attacks, and
vandalism and other issues such as violence or burglary. However, technology can provide an early
warning and protect the data, assets, operation, and people at an early stage. From the new technology
aspects, Al, UAV, and wireless sensor networks (WSNSs) applications have been proposed for use in
the railway including station systems, and counting advanced WSNSs, which will enhance security,
and monitor railway assets to achieve more cost-effective management, as well as the development
of integrated systems [170][171][20]. With this growing usage of technology, Al can protect the
railway operation in many aspects such as cybersecurity, privacy, authentication, mitigating attacks,
and dependability, monitoring and managing the system in real-time [169]. AI/ML deliver safe,

functional real-time, systematic, cost-effective, and predictive cyber risk data analytics [172].

A security threat such as terrorist risks can be disastrous and impact the infrastructure such as railway

stations in the airports which could cause a serious loss of lives and deterioration of the economy and
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infrastructure. Management of risk to critical infrastructure is key for prosperity in our modern
society, and to a reduction of the probability of attacks and the potential losses following an attack
[10]. Moreover, to protect the passengers, staff, public and assets, installation of security technologies
and more security measures has been recommended [173]. It is important to note that modelling
techniques should be constantly improved and should evolve in parallel with increasing the
complexity of the systems and the intelligence of attackers. In future, smart technology will play an
essential role in security improvements, providing higher security and scalability, and aiding decision-
makers in managing risks to critical infrastructure systems [169][11]. Finally, it believes the nature
of the railway makes the system exposed, and the intelligence agency and detection technology are

critical for securing the stations, otherwise, the station will become similar to airports.

4.6 Overcrowding risk

It has been noted that in some countries there is a growing public travel market and the passengers
raised their requirements for higher-quality service which is leading to great challenges to operations
and management. Many factors play an essential role in the passenger movement from, in and to the
stations such as the accessibility, the culture, location, the time and so on. These factors can affect
the safety of the operations in the stations. In the daily operation of stations, this means the stations
are frequently crowded, and this is more often the case in the transfer stations are involved with multi-
rail transit lines [150].Basically, operations require more robust management in order to face the
challenges at such a critical point (Railway station) of the line which can have a widespread influence
on the entire system. Furthermore, the heightened affair among public means that small operations
and un-wanted events can incur a great deal of public consciousness, and the negative impressions
can be amplified by the social networks if the matter is not appropriately addressed in real time.
During un-wanted or unusual events in overcrowded areas like the railway station, when an

earthquake or extreme incidents occur, people may fall into panic and then attempt to leave from their
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locations. One of the consequences of that accident or any un-wanted event leads to stampede
accidents which are shown as difficult for managing such flows of the crowd. Examples of the stations
around the world suffering from overcrowding and its consequences can be seen in Table 9 below

[174].

Table 8. List of stations that faced overcrowding accidents around the world from 1999 to 2018 [174].

Year City Cause Impact
1999 Japan The number far exceeded the station's | 76 Japanese died.
capacity
1943 UK A woman fell down the stairs Crowded and falling with an estimated 173
dead.
1999 Belarus Slipping and falling on the wet pavement, | 54 dead, 150 injured.
trampling the others.
2004 India Human stampede 5 dead and 11 injured.
2007 India Stampede At least 14 ladies were killed (crushed), and
another 40 were injured.
2010 India Stampede 2 dead and 8 injured.
2013 India Stampede 36 people died and 39 injured.
2017 India Stampede Hundreds were hurt, and at least 22
individuals were Killed.
2018 India Earthquake caused panic At least 58 people were injured.

In fact, some stations have small space, narrow tunnels, limited capacity of escalators and exit doors,
and thus the chance of a stampede accident is increased with the possibility of economic loss and
serious injuries and fatalities [106][175][176]. Moreover, it has been noted that, the main kinds of
accident occurring in the metro system are the crowding and stampede. Accordingly, conducting risk
analysis of the vulnerability of railway accidents is essential and will limit overcrowding and
stampedes occurring in the stations [177]. This risk is linked with the emergency response, from other
risks such as terrorist attacks and violent incidents. Obviously, to avoid this risk or eliminate it, it is
vital to raise the awareness and design of an active reliable management system in real time to support

decision-making [174] [87]. The FTA for overcrowding risk is shown in Figure 32.
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Figure 32. FTA of the overcrowding risk in a railway station.
https://www.sciencedirect.com/science/article/pii/50925231219306678
In daily operations of some stations, crowded is always, and it is higher in the transfer stations that

occupy multi-rail transit lines. The physical environment of the railway stations seems to have a
crucial effect on rail passengers’ perceptions of safety and security. The crowding is often linked with
the thought of panic, crime, risk or may induce feelings of discomfort. This can influence rail
passenger behaviour, leading to a reduction in ridership and forming the social conditions of railway
stations as risky areas. Smith and Clarke (2000) [178] highlight the connection between crowding,
criminal activity and the rate of use of transport. Teague and Leith (2008) [179] further describe a

connection between crime and crowding.

Crowding can make it easier for opportunistic offending (for example, pick-pocketing) and less
privacy (Uzzell & Brown 2007) [180]. Gershon et al. (2005) [181] point out that the panic of crime

can change ‘ridership’, and so stations can become less utilised, therefore adding more risk to the
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people. In an Australian study, Macintyre and Homel (1997) [182] noticed a rise in violence in

conditions where crowding happens.

It was discovered that cases of crime were correlated with the design, leading to poor pedestrian flow
patterns. Thus, they propose that the intermediate variable between people’s experience and their
violent behaviour is stress associated with it being crowded. The analysis of the overcrowding
illustrates the need to identify and map out the factors of crowding and provide a measurement to
expectations and responses to crowding conditions in the stations, and that passengers’ reactions to

crowding can be mitigated by timely and effective crowding management [183].

This risk is common in many systems worldwide; it is expected to lead to falls, crime, an unhealthy
environment, passenger discomfort, and delays. With the growth of passenger and service capacity,
it is expected to continue with overcrowding and safety concerns increasing. Even though the number
of trains increases, the station design has not been considered to comply with the capacity. In fact,
sometimes, the overcrowding is not expected, for instance, group arrivals for events or festivals.
Moreover, full trains mean no more passengers can get on the trains, leading to crowding in the
platforms and standing near the edge of the platform in risky positions. The platform design has
highlighted the impact of the accidents, such as the curved shape or non-standardization locations.
Also, delays or cancelations of trains for any reason lead to accumulating passengers and stations
becoming more crowed. The corridors, lifts, escalators, stairs are means for passenger flow to the
platforms which are still open and allow more and more passengers to come on to the platforms even
if they are already crowded. The employees working in the station cannot usually cover the whole
station all of the time. Thus, utilising technology is important in managing such overcrowding

throughout day.
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On a daily basis, improved design and management of passenger flow significantly reduce risk [184].
Manging overcrowding is an essential daily operation in the stations and has become even more so a
topic for attention since the outbreak of COVID-19 [185]. In order to defend against COVID-19, there
should be as few people as possible in congested areas or as little human interaction as possible. As
a result, technology and Al can play a key role in ensuring healthy and safe railway stations, which
complements the smart railway station idea [186]. Finally, managing overcrowding through using
technology is significant where the early detection is critical to prevent the consequences, take

actions, warning decision-makers and acting in a timely manner.

3.7 Flooding risk

In the early stage of design years ago, climate change and the risk of floods were not considered in
the stations' design, which are, in fact, vulnerable to rainstorms, flooding and extreme weather and
increasingly so through global warming. However, most of the railway stations are located at
underground level and may be placed within Environment Flood Zones. Water can enter the stations
and tunnels via station entrances (such as emergency entrances) and tunnel outlets or from the failure
in some systems such as flooding from sewers or artificial sources. In the United Kingdom, for
instance, it has been noticed that many places on the London Underground stations are at high risk of
flooding, and almost a third of stations on the London underground have been classified as being at
risk of flooding. The design and the capacity of many sewers systems may not meet the capacity of
the expected floods nowadays, as London’s sewers were built during the 19th century. The global
changing of weather creates extreme climates such as heavy rain or rainstorms, and this is in addition
to the rapid urbanization of some developing countries, raising the possibility of the stations being
flooded. With so much water in the station and tunnels, such dangers will result in the station's
shutdown or, highly likely, the entire line is out of operation. Also, other risks such as fires may lead

to water in the stations or water from fire-fighting activities. The potential impact of flood risks to the
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station is extended to the construction, people, Emergency Response and Evacuation Planning,
cutting the internet and the energy power, economic losses and cancellations and delays on the system
operations. The flood which leads to disruptions in a railway system can have critical outcomes, such
as direct damage and indirect loss [187]. From the total losses due to all-natural hazards in the globe,
the flood forms at least one-third, which is described as one of the most important natural risks [188].
In China, which is a country at risk of flooding, the statistics show that for ten years from 2000, the
medium spending on flood-related maintenance in the railway system was about $15million per year,
and the indirect loss caused by railway disruption was about $37.5 million per year [189]. Moreover,
this risk raises the electric shock risk and leads to damaging the infrastructure in the station which
needs time to reopen and start safe operations and increases the cost of maintenance. The list of flood
catastrophes at rail stations in various cities is shown in Table 10 below, and FTA for flooding risks,

as shown in Figure 33.
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Figure 33. FTA of the flooding risk in a railway station.
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Table 9. Stations flooded around the world from 2001 to 2018 [7].

Year City Cause Impact

2001 Taipei Typhoon The water crossed into stations and shopping space through the tunnel.
2002 Prague Rainfall Around 20 km of lines and 19 stations were flooded.

2004 New York Hurricane Water in stations, many lines were out of service.

2007 New York Rainstorm The subway system massively flooded.

2008 Beijing Rainstorm Line 2 was closed.

2011 Beijing Rainstorm A wire was covered in rainwater, creating a short circuit.

2011 Nanjing Rainstorm Water flew into the tunnel.

2012 Beijing Rainstorm Water caused disruption to work temporarily.

2012 New York Rainstorm Several subway tunnels were flooded.

2014 Busan Hurricane Several sections of linel, line2 and Line4 were flooded.

2014 New York Rainstorm Some subway stations flooded.

2016 Guangzhou Rainstorm Through the entrance, the water flowed into Changban station.
2016 Wuhan Rainstorm Many stations of Line 4 were flooded.

2018 New York Heavy rain Line re-routed and trains skipping the station.

The potential severity of the flood impact depends on many factors such as the flood source, the
station location and design, and the early detection with advanced management for such risk. Flood
risk needs to be systematically estimated where the magnitude of the water and consequences of such
hazards are predicted, and the endangered assets and people, and how vulnerable railway stations and
people are given certain hazard conditions [190]. Furthermore, for the future it is expected that global
warming will lead to more floods impacting the railway system including stations, for example,
London [191], Malaysia—Singapore [192] and China [189]. With accurate forecasting in the weather,
it is possible to understand the weather early. However, the need for precise data between
organisations requires improvement. The resilience of the infrastructure and global warming are
challenges for the railway station infrastructure. However, the data-driven methods, including BD,
sensors, 10T, satellite technologies, and machine learning algorithms, have a potential opportunity for
predictions, and flood disaster response, facilitating a process of evidence-based decision-making and

re-evaluating flooding risk consequences, which cover rail, and other key infrastructure [193].
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4.8 Earthquake risk

The station facilities are an integral part of the infrastructure of modern society, and it is a part of
cities’ economy and transportation, including over ground and underground, highways, material
storage, and sewage systems and water transport. Historically, some underground structures have
experienced significant damage in large earthquakes, including the 1995 Kobe, Japan earthquake, the
1999 Chi-Chi, Taiwan earthquake and the 1999 Kocaeli, Turkey earthquake. The station structure
could be severely damaged in a strong earthquake and may lead to major damage to the assets and
the people, where some stations have a very complicated design including many floors and tunnels
which make the evacuation and rescue service a difficult mission. Some countries have frequent
earthquakes that are widely distributed, the risk will increase, and the earthquake will damage more
infrastructure in that area which has very serious weak cementation and a special sensitivity to water.
Thus, the seismic response analysis of the stations is of great significance [194][195][196]. Moreover,
from the historical earthquake events some lead to damage to the structure that completely collapsed
due to the earthquake, which formed a turning point in that underground structures have been
considered to be relatively safer compared to structures on the ground. For example, in Kobe in 1995,
one of the most serious cases of damage was found in the underground structures as six underground
stations out of the total 21 stations in the Kobe area were seriously damaged by the earthquake.
Furthermore, some regions of running tunnels connecting with the damaged stations and the tunnel
section railway sustained damage. The Daiichi Station was the most severely damaged. In the station,
more than half of the centre columns totally failed, and the ceiling slab bent and fell down [197]. If
there are no prepared plans for such risks (earthquake) which may suddenly occur, the consequence
is more casualties and people falling into panic. Typically, more minor earthquakes may only force
the trains not to operate, however, the large quake could create fallen columns, damage infrastructure

and even the failure of the whole station. Moreover, it is expected there are no indicators for such
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risk. Table 10 shows some examples of earthquake-affected systems, and the FTA for earthquake risk

as shown in Figure 34.

Table 10. Cases of railway stations affected by earthquake [7][6].

Year Magnitude country Consequence

1985 8.1 Mexico All lines of the metro were out of service.

1995 7.3 Japan Many stations damaged, about 3km of tunnel collapsed.

2003 7 Japan Sendai Subway was out of service.

2010 8.8 Chile Some damage at entrance to the station.

2014 59 Taiwan Taipei MRT was out of service.

2015 5.6 Japan Tokyo subway was out of service.

2015 7.8 Afghanistan Delhi subway out of service, some people trapped.
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Figure 34. FTA of the earthquake risk in a railway station.
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As some buildings and infrastructures can be exposed to natural hazards such as severe earthquakes,
the smart sensor network is effective for such risk monitoring. Also, it is essential to get predictions
before an earthquake, and gain benefits from the (Al) and (loT) techniques to enhance the seismic
performance of structures [14][198][199]. Comprehensive contingencies for earthquakes of different
scales are required so that individuals can be better prepared in the event of an earthquake, and
operators must take actions for people, assets, and operations. In addition, information regarding how
to survive an event must be disseminated to the general public in a number of congested areas such
as platforms, trains, elevators and tunnels, in high-level I districts with this risk. Finally, early warning
from the responsible authority to the decision-maker in the station is a key safety measure as it is

prediction.

4.9 Risk of transporting dangerous goods

Globally, thousands of tonnes of hazardous materials are transported by train. Railways are frequently
used for the carrying of dangerous commodities such as toxic compounds, chemicals, petrol, liquid
gases, nuclear waste, and other dangerous goods. However, if these trains collide in the stations, it
will be a disaster, causing accidents such as fires, explosions, and hazardous and environmental
repercussions, so such a scenario can lead to other risk accidents (see Figure 35). Even with the low
proportion for this risk, it requires a number of measures to consider, like train structure design,
emergency plan and evacuation, freight train maintenance, routing away from crowded stations, and
ensuring the safe transport of dangerous goods via the stations. However, if trains carrying dangerous

commodities are kept in stations for any reason, this risk goes up.
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Figure 35. FTA of the dangerous goods affect risk in a railway station [200].

Rapid economic development, the demand for dangerous goods via rail (e.g., natural gas, radioactive
materials, and flammable and explosive materials), which may form risk, raise the necessary
importance of effective risk management method. Moreover, the process of the risk process in such
a case has issues including analysing the correlation between the risk and cause factors that are
dynamic and nonlinear interactions, and calculating the weight of the risk; thus, traditional methods
cannot handle this confusion and uncertainties [201]. Thus, for operational processes active
monitoring and real-time method transportation of dangerous cargoes have been proposed [202].
Moreover, from transport of dangerous goods risk control strategies analysis, it has been

recommended that machine learning (ML) and Al be employed to reduce the number of incidents and

enhancing the transport safety of dangerous goods [203].

94



4.10 The disruption effect

This part includes the analysis of the risk to present the consequence of the risks and the importance
of disruption management. The analysis of the factors that cause the incidents may aid the decision
makers to moderate the negative outcomes (i.e., delay, disruption) emerging from incidents in the
stations such as operation errors, power failure and signal failure. Transport disruption can be defined
as an event that leads to significant re-planning of a transport service (Pender et al. 2012) [204]. To
ensure operational continuity and customer satisfaction in the stations, it is significant to do rail
disruption management. The application of disruption management would be expected to diminish
the influence of the un-wanted events on the station, such as the other trains on the line which may
become stranded and manage the wider service disruption that may occur as a result of the accidents.
Disruption can lead sometimes to psychological trauma for railway staff, passengers, and members
of the emergency services. If a station is disruptive, passenger flow between nearby stations will be
affected, and geographically isolated stations are more vulnerable. Moreover, rail connections
between these stations will negatively influence the whole system [205]. The incidents in the station
may lead to disruption and then financial costs, stopping the traffic and business reputation [206].
Moreover, the natural incidents like the flood cause disruptive events in the railway and are a link
with other vulnerabilities [189]. There are many characteristics around incidents that create a variety
of rail disruptions, and resulting from that, a group of events can cause a complete blockage to the
service, such as fatality accidents and overhead line failure. These characteristics reflect concerns

around management and predict the incidents’ influence.

Unwanted events such as train failures or overhead line de-wires due to extreme weather are a daily
occurrence on the railways. Accidents such as these may take hours to determine and cause vital

delays and disappointment to passengers and freight customers [207].
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4.11 Structure failure

The nature of large station infrastructure and the layout is complex which may contain many levels,
tunnels, level crossings, bridges, long side platforms, parts of the track, gates, power system rooms,
and many others. Thus, the railway stations are complex. Some stations that are more critical may
integrate the city transport centre, an airports terminal, and commercial malls. The nature of station
construction (multilayers, crowed clusters and openness) leads to various kinds of risks [208]. The
railway station building has facilities, and much of the materials are likely affected by many factors.
Also, some railway stations were built a long time ago, and materials were used, which did not fit the
current standards and demands [209].

The capability of railway structures to handle issues arising from events such as fire or collision is
vital to the safety of passengers on trains and in the stations and of the pedestrians or staff using the
structures. Failure in the railway infrastructure impacts the system operations; thus, it needs early
condition monitoring to detect deterioration [210]. Moreover, it is critical for employees to learn the
infrastructure risks and evacuation principles fully in the railway stations [211]. In the FTA in Figure
36, four suggested elementary events affect the structure: extreme heat, collision, poor material, and

corrosion. These damage the structure and affect other systems.
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Figure 36. FTA of the structure failure risk in a railway station.
Many risk consequences are expected to lead to structure failures, such as fire, collision, and
derailment, and the risks increase with refurbishment and maintenance work. The station has a part
of track as an infrastructure, and has the probability of failure. The station structure is of more concern
in this analysed and has been highlighted in the derailment risk. The resilience of assets management
is important for the health of the assets. For the large stations with huge parts of the structure, it is

hard to maintain each part in such a dynamic operation.

Global warming made the world weather change, so some areas become hotter and others cooler.
Thus, effective monitoring is essential to protect the station's structure. For example, the heavy snow,
and strong wind may affect the station roof or cause other parts to collapse, while the heavy rain may
breach the capacity of the drainage system. The outcomes of such incidents may lead to deaths,

injuries, delay, panic and direct and indirect costs.
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The severe weather, location, design, and the pressure of usage have raised the challenges for stations
structure, which requires developing the traditional monitoring method to be effective, smarter, and

for the new projects to design stations that are more sustainable and resilient.

4.12 Discussion

An investigation of risks associated with the station’s railway risk has been conducted. This section
of the report contains the results of a suggested risk assessment in the railway station based on an
FTA, which is a common approach for hazard analysis and risk assessment in the railway safety
industry. The FTA clarifies the basic events and facilitates more comprehensive risk mitigation.
Moreover, FTA has long been used to assess risks in many industries such as nuclear power plants
and other critical facilities. FTA has limitations such as understanding the safety concerns of the
overall system, dealing with a socio-technical system, analysing the complex system and non-linear
dependencies, which are difficult to correctly form the causation chain or to identify the root causal

factors. In fact, FTA is deductive, designed to deal with Boolean relationships [212][213].

The analysis of these risks in this Chapter on a large scale is essential for a more comprehensive
understanding of the dangers of operations in the railway stations that present the absence of utilising
a method that can capture the patterns in the interactions of complex data. The linked risks mean that
risk leads to the chain of outcomes or to the others risks, for example, failure in the power supply
may result in signal malfunction and then derailment or collision of the train and that may then cause
a fire and resulting in congestion and stampedes of passengers. Evacuation is connected to
overcrowding, security, fires, and in fact, many connections among risks can be obtained and worse

situations might occur in the case where there is more than one risk (see Figure 37).
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Figure 37. The correlation between the risks in the stations.

A variety of measures can be used to control risks like signage, sound warnings, CCTV, training, and
cooperation with police and security services. However, the number of accidents in the railway

stations are still increasing.

In fire risks, removing all flammable materials from the trains and stations or nearby is essential, as

well as all sources of ignitions or naked flame in order to comply with standards and regulations.

Many risks presented in the station require effective management, such as slips, trips and falls, fires
and explosions, boarding and alighting incidents at the interface between the train and the platform,
derailments, etc. The security risk can lead to dilemmas; in fact, the management of vast numbers of
passengers to allow safe free movement in the stations are not an easy task in the case of terrorism.
However, the advancement of technology, such as integration between the police and the railway and

other agencies will improve security.

Some of the control measures are passive systems that can be used after the accidents happen; this

presents the necessity for a more effective and productive method than conventional methods. For
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natural risk (earthquake, flooding, rainstorm, waterlogging and so on), prediction, system resistance
and robustness are essential components to mitigate such risks. The research on prevention and
control of meteorological disasters has gradually evolved from engineering prevention measures to

new technology, including advanced disaster information management technology [214].

From the FTA in this chapter, it has been shown that the relation between the risks and their

consequences is complex and potentially linked.

The error of the signal may lead to derailments or collisions, and then infrastructure damage in the
stations may cause fire and explosions that can lead to falling in the station because of the panic. The
outcomes may be even worse, and this scenario of an accident will cause much disruption and delay
and loss in cost, business image and passenger satisfaction. Hence, it is important to do research into

the risks in such critical points of the system.

Clearly, it is necessary to improve safety risk management with a new model to implement an
effective risk management system in the railway station for strengthening safety, risk identification
and performing dynamic risk monitoring and effective prevention systems in real-time. Moreover, it
is required to improve control, where risk and emergency measures are formed in advance. For
railway safety, the improvements in technical design are one of the largest factors to reductions in

risks [184].

From lessons learned from a case study of the Eurostar incident of 18-19 December 2009, it has been
recommended to design tools to assist in real time, shared decision support, and requiring real-time
support in railway operations, thus, any unwanted event in such areas must be considered for both
aspects of the proactive and the recovery [215]. Moreover, from analyses of previous accidents, the
passenger actions produce the greatest number of injuries and deaths, and riders are the principal

source of risk, top events, and injuries [184]. The workforce in the station are some of the people who
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may be harmed by risks, and the Annual Statistical report 2018-19 shows an increase in workforce
injuries by 2.5 % compared to the previous year and, sadly, the majority are station staff [216].
Furthermore, as a result of the growing scale of urban rail transit lines, it has been concluded that
traditional operation management methods cannot satisfy network operation management
requirements [106]. From experience, many safety measures have been applied for protection against
risks in the stations especially in new systems, which, of course, lead to a reduction in accidents.
However, the target of zero accidents has not been reached and needs more research and investment.
There are numerous types of information that can be valuable and be learned from the accidents, but
these need to be saved in a way to make them accessible and applicable from one generation to
another. These lessons must also be shared as an accident that occurs in the area may be repeated in
other stations with another operator. Moreover, modern life produces more risks and challenges that
require an appropriate approach. Additionally, the safety, security, and emergency warning need to
be developed to perform dynamic tracking, monitoring, decision-making, gathering data and identity
management quickly and in real-time to mitigate the consequence of any unwanted event. In other
words, applying new technology in the railway is a slowly developing sector where innovation is
limited [217]. However, the technology utilising CCTV footage is expected to increase, which is
important for safety, security, uses for prevention strategies, and capturing behaviour and locations

in real time effectively with action from automated systems [186][218].

Due to the COVID-19 pandemic some health safety issues, such as the overcrowding and air
ventilation, will be highlighted more in the near future. In fact, the ventilation system in the station
has a complex design and a lower ground structure proves the importance of real-time data examining
the air quality monitoring for assessing stations’ environmental risks. The environments are extra
complex in stations that are above ground level structures due to various pollution sources requiring

control. These need to be considered early, and adjusted in real-time according to changing regional
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climate and environmental conditions. However, there is a shortage of long-term-effect research and
technology applications [219], where technologies and data analytics can be more effective for

management, energy-saving and health safety in the stations' environment [220].

The developed model will provide a generic model of the safety risk on railways, which will raise the
industry’s knowledge of the railway stations' risks and is a starting point for effective railway system
safety management innovation. There is no doubt that technological improvement will be expected
to meet the station's requirements to be safe and secure in the near future to cope with the current

uncertainties and challenges.

4.13 Summary

The analysis of risks is carried out in this part and the FTA tool analysis helps identify the causes and
consequences to apply control measures based on the history of the accidents. The analysis results in
this study indicate that the authority cannot observe the solution and evaluate the systems each second
of its operation. Also, the risk considered in the station can be divided into two categories while some

other risks are rare in the stations:

e Man-made risks: like fires, fall in gap/slip and trip, human errors, electric shock, stamped and
security issues.

o Natural risks: earthquakes, floods, typhoons, extreme weather, epidemic.

The overcrowding risk management is critical and is connected with other risks like evacuation plans
from fire explosions and may lead to a fall /slip, panic, and trip, as well as stranded passengers and
stampedes. The places and machines such as platforms and moving trains, stairs, escalators, train
doors and power equipment are important points in the station and must be managed via active
technology reducing the dependency on human assistants which are not always there. From the

analysis, it is concluded that human error appears as the root cause for many risks, which encourages
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the proposed concept of reducing human interventions through applying Al. Obviously, the stations
are complex and have interdependent subsystems; this reinforces and becomes ever more critical to
improving risk management in the stations. Even with the shortage of knowledge of applying
technology in risk management, it is expected there will be an acceleration of investment in
technology because of COVID-19. Clearly, the analysis shows that there is a tendency to emphasise
the research from the last two years to apply the new technology in the industry and there is an

expected acceleration because of COVID-19.

The railway's safety and risk system are critical, has high connectivity risks, and is dynamic, which
requires an effective response, proactive actions, requiring ongoing and timely control. The mainline
has more obvious consequence risks such as derailment or collision and related factors, where the
trains are expected to run at high speed and full of passengers, yet the focus of this research is the
stations. Due to this, there is a need for innovative methods for risk management for the stations, to
guarantee the operation safety. The increase in passengers and cities expands the lead to overcrowding
and risks like slip/trip and fall as high-risk in many stations which are hard to manage. Global
warming is considered a universal issue that leads to severe weather impacts in many fields and
railways are no exception. Technology such as wireless sensors will provide a smart method for
monitoring complex and huge areas such as the stations, with low human intervention (smart railway
station). However, such large amounts of data require advanced analytics methods such as Al. The
technology can benefit safety and risk systems in railway stations and provide great coverage in such
a complex system, capturing any change in the system and supporting the decision-maker in a timely
manner, preventing expected overlapping consequences in the case where many risks occur. Finally,

the railway stations are ideal for advanced systems for a wide range of risks.
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CHAPTER 5: ARTIFICIAL

INTELLIGENCE (Al) METHODOLOGY

5.1 Introduction

Al is one of the current science and engineering disciplines, and began in earnest soon after World
War Il [221]. Historically, the term Artificial intelligence dates back to 1956, coined by John
McCarthy in the first academic conference on the topic. However, the concept of machines that can
think came earlier; for instance, in 1943, there were investigations regarding the construction of
artificial neural networks that could compute logical functions [222]. A system was proposed that
amplifies people’s own knowledge and understanding in Vannevar Bush’s seminal work As We May
Think [223]. After that, it was published that machines have the ability to do intelligent things and
are able to simulate human beings such as playing chess, as suggested by Alan Turing [224][225]. Al
development carried on from the knowledge-based systems between the 1960s and 1970s, further
improving neural networks in the 1980s, and real-world problems in the 1990s. However, currently,
the improvements are expanding to cover a wide range of approaches including robotics, computer
vision and the autonomous industry [226]. The applications cover a wide range of areas such as
banking, health care and autonomous machines. Al applications are remarkably powerful and have
attracted considerable scientific attention from almost all fields within the field of computer science.
The Al concept indicates that machines work and react like humans. Al is described as how computers
simulate intelligently, including learning, understanding symbolic information in context, associative

and reasoning [227].
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The data and the power of computers have powered applications for such technology. The data and
business problems that need to be solved play an important role in appropriate Al model selection.
The Al has enabled many practical forms, such as autonomic driving, preventive healthcare, e-
commerce recommendation applications, and hopefully better safety environments through using Al
applications in railway station safety in this study. ML as a subsystem of Al is systematically utilising
algorithms to process the data, learn from them, and then make decisions or predictions in real-time
with less human intervention. So, the system will be trained via BD to learn how to perform the task,
while the traditional software with coding has routines with a specific set of instructions to accomplish
a particular task. In fact, abundant data is essential for the models to be intelligent and reach the level
that acts like a human. Through preparation data using categorized datasets, several machine learning
algorithms have been proposed and used for mining meaningful information from the data. ML
algorithms have variations of how to classify, but according to their purpose, algorithms are classified
into three major categories, supervised, unsupervised and reinforcement learning. Unsupervised
learning requires the ability to identify patterns in streams of inputs where supervision requires labels
for the attributes [228]. Moreover, Al methods can be roughly split into two classes: a classic such as
expert system and a computational intelligence like deep learning, ANN and fuzzy logic systems

[227].

Applying Al in risk management needs to consider the data first. Secondly, the appropriate method
and then the expected output need to be considered, and a framework should be developed to utilise
all the predicted safety and risk management data (see Figure 38). For example, for advanced
analyses, the correlations should be found between the attributes to predict the features of risks
captured from the history of the accidents, so data is identified, and supervised ML is the method.
Many stations need CCTV to be installed around the station to cover many important areas in the

stations and to use the evidence for crimes; thus, such data can be used effectively, and the appropriate
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method for such data is DL. The history of safety and risk management is often textual and has

knowledge that can be used in the future; however, this data is unstructured, so unsupervised method

is selected for this mission.
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Figure 38. Railway station risk framework using a complex group of Al algorithms developed for the study.

5.2 Artificial Intelligence and risk management

Al is a part of our daily lives, as many people have smartphones, using the recommendation services,
online shopping and some apps which learn and adapt based on our user preferences. Currently,
numerous industries intend to promote performance via advanced technologies and inspiring
transformative initiatives utilising Al, for instance, prevention of fraud, medical diagnosing, cyber
security, health conditions, self-driving cars and drones. Furthermore, it has been noted that Al or

advanced technology has the intelligence to address complicated conditions that are identified as
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ambiguous and have the ability to transfer systems to be automated systems with less human
intervention and errors. The domain of process of risk management in the railway stations is a perfect
fit for advanced technology and indeed needed, as risk issues/events involve unwanted events,
uncertain conditions, dynamic and complex operations, ambiguous events and risks which might
happen simultaneously. Moreover, the process did not get much improvement and did not utilise
technology for improvement in the field. With the common risk management decision models such
as complex computer simulations or empirical experiments usually it is not possible to obtain the risk
decisions in real-time. Thus, to enable real-time decisions, it requires a method to notify risk-based
decisions to predict the likelihood risk scenarios earlier. The traditional risk management has many
drawbacks and is incapable of handling the BD volume. With the extension of the railway network
operations management, safety and security concerns, effectiveness in economic and social matters,
and the increase in demand, the existing management systems could not satisfy nor barely meet the
new requirements of operations. One main reason for this shortage is that the rail system’s service
coverage sector has undergone great changes and presently comprises a wide range of urban areas
and the suburbs [106]. Thus, it is expected that cognitive computing will play a significant role in risk
management, which can be applied to train machines to understand and identify risk. In fact, this
method has already been established to grow the business, support decisions and boost performance.
Some of the Al crucial methods, which are relevant for managing risk research, are shown in Figure

39:
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*ML is the method of automatically identifying patterns in data and
Machine learning (ML) using them to make predictions, moreover, can be learned from the
data without the need to follow explicitly programmed instructions

oDL algorithms are a set of ML algorithms that are growing more and
more widespread because of their effectiveness in tasks linked to
computer vision and speech. They are complex methods where it is
hard to explain precisely how each input makes model results.

Deep Learning (DL)

*CV has the capability to identify objects, scenes, and movements in
Computer vision (CV) forms. CV technology employs sequences of imaging-processing to
analysing images into manageable pieces.

Figure 39. Examples of Al techniques details.

For automated risk analysis as a core process of safety management and effective measures,
assembling a database Is required. This should contain all classifications of accidents, scenarios,
expert knowledge and indicators as well as automated safety risk analysis when inputting some signs,
so that automated retrieval the case can be retrieved with the results of the similarity between them
[229]. Moreover, in case of an extensive amount of internal and external data, it is advantageously
employed by the railway stations to take a “’proactive’’ stance depending on the predictions in risk

management and in real-time not only for retrieval but to build learned systems.

5.2.1 Artificial intelligence boosting the innovation capability of railway safety

The railway system has a massive amount of raw data; however, the source of data needs to be
identified, gathered and cleaned to be beneficial for exploring. Al can streamline the way it interacts
with these large sets of safety data and can reduce the burden of seeking large sets of data. In fact, in
many cases, analysing such a volume of data and complexity is beyond the analytical capability of
humans. Consequently, Al contains great potential for boosting productivity and supporting systems
to use resources efficiently, including reducing time, cost, and human intervention. The Al can assist
in diminishing human error, managing the risks and doing common tasks in more efficient ways. The

data from the history of safety, including accident reports, risk descriptions or risk assessments etc.,
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or from the passengers, can be investigated using this method to promote people management in the
stations, to predict their journeys, expecting or recognising unusual patterns of behaviour and
preventing possible risks. The technology interaction with the data of risk can enhance active

reactions and cover a wide range of risk indicators and improve integrating systems.

5.2.2 Framework of developing Al for the railway station risk

The risks network in the stations and their relationships are complex and difficult to represent, and
require effort from all the departments and levels. So, it is essential for strategic planning to compose
a framework that describes the trial to afford a holistic strategy to manage the risks in stations and
utilise Al, producing direction to the auditors, risk managers, compliance and safety community. The
Al approach in the railway station framework is outlined to improve the delivery of Al with the safe
management of Al and showing applicability. This suggested framework is utilised as a general guide
for professionals to use when confronted with the increasing use of Al in railway stations across
different levels of applications. The proposed framework has classified the use of Al for risks into

sixteen regions, as set out in Figure 40 below:

Strategy of applying Al in risk management in the railway station

Risk Management

Infrastructure management

Commercial and Supplier management, and
Fund compliance

Human Factor Security Risk(Data and model )
Knowledge

management

Identity and
Government, access
L management
policies ,standards management
and regulations

Business
Passenger continuity

Manpower Public

Logging and monitoring

Control and mentoring

Figure 40. Implementation framework layers of Al in risk management railway stations.
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5.3 Machine learning (ML)

The data are key to feeding the model to generate outcomes with high success rates. There are various
applications utilising Al technologies such as ML and BD in many industries, such as medical,
banking, and marketing; however, few technologies are being used in railways and transportation.
Information on safety, risk monitoring, or emergency rescue by supervision in the rail system has not
yet been entirely generated due to a lack of integrated systems for rail transportation safety and risk
management, as well as delayed implementations of technology. Therefore, there is a lack of ability
to utilize significant amounts of data in the railway industry to explain the relationships between
operational factors, and safety and risk monitoring, especially in railway stations. Thus, more research
is required to validate this relationship, which is the goal of this research and of designing benchmarks
for the expected level of safety and security performance in railway stations. In addition, in future
work, the obtained data will allow for its validity to be evaluated in a case study of the proposed
framework. Massive dataset resources are captured for analysis, including the history of accidents
locally and internationally. The concept of a smart city and smart stations represent an advanced level
of this technology. Intelligently gathered information like weather conditions and crime can be
associated in real-time with the railway data centre and used to predict scenarios and consequences
of risks. This knowledge discovery from the predictive model will actively aid decision-makers, save
time and enhance risk management, safety and security at stations, therein leading to high-
performance predictions. Availability of indicators for risks leads to training the models and gaining
high-performance prediction. However, gathering data for each risk is challenging, so a framework
is designed in Figure 41 to illustrate such a case. This structure presents the overlapping in railway
stations between safety, security and operations which is a dynamic process and requires certain

technology [21].
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Figure 41. Designed ML flow for the safety mechanism in the stations.

In the case of overcrowding in the stations, to quantify or predict the relation between the
overcrowding risk level it uses output of interest Y; (response or dependent variable) which is

referred to as the label, and the related features X; (inputs available or features).

This creates a dataset with thousands of observations regarding the overcrowding levels in the station,
periods (peak-super peak-not peak), day of the week, time of year (seasons), locations, and other
related predictors (features). One way of understanding the different categories of ML is in relation

to:

Y=fX)+¢ Equation 1

where the f(X) is the unknown model function that represents the information that the feature vector
X (predictor variable) provides about the label Y (response variable) and & is random error. Thus, ML

assesses this function with f. Moreover, the learned model from data can be expressed as:

Y =f(X) Equation 2
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where the Y is the predicted answer variable given the predictors X, when the dataset includes paired
features and labels, estimating f is supervised learning. However, when the dataset is unlabelled,
there is no ¥;, and estimating f is unsupervised learning. Unsupervised learning has a dataset with
only input variables, knowledge discovery and patterns without a guide to supervise the learning. In
the case of the dataset that has partial labels but not all (some X; have no Y;), then estimating f is
semi-supervised learning. Reinforcement learning is exploring for X and searching for the optimal X*
given a desired output Y [230]. More details regarding the class of supervised learning related to the

methods that are targeted to be examined are displayed in the next lines.

5.4 Supervised learning

This subcategory of learning produces inferential or prediction outputs, relying on the labelled dataset
inputs. Estimating a function outlines an input vector to an output given a dataset of paired

observations:
f:X—>Y

This estimation has the ability to infer the association between the predictors and output as well as
predicting the responses for observed features not previously seen from the model. The response
variable Y is a quantitative or qualitative variable so two main sub-classes are under the supervised
learning including regression and classification applications as in the next section. The approach starts
from the dataset that has labelled features to find a way to classify. The method explores the patterns
and correlations to advance the analytics process. For example, millions of images of passengers at
risk, such as from a fall or slip, trip or other motion picture, capture the risks such as overcrowding
or insecurity behaviour. Each risk can create a ML application that distinguishes one behaviour from
another by labelling this data about types of risks. Supervised learning usually begins with an

established set of data and a certain understanding of how it is classified. When the label is
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continuous, it is called a regression which aims to understand the correlation between variables. So,
for estimating f, for which the response variable Y is quantitative, the model is regression estimating.
Moreover, when data come from a finite set of values, it is known as classification [230][231], which

is covered in the next section.

5.4.1 Classification

For estimating f for which the response variable is qualitative, the model is classification estimating,
given a labelled dataset. The outcomes as the learned knowledge from the model can lead to
predicting the classification probability of the dataset not previously seen before [230]. The trained
model can classify data into classes. It has wide applications such as speech recognition, medical
imaging like whether a tumour is small, medium, or large, and clarifying whether emails are genuine
or spam. This category can be applied using many classifier algorithms such as decision trees and

deep learning.

5.4.2 Decision tree (DT)

The DT algorithms have the power to illustrate and outline the consequences of a decision using the
branching structure where each node describes possible results of the decision path. Each node has
the likelihood of the outcome as a percentage depending on the data from the fathers of the node in
the tree. For example, the tree for analysing the accidents in the stations, the passenger age, time, and
the risk type can describe the outcomes of the accidents like highly possible to death or less possible
to injury. So, DT will improve risk management by accident groups and the relations between the
passenger features who committed risks in the accidents. Moreover, understanding the context for
such historical accidents via descriptive analytics is essential for assessing the current safety level
and for future strategic plans. In addition, it can be used to explore hidden patterns while the data

cover a wide range of locations and different periods as well as the areas exhibiting specific risk and
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seasons and how the implementation of safety measures can have an impact. There are a number of
variants of DTs such as classification and regression trees (CART), chi-squared automatic interaction
detection (CHAID), and iterative dichotomiser ID3, C4.5, and C5.0. CART is a DT algorithm that
produces binary classification or regression trees, relying on whether the target variable is categorical
or numeric and exploring the hidden patterns or rules located in the data and suitable for small
amounts of data sets. One of the methods adopted from ML and important is the random forest tree
(ensemble) of classification or regression trees (CART) (Breiman et al., 1984) [232], which uses the
Gini Index as a splitting function [233]. Moreover, it has been shown that it is substantially more
scalable and can address multiple data types simultaneously. The model stops growing when they
have exhausted their ability to fit the training data better. Each tree node attempts to split the data
most optimally so that the classification splits maximize the information gain [21], using methods to
quantify the splitting criteria like Gini impurity and information gain. The tree can split the data many
times into classes in accordance with some exogenous rule; for instance, an accident history record
can be computed subject to time, age or location and the outcome of the accident in whether it led to
death or injuries. This is assuming that data for training the model has variable matrix X with M

number of variables x; and N observations and considering that class vector Y consistd of N

observations with a total amount of K classes. The tree structure as tp is a parent node and tl, tr -
respectively left and right child nodes of the parental node tp (divided into two segments), assuming

for a variable x; , the best splitting value is xf (see Figure 42 below).
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Figure 42. Splitting algorithm of CART.

Aiming to classify data sets for purer (quality) subsets, purity can be reached through criteria such as
Gini Index and Entropy. To find the best split, Gini Index is a criterion used in the CART inducer and
as a splitting function (impurity measure), which also has a bias that favours attributes that have more
outcome values during attribute selection. Gini Index tries to split the attribute into two branches
regardless of the attribute type. Gini Index is also based on impurity calculations; therefore, the
impurity of the training data is measured, which measures the differences between the probability
distributions of the target attribute’s values. If the training data “D" has subsets C1, C2, . .. C; where
m is the number of classes the training dataset has and p; is the probability that the data instance

belongs to class C;, then the index can be formed as:
Gini Index =G (D) = 1 - X", p? Equation 3

The node with zero impurity is the ideal. Moreover, the entropy and the classification error are
considered as e measures for the splitting criteria. The entropy measure or the information required
to classify a random data instance where the data instances contained in the node is denoted with D,

and it can be expressed as:

Entropy H(D) = — X%, (py(logs p.)) Equation 4
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This measure increases if more equally organized points are in a specific space, if the overall entropy
is 0, and then it points out that the node is totally pure and a leaf node can be formed. Otherwise, it

continues calculations since the node is impure. Also, the Classification Error can be computed as:
Classification error (t) = 1 — max[p;] Equation 5

For illustration, for instance, an attribute X has three values and two classes (M and F) as shown in

Figure 43, and the calculation of the measures is presented in Table 11.

O

/ I\
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M 1

Figure 43. The simple tree shows the example distribution.

Table 11. Example of calculation presents the Impurity Measures.

The measures
The Node Gini Index Entropy Classification error
N1 1-(0/6)2-(6/6)>=0 -(0/6) log,(0/6) -(6/6) log,(6/6) =0 1-Max [0/6,6/6] =0
N2 1-(1/6)2-(5/6)2=0.278 | -(1/6) log(1/6) -(5/6) log,(5/6) =0.65 | 1-Max [1/6,5/6]=0.167
N3 1-(3/6)?-(3/6)>=0.5 -(3/6) log,(3/6) -(3/6) log,(3/6) =1 1-Max [0/6,3/6] =0.5

It is observed that when Gini index has a zero mean there is no more split required for node 1, and
the distribution is uniform in node 3 where a fraction of records belong to one of the two classes and

the entropy equals one where all the records belong to the same class. The differences between Gini
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measure and entropy are not large, as Gini makes a purer separation, but entropy tends to make more
balanced subsets. In fact, CART shows advantages such as clearly managing both numerical and
categorical variables and it has a power to identify the most significant variables and handle outliers

[234][235][236].

5.5 Neural networks

This method has been described as a system that can transmit information from the cause to the effect
via neurons or a tool to create a correlation. It has been applied in many problems such as non-linear,
dynamic, pattern classification, clustering and optimization [237]. Applying a caricature of the
process the human brain processes information, which contains highly interconnected units (neurons
or nodes) with weights which are varied to minimise the error between ANN output and the given
output. The basic network is structured by an input layer, an output layer, and any number of hidden
layers. Assuming Neuron x has m inputs, and one output and g the non-linear activation function

[238] can be formulated as:
y (x) = g XiZow; x;+bias (b) Equation 6

where (wy, ...., wy,) are the input weights, where the weighted sum of the output from every neuron
is the input to the next neuron. The bias is a constant value that gives the ability for the line to be
effectively transposed (shifting the activation function to either right or left) in the space as analogous
to the role of a constant in a linear function [239]. The input is then modified within the neuron by
utilising a function called an activation function, which aims to define the output of that node, for
instance, ReL. U function which is more commonly used (Figure 44). Every neuron is a mathematical
processing system (computing units) which, connected with all other neurons, is created to learn the
correlation between the input characteristics and the output. The updating of the weight values repeats

leading to learning during backpropagation, which will guide the inputs to the main output which is
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compared with the observed point, based on the label value [240]. The opposite direction order from
output to the input layer is called a Backpropagation Algorithm. Backpropagation is based on repeated
application of the error used for gradient descent, and an error is computed and operated for updating
the weights.

Xy + W,

Activation
function
Neuron

e + W

Process
summation

Figure 44. The process of single neuron with ReLU Function.

Xy + W,

L1

. + W

ANNSs require examples to learn, and a few prior assumptions [241]. By adjusting the connection
weights, the learning may be supervised or unsupervised. Supervised learning supplies the ANN with
the correct output for every input pattern. However, unsupervised learning supplies the ANN with
several input patterns. The ANN then investigates the associations between the patterns and learns to
classify the input [242] [243]. The ANN consists of three or more layers: an input layer, one or many

hidden layers, and an output layer, the structure of an ANN, as in Figure 45 below.
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Figure 45. The style of a neural network with two hidden layers.

5.6 Fuzzy systems

The fuzzy term refers to things that are not clear and the fuzzy set theory was introduced by Zadeh in
1965 [244]. In classical set theory, an element is a member of a set representing an absolute value
such as 0 or 1, but fuzzy set membership takes any value between 0 and 1, which offers more
flexibility and considers uncertainties, so Fuzzy systems (FS) use fuzzy sets to deal with imprecise
data and vague statements, which are used to describe fuzziness via its membership function (fuzzy
sets). Moreover, this membership function has been noticed as influential characteristics, such as
utilizing occurrences rather than knowledge to resolve real-life dilemmas [245]. Fuzzy logic is a
system that assists many fields including engineering and control systems to do things better and
expand on choices. It is nonlinear mapping of an input dataset to scalar output data. The system
contains four main parts: a fuzzifier, a set of rules, an inference engine and a defuzzifier. Figure 46

presents the components of a fuzzy system [246].
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Figure 46. The components of a Fuzzy Logic System.

Fuzzification (fuzzifier) can be defined as the conversion of crisp sets to a fuzzy set as a step to
convert inputs. For example, it can measure or index risks that are collected in stations as crisp sets
and passed into the model or the control system for processing and to convert inputs, linked to actions
or warning systems. Triangular, Gaussian, and trapezoidal membership function MFs are the most
utilized in the fuzzification process. The inference engine assists in defining the level of match
between fuzzy input and the rules; the rate of the match sets the rules to be implemented, and the
outcomes are a set of fuzzy decisions. Then, the control action is taken depending on combined rules
which have been applied. The logical operators, such as “AND,” “OR,” and “NOT” define how the
fuzzy variables are combined [247] [248]. The end is defuzzification (defuzzifier), converting the

fuzzy member into crisp data [245].

Rule Base contains all the rules and the if-then conditions which have been designed by expert and
decision-makers, for example, the overcrowding level threshold in specific platform depending on
the standard and the area measured. The process of expressing the mapping from a given data to an
output using fuzzy logic is Fuzzy inference—this includes implementing Membership Functions and
the rules (see Figure 47). For example, the fuzzy inference process for the overcrowding risk level,

with the tow-input, one-output, and three-rule can be used as:
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*Rule 1: If the passenger capacity on the platform is below the standard level and no passenger is

alighting from the train, then the risk is low.

*Rule 2: If the passenger capacity on the platform is below the standard level and few passengers are

alighting from the train, then the risk is average.

*Rule 3: If the passenger capacity is more the standard level or the same, and few passengers are

alighting from the train, then the risk is high.

Passenger o

Output
Risk level

Passenger
fromtraip

Figure 47. Fuzzy Inference Process with two inputs, three rule and one output.

5.6.1 Neuro Fuzzy Approach -Adaptive neuro-fuzzy inference system (ANFIS)

ANFIS is a combination of the computational power of ANN and the high-level reasoning capability
of a fuzzy inference system (FIS) [249]. FIS is the process of expressing the mapping from a given
input to an output using fuzzy logic. In other words, by inserting the FIS into the framework of
adaptive networks, we receive the ANFIS architecture [250][251] as hybrid intelligent systems. It is
a multilayer feed-forward network that employs an ANN and FLS to map the relation between inputs
into an output, with the power of identifying patterns, ability to adapt to cope with a dynamic
environment, to determine the optimal distribution of membership functions, and solution of function
approximation problems [252][253]. It is an FLS implemented in the structure of an adaptive ANN.
Furthermore, ANFIS can construct a network realisation of IF/THEN rules [250]. The method utilises

supervised learning on a learning algorithm. It consists of five layers (fuzzy, product, normalization,
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defuzzy, and output) for the first-order Takagi—Sugeno [254]. For two ANFIS inputs (X1, X2), they
are transformed into fuzzy inputs in Layer 1 (the adaptive node or fuzzification layer), as shown in
Figure 48. Then, the process generates membership functions (MFs) for each of the inputs. There are

many MF types; for instance, triangular MF and generalized bell MF (see Figure 49).

INPUT MFs | fuzzification | Normalization Defuzzification Qutput

> Layer 5 Layer 6

_.\_I/

Figure 48. ANFIS Structure with 4-rule, 2- input scheme.
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Figure 49. The triangular and generalized bell mf.

The output is predicted through an adaptive network, which feeds forward multi-layers of ANN with
adaptive nodes. Learning rules are specified for the parameters of the adaptive node and the
adjustment of the parameter depends on error values [255][256]. This method is conducted for risk
prediction on station risk levels, and as it has been indicated that the model can be utilised to assess
risk during a small computational time, this can be applied to many risk factors with different

indicators in the railway industry risk controller [257] (see Figure 50).
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Figure 50. Proposed process framework for the Intelligent System for Managing Risks (ISFMR) In railway stations.

This system has two steps, as initially initial fuzzy model is formed, then the neural network is used.
The initial step is fuzzy rules extracted from the input-output data set. The next step is to fine-tune

the rules to train the network and produce the final ANFIS model of the system [258].

5.7 Unsupervised learning

In this approach, the dataset is processed with input variables X;, and does not specify the response
Y; output. The aim is to examine the features and explore the patterns, and the highly popular style
of unsupervised ML is unsupervised classification (clustering). Unsupervised learning is best suited
when the data are unstructured, such as the safety history documents or accident reports. This
advanced analysis will help classify the data based on the patterns or clustering and associations and
begin to understand the meaning. While there is no labelling the data, the iterative process occurs
fully without human intervention. For example, collecting huge amounts of data about a specific risk
or accidents can help practitioners gain insights into the failure patterns and consequences, design
indicators and safety measures, and relate them to risk management outcomes. Taking action to

design a risk assessment covering the whole system is time-consuming with uncertainties and costs
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of experts who may not be available all the time. Hence, an unsupervised learning approach can help

determine outcomes more instantly than a supervised learning style [231].

5.7.1 Clustering

This unsupervised straightforward method is grouping objects together (cluster) that have similar
parameters [231]. As one of the most common pattern recognitions, data mining and analysis methods
aim to gather objects which are related to each other or similar in one group and other groups for the
different objects. K-means is considered one of the most used clustering algorithms (Partitional
clustering approach), which is very popular and used in a variety of applications, and K expresses the

number of clusters, where every cluster is connected with centroid (centre point) (see Figure 51).

* Points
+ Cluster Center

Figure 51. Concept diagram of k-means clustering.

For example, to find the Euclidean distance between two points in space (y,, x;) and (y, — x;), the

following can be expressed:

d (x,y) = (1 — x)? + (2 — X)? Equation 7

The algorithm is created through the following steps. Firstly, a randomly select k point from the data
is set as the initial centroids. Then, for each point, the Euclidean distance is computed with each
centroid and allocated to the closest cluster. Next, the centroids are updated by calculating the mean

of the cluster. Finally, the two procedures are repeated (compute the Euclidean distance and the mean)
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until the standard measure of the function begins to converge. The standard measure function, the
summation of the square of the Euclidean distance between each cluster and its centroid can be

expressed as:
2 -
E=3K_ 2k ||« — ci| Equation 8

where K is the number of clusters, c; is the centroid of the K" cluster, n;, is the number of the K™

cluster, x¥ is the i point of the K™ cluster [259] [260].

5.7.2 Topic modelling

Natural language processing (NLP) has been applied in many fields such as business to understand
customers, marketing and sentiment analysis, and machine translation like Google Translate. As an
unsupervised method, the method has the ability to analyse unstructured text and capture the meaning.
This can be documents, records or calls. This forms an opportunity for safety and risk management
to analyse and review current records or safety textual history. The large amount of textual data from
the safety history needs to be realised as a source of transfer knowledge, to make informed decisions,
and a source for learning systems. Moreover, the technology overcomes the challenges of reading,
understanding, organizing and exploring this data, like unstructured format, time, cost which cannot
be manual. This history covers a huge range of sources such as accident reports, investigations, near
misses, safety reviews, records and more, including news and social media. In the field, there are
many ways to do topic modelling, yet in this work, the case study will come over the Latent Dirichlet

Allocation (LDA) [261].

5.7.2.1 Latent Dirichlet Allocation (LDA)
LDA is a probabilistic three-level hierarchical Bayesian model for collections of discrete data such

as text [261], generating topics based on word frequency from a given set of documents, developed
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by Prof. David M. Blei in 2003. LDA develops the technique from the category of topic models and

the Probabilistic Latent Semantic Analysis (PLSA) [262].

As a generative system, the data from such processes includes latent/hidden variables which is a joint
probability distribution over both the observed and hidden random variables. The process is executed
via the hidden variables (topic structure) given the observed variables (the words of the documents)
as the conditional distribution (posterior distribution) [263]. For analysis of the Latent variable model,

the data can be expressed in terms of 3 sets of variables:

e Documents: d € D = {d,....... ,dy} where the N is the size of corpus.

o Words:w eW = {wy,....... , Wy} Where the M is the frequency of distinct words from the
corpus.

e Topics (latent / hidden variables): z € Z = {z,,....... ,Zx } where the K is the number of

topics to be specified a priori.

The latent topic links the documents and words, the document can be presented via the conditional
probabilities (Conditional independence) of concepts weighted by P(z|d) and each word can be

expressed as a topic with word probability P(w|z) (see Figure 52) [262].

Latent
Topics

Documents Words

Figure 52. The typical formation of PLSA.
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The model can be described with the notation presented in the plate diagram or the graphical model

shown in Figure 53, which are means of explaining the probabilistic theories behind LDA mode.

Topics o o
moocumenta @ E B e

A ..% L +
B 2 —
. N = e M

Figure 53. Description of graphical representation of LDA.

Where K, N, M are a number of topics, the words in a document, and the number of documents to
analyse, respectively, a is Per-document topic distribution, 3 is Per topic word distribution, the W is
word, Z is topic, and © is Topic distribution for a document (topic probability per document), which
is generated by a Dirichlet distribution parameterized by a. The ¢(k) is word distribution for topic k
(Topic probability per word), which is generated by a Dirichlet distribution parameterized by . For
example, exploring safety documents such as accident reports or risk review documents, these
documents have many topics such as accident details and safety measures, and each topic has many
related words such as fall, slip /trip related to the accidents topic, and these words have a different
probability. In other words, LDA clusters the documents into topics and depending on the word’s

distribution [264][265].

5.8 Deep Learning (DL)

DL is a novel branch from ML that can be considered an evolution of ANN. This learning processes
the classification via the hierarchical level of ANN, which attempts to mimic the process of the human
mind, and has several connected layers. This approach, which has many hidden layers, is learnt from

a compound of unsupervised and supervised algorithms. When there is more than one hidden layer
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in an ANN, the network is sometimes called deep learning, and one of the fundamental applications
in this learning case is computer vision, including a variety of purposes, for example, risk predictions,
autonomous vehicles and medical images. DL has the ability to act in real-time from the captured

images in the surroundings and then algorithms interpret the data to help the system make decisions.

DL depends on employing nonlinear algorithms to match data. This technique is used in a variety of
ways, but they all have certain commonalities, such as how each layer receives the output from the

previous layer as inputs, as shown in Figure 54 [266].

Deep Learning
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Figure 54. Structure of deep learning.

I

The deep neural network has a powerful method for a high level of intelligence learning process, and
the term ‘deep’ refers to the fact that several layers of processing convert the input data (for example
images) into valuable predictions for making decisions. ANN filters transform the data before passing
it to the next layer and to the next in order to learn from data in an iterative approach. The ANN may
consist of thousands or even millions of simple processing nodes that are densely interconnected
[267][231]. DL or hierarchical learning began in 2006 within machine learning as a novel research
method for speech recognition, which is neural networks with multiple layers and convolutional

neural network CNN is the most representative model of such methods. The concept has breakthrough
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results in image analysis, feature extraction, classification, and detection of objects. The following is

a description of the convolution operation:
s () = [x(a)w(t — a)da Equation 9

where x and w is the kernel, which is an adaptive filter that the network learns [268]. Each layer of
CNN is identified as a feature map dealing with input as a 3D matrix of pixel intensities for different
colour channels (e.g., Red-Green-Blue channels RGB). This feature map has different types of
transformations like convolution operations (See Figure 55) or pooling such as Max Pooling. The
process is nonlinear, the layer takes the output of the previous layer as input and the structure connects

all layers to filter and capture the useful information.

Image —— filtering —— - | CONVoOlved Feature
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Figure 55. An illustration of a convolutional layer process using a 3 x 3 x 1 Kernel (K).

For example, the convolution operation learns the weights matrix from previous neurons and takes a
nonlinear function (such as sigmoid, ReLU) to obtain final responses, and for pooling operations, and
to summarise the responses of the previous layer into one value to produce a more robust feature
description [269][270]. This method is conducted (CNN) for a case study in the next chapters. To
analyse BD that railway systems will collect to build risk-recognition, the framework can be designed
as shown in Figure 56. The availability of massive data including temporal data, videos or images

and data fusion, with utilised CNN provides novel suitable solutions for safety and security risks.
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Figure 56. An innovative paradigm for using a CNN to control risks in the railway system.

By using advanced detection algorithms and identifying risks in the early stages, surveillance footage
will play a variety of roles in industry risk management and protection, including suicide, traffic flow,
illegal activity, trespassers, smoke, and fires [271]. Advanced techniques can help rescue workers and
decision-makers by detecting objects and conducting video analytics. These identification strategies
are expected to assist in the development of emergency response plans and communication schemes,
all of which are important in minimising the risks associated with emergency incidents in railway
stations. Additionally, the latest technologies can help with interventions to ensure passenger egress
and transportation at vital station locations for emergency responders, such as tunnels and access
points. Furthermore, sophisticated computational video monitoring can cover a wide range of threats,
including accidents, derailments, and intrusions from adjacent areas into unauthorised station
locations, such as a track, while simultaneously handling other subsystems in real-time with minimal

manpower and high performance (see Figure 57).
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Figure 57. The tree-map presents applications of CNN in railway stations with different risk sources.

5.9 Summary

Al has been analysed in this chapter as well as the selected aspects within the scope of this research.
Even though the range of Al is wide, Al applications, including ML, is the trend in both the business
and academic sector, supported via progress in the computer industry and data availability. Railway
safety, including risk management, will be attractive for Al methods in the near future when data are
more available and considerable. The nature of the field problem and the data type is the key for the
technology selection, yet some method can be used for the same data type which provides more

comparable knowledge in the future (see Figure 58).
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Figure 58. ML Algorithms hierarchy mapping.
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Data is the key for the models, so attention has been placed on utilising real data with high quality to
reflect the purpose of the work. Evaluating and verifying the models is essential, so a train/test split
is the plan to verify the models, so some data sets not seen by the model (new data) will be used to
test the model to evaluate the predictions and avoid any overfitting. For example, 80% of the data are
for training and 20% of the data are for testing. The training data set is used to train the model, which
is the concept of Al (to learn). Moreover, it is considered that the model performance should be

evaluated with different measures such as accuracy, loss, and confusion matrix.

The ANN alone cannot illustrate the full risk process; thus, it will be combined with fuzzy to analyse
the overcrowding risk, which can be automatically configured through learning. In safety-critical
applications, the ANN is still observed as a black-box. However, it knows at least the inputs and
expected outputs, which lack satisfactory analytical means, and are not moulding suitable safety
arguments [272]. The standard fuzzy logic system requires human intervention to determine both the
fuzzy set and MFs [273]. The accident's historical data are complicated, and the decision tree will be
a fitting method as information is gained for advanced analytics. DT are widely used and have the
position that can easily be expressed as rules, and they are not black-box models [274].The LDA
method has many benefits, such as building an expert system from safety history, reducing the impact
of human resources retirement, and providing the new authority with reliable knowledge in time from
a tremendous range of experiences in many conditions and locations and fitting with the big

unstructured risk safety textual data.

The DL method such as computer vision has distinct advantages over other types and is suitable for
utilising images and being applied for fall and slip/trip risks assessment in this study. Clearly, for the
future, there are opportunities for engaging Al technology in safety, risk management, and advancing
smart stations, depending on the data type and the model performance, including the cost and the

learning rate.
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CHAPTER 6: MACHINE LEARNING

FOR THE RISK MANAGEMENT OF A

STATION

6.1 Introduction

Nowadays, we are currently in a period of technological revolution, where technology such as ML
have been used in many fields, for instance, in banking, business marketing, intelligent energy grids,
driverless cars and healthcare and many more (see Figure 59). Al presents a huge opportunity for
providing safe and secure environments for humans, saving lives from disease or from all the risks
around them in their daily lives. In the railway process and safety, applying this technology will
contribute to the railway system as a vital part of the public transportation services. In fact, the
governments, business, stockholders, and the scholars are expanding the programs of digitalisation,
research into Al and BD analysis, and this is where the science is heading in the railway industry
where it expects it will play a leading role in establishing the appropriate use of these powerful
technologies. This improvement will reflect on the economy and lead to establishing smart systems.
Thus, it is a timely and relevant piece of work researching the application of ML in the risk and
management of railway systems. This chapter examines a case analysis of the supervising method
ML via Decision Tree (DT) and DL via CNN, as advanced analysis of accidents in the railway

stations.
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6.2 Decision tree classification

A DT is a determination support tool that applies a tree-like pattern of decisions and their likely
outcomes [275]. DTs have useful information, and branches are used to make a branching decision,
where the decisions then lead to a given prediction. There are many possible ML approaches to safety
analysis. In this case, it trains a DT to classify the accidents and the patterns that occurred in these
accidents in the stations [276]. This model is applied to a wide variety of data, and it is preferable
because its structured rules are simple to follow and understand. The two general types of DTs are
classification (where the class variable is discrete) and regression (where the class variable is
continuous) [277][278]. After the datasets are uploaded, a DT model is designed and visualised. The
DT for the predictive model provides a visualisation of the prediction case, and presents excellent

accuracy with great training efficiency [279].

6.3 A Case study 1

In this chapter, a case study is conducted aiming to expound the potential for applying supervised

machine learning in the railway industry. This involves the application of learning a set of rules from
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instances (examples in a training set). The importance of this study is in its explanation of the
potentials of the machine learning to be used in improving services, management and particularly
safety in the station environments. This designed model for predicting the safety and supporting the
decision makers will be based on data collection from RSSB reports since 2002 with no missing
values. The collected data of accidents that have been reported and published are a selection of 80
incidents at the stations in the UK that have been or are subjected to an investigation by the UK’s

National Investigation Body, the Rail Accident Investigation Branch [RAIB][280] .

6.4 Preparing data

The first step in the supervised learning method is collecting the dataset and finding the attributes that
are the most informative. The next step is preparing the data. After this, the classifier model is
selected, and to calculate a classifier’s accuracy, it splits the dataset for training the model and
evaluations. Utilising Al methods requires massive amounts of data to gain the benefits of such
technology and data preparation is a fundamental stage of data analysis. The accidents used are only
those which lead to fatalities within the station's boundaries; this gives the research greater precision
and indicates the worst-case scenarios. From investigation reports, any data that may not provide all
the specifics of the accidents or which do not lead to deaths or which occurred outside of the station's
boundaries such as accidents on the line have been excluded. Moreover, the data that did provide
information about the passengers or the details of the accident were omitted to ensure that there were

no missing attributes. The total number of accidents was 80 (see Figure 60).
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Figure 60. An alluvial diagram of primary examples of accident data shows the accident characteristics, consequence, date, time,
and victim age.

Some steps for preparing data include the following:

e Generalization: For example, the date of the accident field in the accident documents, which
consists of the year, month, and the day, is amended to contain the specific day of the week
(Saturday (D-1) etc.) and particular time such as AM or PM.

¢ Designing highlights: From the cause of each accident, for example, falling from the
platform and being struck by the train (T1-F), electrical shock (T2-E), or being struck by a
moving train (T3-S), a distinct feature is created.

o Transforming data: The set of values is consistent with a new set of feature values. For
example, the day of the accident, age and gender (Female (G-F) and Male (G-M)) of the

person are converted into discrete values.
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e Reducing or removing redundant features: Features that are inappropriate for this study,

such as accidents occurring out of the stations.

The determinants in scenarios of events, such as passenger age and gender, as well as the day of the
event and the exact time have been extracted. After the preparing and cleaning of the data during data
exploration, the number of accidents is reduced to 71 accidents (instances), with five variables,
including accidents leading to fatalities and only within the train station boundaries. The data set is
rigorous and robust, depending on real-life accidents in the stations and from the official investigation
authorities. Moreover, the data set only covers accidents that had deadly consequences, providing

precise essential outcomes to save lives.

Each accident related to stations and the information from railway industries generally does not have
many details except for certain reports on the web. Considering existing data and their value, it works
with a small database, and attempts to make these data more useful; thus, non-relevant information is

removed [281][282].

6.5 The analysis

A dataset of 71 accidents is used in this analysis. This dataset contains the attributes of age, sex of
the passengers, the day of the week and the time of the event as well as the cause of death. The
attribute matrix was applied as the input of the DT model, and the time was targeted as a predictor.
The process of analysing and utilising ML as the method proposed in this case study is used to learn
from the accidents and thereby benefit from this technology in the field. There are more selections to
model and predict utilising other predictors and many options for inputs. Following the data cleaning
step, some DTs are used in this work for various predictors in the method and for proving the power

of ML in analysing safety data. The visualization enables us to analyse and visualise descriptive
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statistics of the dataset (see Figures 61 and 62). This also shows the distribution of the passengers’

age, time and details for each accident.
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Figure 61. Scatterplot representing the relationship between the characteristics of the accidents and the passenger's age, as well as

the day of the week.
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Figure 62. Scatterplot representing the relationship between the characteristics of the accidents and the passenger age with the
time.

The selected method is the dynamic methods used to analyse the datasets. Thus, it sets the attributes
of the accidents as our target; consequently, any predictor from the dataset can be used. However, the
accuracy and prediction path will vary from one attribute to another. Despite this, this application
attempts to outline the data to explore the interests for safety data analysis and to demonstrate the

suggested method. An example of the results of the DT is shown in Figure 63. The example indicates
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how important each factor in the prediction of accidents is, where the day of the week is the most

important factor, followed by age (see Table 12).
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Figure 63. The prediction and data distribution from the training dataset are depicted in a decision tree diagram and graphs.

Table 12. The analysis of the dataset.

The input factors The analysis The importance of the
(attributes) field %
Day of the week Saturday=D1, Sunday=D2 52.8
etc.
Passenger details Mean age =36.14 41.41
(child, elderly, disabled,
teenager

male or female (G-M, F)
The details of the ~ T1-F: Fall from platform and 3.35
accidents struck

T2-S: Struck by moving

train

T3-E: Electrical shock in

the station
Time AM, PM 2.48

For further exposition of ML techniques in such cases, a clustering method is applied because

intelligent methods used to present and extract data patterns of interest are searched, and it is shown
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that ML is a powerful analysis method for safety and risk management in railway stations. To analyse
the unsupervised dataset, ML is chosen with the K-means algorithm (canonical clustering), where the
number of clusters is eight. However, the remainder of the work is supervised ML. Utilising cluster
analysis involves separating datasets into subsets of instances (clusters) and finding similarities (see
Figure 64 and Table 13). The clusters are placed closer to one another if they are more similar and
farther away if they are very dissimilar, where, for example, cluster number 5 is a long distance from
the other clusters. The size of a cluster, presented as a circle, is proportional to the number of instances
in that group; thus, the largest cluster has 14 cases, and the smallest cluster has only 3 cases. To
process the learning data, 8 clusters are utilised. The K-means algorithm from data mining starts with
the first group of randomly selected centroids, which are used as the initial points for every cluster,

and then performs iterative (repetitive) calculations to optimise the positions of the centroids.
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Figure 64. The nodes and histograms of the 8-cluster diagram.
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Table 13. The details of the clusters

—lafz|aE |ois= o 9| Flsg | 2
35| 21/823|828 |555 (358 |Bg8 | 8| S |38 |25 |85 | &
®&| 8|835|83° (835 |% 881|838 | g | 2|58 (58|88 | 3

=]

Cluster 14.0 0.34 0.51 0.98 0.71 0.08 296 | 025 | 0.29 | 0.08 | 0.01 | 0.21
0 0

Cluster | 6.00 | 0.43 0.54 0.90 0.25 0.13 1.00 | 0.25 | 0.25 | 0.00 | 0.02 | 0.17
1

Cluster | 10.0 | 0.36 0.46 0.65 0.57 0.08 228 | 025 | 032 | 0.04 | 0.01 | 0.23
2 0

Cluster 14.0 0.30 0.47 0.89 0.78 0.12 287 | 027 | 031 | 001 | 0.01 | 0.21
3 0

Cluster 10.0 0.35 0.52 0.64 0.59 0.11 217 | 025 | 041 | 0.03 | 0.01 | 0.22
4 0

Cluster | 3.00 | 0.53 0.81 0.98 0.13 0.19 0.42 | 0.03 | 035 | 0.03 | 0.03 | 0.14
5

Cluster | 7.00 | 0.30 0.43 0.73 0.43 0.13 151 | 025 | 035 | 0.04 | 0.02 | 0.22
6

Cluster | 7.00 | 0.36 0.54 0.98 0.52 0.04 188 | 025 | 0.35 | 0.25 | 0.00 | 0.27
7

6.6 Prediction and analysis

The DT model is utilised for predicting the future values of passenger attributes based on reregistered
values. In this case study, the target passenger characteristics can be changed from one characteristic
to another which show the flexibility of the method. This results in a unified framework that can
perform analyses of variable data using the ML algorithms. This DT shows the prediction path, where

the strength of the path in the tree is indicated by bold branch paths. The time attribute has been

selected as a predictor (see Figure 65).
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The DT, the prediction and confidence The rules of the selected node

IF ISNULL([Age]) THEN 'PMf ELSEIF [Age]>75 THEN
AM
°

ELSEIF [Age]<=75 AND [Age]>41 THEN PMELSEIF

e ° [Age]<=75 AND [Age]<=41 AND [Age]>19 AND ISNULL
° e ([The day of week]) THEN PM'
] L ] ELSEIF [Age]<=75 AND [Age]<=41 AND [Age]>19 AND
) ® o @ [The day of week] ==u'D-5' THEN PM'
P ° P ° ELSEIF [Age]<=75 AND [Age]<=41 AND [Age]>19 AND
® ® [The day of week]! =u'D-5' AND [The day of week] ==uD-1'

AND [Age]>24 AND ISNULL([Details]) THEN PM'
ELSEIF [Age]<=75 AND [Age]<=41 AND [Age]>19 AND
[The day of week]! =u'D-5' AND [The day of week] =—u'D-1'
AND [Age]>24 AND [Details]==u'T1-F' THEN 'AM'
ELSEIF [Age]<=75 AND [Age]<=41 AND [Age]>19 AND
[The day of week]! =u'D-5' AND [The day of week] ==uD-1'
CONFIDENCE AND [Age]>24 AND [Details]! =u'T1-F' THEN PM'

100% ELSEIF [Age]<=75 AND [Age]<=41 AND [Age]>19 AND
[The day of week]! =u'D-5' AND [The day of week] =—u'D-1'
AND [Age]<=24 THEN 'AM'

ELSEIF [Age]<=75 AND [Age]<=41 AND [Age]>19 AND
[The day of week]! =u'D-5' AND [The day of week]! =u'D-1'
AND [Age]>21 AND [Age]>30 AND ISNULL([Details])
THEN 'PM'

ELSEIF [Age]<=75 AND [Age]<=41 AND [Age]>19 AND
[The day of week]! =u'D-5' AND [The day of week]! =uD-1'
AND [Age]>21 AND [Age]>30 AND [Details]==u'T3-S'
THEN 'AM

ELSEIF [Age]<=75 AND [Age]<=41 AND [Age]>19 AND
[The day of week]!=uD-5' AND [The day of week]!=u'D-1"
AND [Age]>21 AND [Age]>30 AND [Details]!=u'T3-S' AND
[The day of week]==uD-3' THEN 'AM'

ELSEIF [Age]<=75 AND [Age]<=41 AND [Age]>19 AND
[The day of week]!=uD-5" AND [The day of week]!=u'D-1"
AND [Age]>21 AND [Age]>30 AND [Details]!=u'T3-§' AND
[The day of week]!=uD-3' THEN PM'

ELSEIF [Age]<=75 AND [Age]<=41 AND [Age]>19 AND
[The day of week]! =u'D-5' AND [The day of week]! =uD-1'
AND [Age]>21 AND [Age]<=30 THEN PM'

ELSEIF [Age]<=75 AND [Age]<=41 AND [Age]>19 AND
[The day of week]! =u'D-5' AND [The day of week]! =u'D-1'

The node presents 18 instances, PM
and confidence with 82.41 %.

0%

PREDICTION AND [Age]<=21 THEN 'AM'
- ELSEIF [Age]<=75 AND [Age]<=41 AND [Age]<=19 THEN
PM AM M
END

Figure 65. The rules and the decision tree with an example of a particular node.

Obtaining more details of the prediction path and input data changes of the input fields has been an
interesting process. After midday, the prediction shows more accidents for an older passenger at the
end of the week. The time represents a critical point as an input field affecting the prediction. There
is a slight influence of the day in the forecast, which may refer to other factors not involved in this

case study (see Figures 66 and 67) (see Table 14).
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Gender
G-M (97.96%)
97.1% X 99.6%

Time (AM)

Details (T3-S)

Figure 66. On the prediction path, comparisons of the input field with several factors (time and the details of the accidents). During
PM, the result is displayed for the example accident type T3-S.

Gender
G-M (97.96%)
0% =  100%

The day of the week (D-7)

Time (AM)

Figure 67. Comparison of the input fields on day 7 with different parameters (time/weekday).
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Table 14. The comparisons of input fields on the prediction path with fixed age= 60.

The graph 1D (y= probability Xx=Age) The prediction and the input fields

Day =D-1, Gender=GF

AM

Probability
h
GEEE—————
100%
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PM
Day =D-1, Gender=GM
P Probability
T e
—+ . - 100%
— AM —
/// PM
Day =D-2, Gender=GF
7 7 7 T " Probability

-
G

e 100%

Day =D-7 , Gender=GF

PM Probability

0% 100%s
Al —

P

The time is indicated showing that PM experienced more accidents than AM. The large ratio of
accidents occurring for males is seen in two important age groups: the young and the old. Many
factors, such as intoxication, must be considered; however, in this research, it is attempted to apply
ML rather than a deep analysis of the causes of the accident. The DT has been applied, and it shows

how the prediction path predicts the target instances depending on the selected data type and the
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prediction targets, for instance, the accident type T1-F has been targeted to present the numerical data

of the prediction path from the DT (see Table 15).

Table 15. The DT prediction path example, where the target in this example is the accident type T1-F

ez 2% 2z Q9% 3 93

g =3 g g g &8 28 5 E} 5
B2 2§ =g

('] (']

TIF 6 0.107 0609 TI-F 0.609
T1-F 3 0.0563 0.207 T3-S 0.609
T3S 6 0.107 0609 T3-S 0.609
T1-F 10 0.178 0595 TI1-F 0.595
T2E 3 0053 0207 T3-S 0510
T3S 4 0071 0510 T3-S 0.510
T1-F 1 0.017 0.206 T2-E 0.510
T2-E 4 0.071 0510 T2-E 0.510
TIF 2 0035 0342 T3-S 0.452
T3S 9 0.160 0452 T3-S 0.452
T3S 8 0.42 0409 T3-S 0.409
TIF 2 0035 0342 T2-E 0.375
T2E 5 0089 0375 T2-E 0.375
T3S 7 0125 0358 T3-S 0.358
T2E 4 0071 0510 T3-S 0.353
T3-S 11 096 0353 T3-S 0.353
TIF 2 0035 0094 Ti-F 0.342
T1-F 2 0.035 0.342 Ti1-F 0.342
T1-F 2 0.035 0.342 T3-S 0.342
T3S 2 0035 0342 T3-S 0.342
T2-E 2 0.035 0.342 Ti1-F 0.342
TIF 2 0035 0342 TI-F 0342
TIF 2 0035 0342 TI-F 0342
T1-F 1 0.017 0.206 T3-S 0.342
T3S 2 0035 0342 T3-S 0.342
T3S 46 0.821 0302 T3-S 0.302
T1-F 4 0.071 0300 Ti-F 0.300
TIF 6 0107 0299 TI-F 0.299
T1-F 56 1 0.291 Ti1-F 0.291
T2E 7 0125 0250 T2-E 0.250
T2E 7 0125 0250 T2-E 0.250

T2-E 13 0232 0232 T2-E 0.232
T3-S 35 0625 0231 T3-S 0.231
T3-S 3 0.053 0207 T3-S 0.207
T3-S 21 0375 0207 T3-S 0.207
T1-F 28 0.5 0.207 T1-F 0.207

T3-S 4 0071 0510 Ti-F 0.150
T1-F 4 0.071 0.150 Ti-F 0.150
T1-F 4 0.071 0.150 Ti1-F 0.150
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6.7 Learning and validation

Evaluating the model to ensure that it produces reliable predictions is significant. In this section, it is
aiming to obtain an overview of the model’s predictive performance and create a framework for
comparing models with different configurations or different algorithms to classify the models with
the best predictive performance. The model is built on a subset of the data, termed the training data,
and they are applied to predict new data that are not part of this training subset. This useful model
has been shown to be well balanced in terms of avoiding both overfitting and underfitting. The steps
begin with a training/testing data split by choosing subsets for generating the 80%/20% split of the
dataset. The former can be applied to train the model and the latter to test it; thus, 15 accidents are

randomly selected for testing, and the remaining 56 are used for training the model (Figure 68).

v v | v
] | = - 4490
Data engineering Machine learning Operations
a
%ﬁ Training learning
Data source . set 80% Visualisation
(accident . cleamr.lg Test set Prediction
history) RN ;;;e validation Comparison
Deployment
80 incidents 71 incidents .
at the stations at the stations Split of the Dataset J\

Figure 68. The stages of splitting the dataset.

The predictor selection allows you to assess and evaluate the models' performance in order to build a
new DT model with a modified confidence value. It is now possible to compare and assess the DT
models. In our prediction model, the prediction model is a classifier of the occurrences between the
passenger qualities, which are dependent on the accident parameter history. A binary classification
(two-class prediction) was chosen, in the case of fatal accidents in the stations (to determine whether

the accident occurred during PM (0) or AM (1)). The outcomes of the prediction are labelled as either
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positive or negative. If the prediction is positive and the actual value is also positive, then it is called
a true positive (TP); with the same concepts, false positives (FP), true negatives (TN), and false

negatives (FN) are realised. The four outcomes can be formulated as a 2 x 2 contingency table or

confusion matrix, as shown below (see Figure 69).
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0 1 True False
Predicted Class Positive  Negative
Rate Rate

Figure 69. In the confusion matrix, the evaluation outcomes of each class's performance.

The positive class was chosen as PM in applying this evaluation, then, some statistical measures, such
as accuracy (88.7%), which is the degree of association for two binary variables. The accuracy is the
product of correct predictions over the total number of instances that have been evaluated. For a

further investigation of features and visualisation of the prediction traits or correlation features of the
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results connecting to the accident patterns and safety predictors, see the parallel coordinate plot

(Figure 70).
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Figure 70. Graph of two-dimensional parallel coordinates.

In the model, the precision percentage and the recall rate indicate that the model had few false
positives and negatives; hence, the model was more correct than incorrect when deciding whether the
passengers involved in the accidents were there during the AM vs. PM. The ROC curve was formed
by plotting the true positive (TP) upon the false positive (FP) (fall-out) at different threshold settings.
The true-positive is similarly known as recall or probability of detection in machine learning. The
ROC evaluates the sensibility as a function of fall-out, and generally, if the probability distributions
for both detection and false are known, the curve can be created by plotting the cumulative
distribution function of the false probability (FP) on the x-axis versus function of the detection

probability (TP) in the y-axis (see Figure 71) [283].
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Figure 71. The plot of the cumulative distribution function.

The area under the curve (AUC) was measured under the ROC curve using this evaluation model
with positive class PM and a threshold of between 50% and 80% of the data (training data) vs. 20%
of the data (testing dataset). The decision tree achieves higher AUC values of 0.90, which indicates

an improved classifier performance (Figure 72).
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Figure 72. The ROC curve and the area under the curve (AUC) is 0.90.

It has been noted that the platform is a significant area of the station where many accidents occur, and
the train interfacing with the passengers is a key aspect of the selected accidents. Some factors, such

as time, where PM saw more accidents than AM, are clear. A high ratio of accidents occurring for
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males has been seen in two important age groups: the young and the old. Many factors, such as
intoxication, must be considered; however, in the research, it is attempting to apply ML rather than
any deep analysis of the causes of the accidents. Several factors need to be involved in understanding
the entire image of the accidents that have not been available in many open-source datasets. Despite
accessibility to the details of the accidents presenting challenges, analysing the history of accidents
via ML opens a new possibility for performing locally or internationally and presenting the root cause
of the incidents and the correlations between many factors in different systems, as well as overcoming
the uncertainty. Yet, more in-depth research is required. The railway industry can choose any safety
dataset that has been recorded to teach an ML application with a range of analytical methods.
Additionally, they can select safety datasets for analysis and validate other such user behaviours or
ticketing systems to determine any correlation and thus design predictors. Furthermore, this method
leads to rethinking automated data gathering to extract the most useful data and integrate systems.
The model has the ability for processing safety data in real-time which delivers a strong expert system
with wide sharing knowledge. The results present acceptable values, and depending on the selected
data type and the prediction targets, the appropriate algorithms can be chosen. The classification of
supervised ML has been applied and presented, therein showing high performance; some of the

objectives of the model are as follows:

1 - Providing information that may demand that future railway stations perform in-depth analysis
and classification and consider how they can obtain automated safety, therein being integrated with

other developments or advanced techniques.

2 - Determining any possible shorting in current safety systems or frameworks and then improving

the comprehensiveness of any sophisticated technology.

3 - Prediction of risk or consequences based on official recorded safety data.
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In addition, the method affords new windows to the cloud, 10T, smart stations and smart cities. This
method can be used in real-time to present the situation in the station in a timely manner. The
technology allows the field to be automated and the process to become smarter. Many systems have
the chance to be integrated to support risk management, such as fire and alarm systems, automated
fare collection (AFC) systems, and any outer systems such as police and other agencies, along with
safety record systems from other stations [14][117]. Finally, the intelligent analytical technique
employed in this example yielded more useful knowledge on train station safety, which will be
valuable in the future when building risk management for rail stations all over the world within the

wide scope of BD.

6.8 Deep Learning and risk management

Face recognition is currently a key component of computer vision, with various applications in
autonomous vehicles, human-computer interactions, CCTV cameras, robotics, health care, medical
imaging, and homecare technology. Vision sensors can be used in railway environments due to
technological advancements. CCTV cameras, for example, are widely used and rely on a variety of
camera sensors; these cameras are designed to prevent and maintain safety and accidents in railway
environments. DL has been proposed as a method for risk management in railway stations as a subset
of machine learning in Al. As a result, it has resolved some risks in this case by combining vision
data from several points in the system, including both still frames and motion video. Station CCTV
applications can be upgraded and used to capture video frames and gather data representing human
actions and motion; the resulting data contains spatial and temporal information from a variety of
locations within the station, like platforms. Then, a deep learning technique is used, which is primarily
based on a collection of algorithms that attempt to model high-level features in the data, so unsafe
acts can be detected. Multiple frames feature datasets are used to train the model. For an illustration

of the novel concept and for a more comprehensive application of the risk management and how the

151



process changed, the conventional risk management method moved to a CNN model process with

two processes in parallel, thus improving the automated process, as presented in Figure 73.
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Figure 73. The proposed CNN approach for the next generation of railway station risk management scheme.

unsafe events

6.9 Case study 2

In this study of case study 2, DL has been used as a convolutional neural network (CNN) to detect

passenger falls, slips and trips (FST).

To move ahead with the proposed use of CNN to detect falls, the system must be able to identify
passengers' complex movements and address several passengers’ falls at once. When a fall is detected,
the mechanism is expected to notify railway station control and provide pertinent information, such

as the time and location.

Such research focuses on how to use technologies like CNN to BDA collected by railway systems in
order to create risk-recognition frameworks—in the case of FSTs—risk in railway stations, as shown

in Figure 74.
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Figure 74. The convergence of FSTs and system aspects.

FTSs are common in stations, and their causes include human factors such as people running, and
also factors such as floor damage (due to wet or muddy conditions), a lack of lighting, and poor steps
design. Overcrowding, stampedes, security and emergency evacuation are all risks associated with
FTS. Passengers may fall into the gap between the train and the platform, onto the track, or even
under trains, and such accidents can escape notice and even go unheard by the train driver or station
staff, which also contributes to overcrowding and panic. A team on the platform might miss a
passenger stuck in the doors, people standing too close to the train, or children—all of whom are at
risk. Station CCTV cameras can record a large amount of data, which is usually archived for a period
of time before being removed. In fact, with the operating system that are used, it is incredibly difficult
to identify risks and manage an emergency situation as soon as it occurs. CCTV management systems
(in control rooms) are passive: they have a limited capacity to keep stations secure, and the recorded
data can only be used as evidence by the police. As a result, current results depend on workers whose
jobs involve constant viewing of video screens or supervision on site, which is extremely costly and
challenging at all times and at each point in the station. In such situations, human error is likely to be

high, and camera positions may not completely cover all station areas. As a result, it is critical to
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effectively keep a close eye on the threats and other factors affecting passengers in the station via an
automated approach and to issue a timely alert in the event of an emergency. The Keras library is
used in this analysis, which is an open-source neural network library written in Python that allows for
fast prototyping. It also keeps the CNN up to date and runs smoothly on both CPUs and GPUs. Keras
can use raw images as inputs to the CNN model, which extracts features. Table 16 provides an

overview of the experimental setup.

Table 16. The Keras library packages example installed detailed results after running the model.

Layer (type) Output Shape Param #
Conv2d_1 (conv2D) (None,62,62,64) 1792
Max_pooling2d_1 (MaxPooling2) (None,31,31,64) 0
Conv2d_1 (conv2D) (None,29,29,128) | 73856
Max_pooling2d_1 (MaxPooling2) (None,14,14,128) | 0
Flatten_1(Flatten) (None,25088) 0
Dense_1(Dense) (None,128) 3211392
Dense_2(Dense) (None,64) 8256
Dense_3(Dense) (None,32) 2080
Dropout_1(dropout) (None,32) 0
Dense_4(Dense) (None,32) 1056
Dropout_2(dropout) (None,32) 0
Dense_5(Dense) (None,1) 33
Total params: 3,298,465 _Trainable params: 3,298,465

Non-trainable params :0
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Available processors are used to run the system in this part of the study; however, for large data, more
efficient CPUs and GPUs are recommended. The sequential model form was chosen, and it builds a
model layer by layer, which is the easiest way to construct a model in Keras. then chose Conv2D
layers with 64 nodes each to deal with input images as 2D matrices, and for the convolution kernel,
a 3 X3 filter matrix was used. The main design blocks of a CNN framework are convolutional layers,
which learn the features that are appropriate for distinguishing between a ‘falling' image and a ‘not
falling' image. Each convolutional layer uses a collection of kernels to apply a convolution operation

to the outputs of the layers before it.

6.10 Preparing data

In this analysis, the CNN goal is to take image data from capturing the passengers in a station and
categorise each image into one of two categories: dropping or not falling. The dataset was split into
different frames with established labels (falling or not falling), which served as training data for the
classifier. Different activities and complex dropping events from various locations, such as falls on
stairs or in the gap between the train and platform, were selected from several open-source sequences

to create the dataset, as shown in Figure 75.
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Figure 75. (a) Dataset of passengers who fall/slip or trip in stations (b) Dataset of passengers’ images who are almost in a normal
situation at stations.

The model is executed with an Intel Core i7 processor, 64 GB of RAM, and an NVIDIA GeForce
MX 150 graphics card. Data from open sources have been collected in the form of still frames and
images. In fact, finding such data is difficult due to privacy issues and a lack of availability for a
range of causes, including the fact that data is regularly removed from data centres and the difficulty
of finding, privacy and collecting such data. In such case for labelling, data be grouped, categorised,;
the images depict some potentially dangerous passenger behaviours (see Figure 76), and the videos
and images collected span several countries. The data raise serious questions that should be taken into

account in future station design and operations and have many aspects such as:

e People standing in potentially dangerous positions between the train and the platform and near
moving trains;

e Some people trespass into track areas and are located in restricted areas.
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Some passengers have pressed the train track, and may other clothes get entangled in train

doors; also, some others cross the tracks to take shortcuts between places.

e Elderly people trip and fall on escalators, and other travellers and other passengers misuse the
escalators.

e Children and those susceptible to fainting are falling into the gap.

e Technological and lifestyle effects appear, such as taking selfies close to the moving trains.

e Wheelchairs that fall down escalators and staircases.

e Passengers who are located in prohibited areas.

However, for training deep learning models, the minimal data available for each dataset are
insufficient. As a result, it supplemented the collected data with Charfi et al. [284]'s Le2i dataset,
which includes a large number of falling positions, and the dataset was split into two parts: training
validate and test, which used 80 % of the dataset for training, 10% for validation, and the remaining

10% for model testing in this report.

Passengers in untheorized areas or
risky position

People standing in risky position

Figure 76. Different traveller behaviour samples.
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6.11 The analysis and prediction

More than the data limitations, the data (both images and videos) obtained from the site need
extensive cleaning. Many limitations are imposed by the variety of sources; photographs of low
quality and obstructed vision (to the point that the targets are not visible) must be avoided. After being
educated, the model is used to classify the risk of falling using a test dataset of photos that have not
been seen before, having divided the data into three sets and using images that were chosen at random

(training, testing and prediction).

The CNN training results in an improvement in accuracy for each model training iteration; thus, as
the error decreases, the model output validation data reach an appropriate level. After training, the

prediction ability of the model was evaluated on the test sample (see Figure 77).

Performance of the model
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Figure 77 The accuracy of the trained model and the model loss.

There are several advantages of deep learning in risk management, including the following:

e (Gaining a real-time capacity to help reduce risks is possible.
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o Several field subsystems, such as maintenance, security, traffic, and passenger models, can be
combined to shape actions that consider multiple factors.

e Machine learning can successfully incorporate lessons and knowledge into the learning
process, which is important for safety systems.

e The efficiency of operations in stations and other railway-related areas can be increased.

e Both passenger and employee interactions can be enhanced, which will boost the market's
overall picture.

e Data collection can be improved to take advantage of more efficient interactions between

assets and people.

6.12 The validation

Performance measures can be estimated from the qualified model production during the testing phase.
For this analysis, it used indicators like accuracy, precision, recall, and F1-score, as well as the

receiver operating characteristic curve (ROC).

The model concentrates on finding the possibility of falling in predictions. As a result, it selected data
that depict the frequency of falls and their behaviour, as well as people in potentially dangerous
positions. Different dataset cases are analysed in order to measure danger and determine the best
groups. Table 17 and Figure 78 show two cases: falling and not falling (case 1), as well as three

categories: dropping, not falling (normal or safe station), and dangerous behaviour (case 2).

Table 17. Detailed outcome of the experiment’s models
Model ID | Number Classes Accuracy | Number of Parameters | Dataset

of classes | labels

CNN-0 3 Fall 81.90 3,301,635 1782

Not fall
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Risky position

CNN-1 Fall 71.71 3,301,635 1826

Not fall

Risky position

CNN-2 Passenger Fall 77.90 3,301,635 1781

Risky behaviour

Safe station

CNN-3 2 Fall 80.77 3,303,681 2820
CNN-4 Not fall 82.2 3,298,465 1980
CNN-5 75.00 3,298,465 2885

Fall or Not

Risky behaviour, passenger falling , safe

Managing risk in the
railway station using
the CNN

|

CNN Model

/ Predictions \

Figure 78 Examples of passenger action clusters predictions

The prediction model uses a two-class prediction (casel) to classify passenger behaviour which shows
positive results. A true positive prediction is one in which the prediction is positive, and the ground-

truth value is also positive (TP). False-positive (FP), true negative (TN), and false-negative (FN)
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values can all be determined in the same way. As shown in Table 18, these four values can be

represented as a 2x2 contingency table, also known as an uncertainty matrix [21].

Table 18. As a confusion matrix, show the classification performance evaluation results.

Confusion Matrix: The original value

[[26 3] True | False
[1133]]

Predictive True | TP FP

value False | FN TN

AUC=82.33 | Precision | recall | F1-score

Fall 0.70 0.90 | 0.79

Not Fall 0.92 0.75 | 0.83

The ROC is a metric that reveals the relationship between continuous variables by reflecting their
sensitivity and specificity. Figure 79 depicts the ROC curve, which presents success in making (fall)
predictions. Due to a shortage of risk-class photos in accident cases at stations, the risk and non-risk
classes have an unequal number of images. As a result, when using the available images to train a

deep learning model, it is difficult to model safety vs risk.

1.0
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0.6

AUC=82.33

0.4
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0.2

0.0

0.0 0.2 0.4 0.6 0.8 1.0

False Positive Rate

Figure 79 ROC curve of the model.
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6.13 Summary

ML has examined two case studies in this chapter, proving the value of transforming risk management
from a traditional approach to one that incorporates cutting-edge technology. Firstly, using DT
provides a robust and beneficial analysis of the history of safety records. The applicability of the DT
has been demonstrated to this safety task for railway stations. Moreover, ML presents conceivably

beneficial classifications and prediction performances and interpretable accident details.

The data have been selected to be of high-level quality. The proposed novel application via DL offers
original concepts and outcomes via assessing the risk from the images; the test process proves the
robustness of the results. That will open a new era of risk management in many fields including the
railway industry, as it can save time, cost, and protect lives by providing safe railway stations. The
method demonstrated the validity of the model and the distributed analysis of the data. Additionally,
it was employed to determine the relevance and importance of the chosen accident conditions. This
method achieves good prediction accuracy and high and acceptable performance to be able to process
safety data in real-time. Secondly, based on a CNN, applying DL algorithms fosters the identification
of unexpected events in railway stations. This early detection would reduce the risk, and allow for
faster responses in emergency or evacuation situations. Compiling additional datasets with training
examples would undoubtedly increase accuracy and cover a broader range of station threats. It is
essential to integrate some of the systems in the railway stations and possibly use the automated
gathering of the data to extract the most useful data from many indicators. Finally, this technology
(DL) based on computer vision will dominate and play an important role in the field and direct the

risk and safety to a high and reliable level in the future.

162



CHAPTER 7: FUZZY AND NEURAL

NETWORK FOR OVERCROWDING

RISK MANAGEMENT IN RAILWAY
STATIONS

7.1 Introduction

Without doubt, many threats affect railway services and operations, and neglecting them would
significantly reduce the success rate of such operations in stations and across the whole system.
Overcrowding, for example, causes an unsafe atmosphere, falls/slips or trips, and can result in
violence and stampedes; it also increases security vulnerability and evacuation problems, resulting in
more disruption and negative feedback. As a result, if planners, decision-makers, safety community,
including risk managers, are capable of assessing and analysing the risk of rail stations in a timely
and accurate manner, operational risk management will become more confident and effective and
provide a higher level of services and safer station environments. In such a dynamic area of risk
management, the stations have been seen as complex. So, in order to investigate Al in such threats,
an effective method like ANFIS, which is a mixture of ANN and Fuzzy, assists decision-makers in
controlling risks such as overcrowding, which is a common risk in many stations around the world.
Moreover, the pandemic (COVID-19) proves the importance of the proposed method utilising
technology to manage the crowd, as controlling overcrowding is significant and connected to other

risks such as evacuation, delays, and quality of services.

7.2 Adaptive neuro-fuzzy inference system (ANFIS)

ANFIS is a mixture of the computational power of ANN and the high-level reasoning capabilities of
a FIS. The parameters of the adaptive node have learning rules, and the adjustment of the parameter

is based on error values [249][255][256]. The ANFIS model is used to solve parameter recognition
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problems. This is accomplished using a hybrid-learning rule that combines back-propagation,

gradient descent, and the least-squares approach (see Figure 80).

Figure 80. The Back Propagation (BP) Algorithm.

It is a multilayer feed-forward network that uses an ANN and a FLS to map inputs into outputs, as
shown in Figure 81. As a result, it is FLS built into the framework of an adaptive ANN. ANFIS can
also build a network implementation of IF/THEN rules [250] . The ANFIS combines (neural networks
and fuzzy inference systems) modelling and controlling. It has some benefits, including adaptation
capability and the ability to capture the nonlinear structure of a process. The model has both numerical

and linguistic knowledge and rapid learning capacity, with more transparency, and fewer
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memorization errors compared to the ANN [285][286]. Moreover, the model has a FIS in the
construction of a predictive tool and an adaptive network that maps a provided input data set to its
corresponding output data set. The model has been used for problems involving prior knowledge and

provides a method for interpretation [287].
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Figure 81. The fuzzy logic inference method framework for risk control in railway stations.

7.3 Case study1

For predicting the station overcrowding risk level, two parameters (retention rate index and transfer
efficiency index) were chosen as inputs. So, need the transfer time (in seconds) and the transfer
distance to measure the station transfer efficiency, which is an important metric (the station state). In
an ideal scenario, passenger traffic on the platform is a periodically replicated phase linked to the
train departures and arrivals. The departure and arrival of trains at the platform has been assumed as
a prompt action that completes fast. Assume that a train designated (jn-1) is leaving from the platform
(1) with some of the specified passengers on board. The number of passengers still on the platform
has been reduced to the bare minimum. The passengers will then begin to congregate again until they
hit the full density level just before the next train arrives (jn). This cycle is continued, and depending
on train schedules and boarding, the commuter size of the sample can increase or decrease See Figure

82.
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Figure 82. An ideal platform is represented in 3D, with simple train movement and timelines.

The amount of equipment in the channel that leads to the platform (such as stairs and escalators) has

been suggested to have to influence the transfer efficiency index in the station channel position. The

transfer efficiency n, can be determined using the following equation if v is the walking velocity and

(d) is the distance between equipment:
Ther 3

nr =—
to
The retention rate, which is the second index, measures the number of people that remain on the

Equation 10

platform waiting for the second train due to a lack of room on the current train. Depending on the
area of the targeted location and the standard applied to measure how many people can stand in one
square metre, the density of these passengers reaches a maximum level to be the overcrowding
threshold. Passengers on the platform are divided into three groups based on train departure and

arrival times, assuming the process is completed rapidly:
Train departure j*—1

Train arrival j™
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Train departure j"

As a result, the following formula can be used to measure the terminal's retention rate mg as an

indicator for the proportion of stranded passengers:

]
Nri

=3 Equation 11

MR

For the ith platform in jth passenger period, the Nii are the passengers who wait on the platform and
cannot get in the current train, so they planned to wait for the next one. For every specific terminal,
the number of stranded passengers is restrained by the total waiting for passengers Nivi and boarding
passengers, so the stranded passengers can be calculated by the maximum number of passengers
remain after the train occupied. Even with the presents formulas, yet the indices not calculated, the
parameters (retention rate index and transfer efficiency index) been calculated in literature before,
and in this case study, the outcomes data are used as data set for the application. The experiments to
capture such information need observation in a real platform which is not an easy task and need much
authorisation from operators and differ from country to country depending on the policies. However,
to make the process automated and smart it can be integrated with another system such as CCTV and

sensors in the trains to count the data in real-time and for long period[185][288].

7.4 Preparing data

The volume of passengers waiting on the platform can be evaluated based on the platform's size and
other factors like human factors (e.g., passenger belongings, seasonality, schools’ effect or events),
then the scheme for overcrowding can be evaluated, and risk level determined to execute the ANFIS
model. As a parameter set, existing data from the Chinese metro system (see Table 19) been used.
Part of these data will be used to train the prototype, and the rest will be used to test the model. This

available data based on on-hand data collected in real-time during peak hours, actual data from the
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literature was obtained from the GuoMao station of the Beijing metro in China [288]. Congestion in

the station is the risk case, and it will be assessed using the indexes.

Table 19. Lu and Han present a case study of measured data on the station platform during peak hours (2016).

Time Transfer Train Stranded Waiting Stranded  Transfer efficiency
Passenger capacity passengers passengers % Ratio
% % % %
7:31:30 0.77 100 0.00 68.29 0 1.62
7:33:30 0.65 100 0.00 57.62 0 1.62
7:35:30 0.78 100 0.00 68.90 0 1.62
7:37:30 0.78 100 0.00 69.21 0 1.45
7:39:30 0.76 100 0.00 67.07 0 1.45
7:41:30 0.84 0.83 0.40 74.70 0.11 1.45
7:43:30 0.88 0.83 0.55 85.98 0.13 1.28
7:45:30 0.82 0.83 0.31 83.84 0.07 1.28
7:47:30 0.75 0.83 0.00 72.56 0 1.28
7:49:30 0.93 0.83 0.80 82.62 0.19 1.55
7:51:30 0.83 0.83 0.32 89.02 0.07 1.55
7:53:30 0.87 0.83 0.49 82.93 0.12 1.55
7:55:30 0.86 0.83 0.45 85.06 0.10 1.67
7:57:30 0.89 0.83 0.62 87.80 0.14 1.67
7:59:30 0.98 0.83 1.00 98.78 0.20 1.67
8:01:30 0.90 100 0.63 99.09 0.13 1.22
8:03:30 0.90 100 0.65 92.07 0.14 1.22
8:05:30 0.87 100 051 89.63 0.11 1.22
8:07:30 0.93 100 0.80 92.68 0.17 1.47
8:09:30 0.95 100 0.88 100.00 0.17 1.47
8:11:30 0.72 100 0.00 81.40 0 1.47
8:13:30 0.92 0.83 0.75 81.71 0.18 161
8:15:30 0.93 0.83 0.80 97.56 0.16 161
8:17:30 0.96 100 0.25 100 0.05 1.61
8:19:30 1.00 100 0.42 93.29 0.09 1.26
8:21:30 1.00 100 0.43 96.65 0.09 1.26
8:23:30 0.81 100 0.00 79.88 0 1.26
8:25:30 0.93 100 0.12 82.62 0.03 121
8:27:30 0.94 100 0.18 85.98 0.04 121
8:29:30 0.94 100 0.15 86.59 0.04 121

7.5 The analysis

Instead of the risk likelihood, the model proposes a risk scale, which has been built in the form of a
4-choice range (very unlikely, unlikely, likely, very likely). Congestion in the station has been chosen
as a dangerous scenario. The probability of congestion is divided into sublevels that fluctuate between

the index impact groups, and the following indexes will be used to test this:
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e Passengers stranded (Platform)

e Transfer efficiency (Channel), with each level grouped according to its risk level.

The probability of congestion can be divided into several different levels, which will fluctuate

depending on the index impact levels. There are four levels of risk, each with their own set of criteria,

and their own colour scheme for easy identification. The function dimension of the inputs must be
transformed to be based on the likelihood of risk level in the suggested form because the data are
linked to the ratio (stranded) and transfer efficiency in the station. The covariance matrix is then
obtained, and the risk level's patterns and colours are noted, as seen in Tables 20 and 21. For each of

the model's inputs, the scale retains the same set of values [288][289][290].

Table 20. The magnitude of the risk likelihood level.

Risk levels
. Indexes
L . Description
Result Description (Retention rate of the platform) (Transfer efficiency)
Very unlikely Full capacity and have chance to ride without Passengers can move easily D

being stranded

Likely Some are waiting for the next train Some lines before the lift and stairs B
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Table 21. The two indices with the risk matrix and scale.

Index Index Risk levels  Risk Ratio The scale Risk value
1 2 of indexes values index Range factor (R)) level
A|B|C|D|A|B|C|D 1&2 1 of index of index
2 2
Index A D R<0 1.3<R <1 32.5<R <0 4
1 "B |
C |
D |
Index A B 15< R<50 2<R <1.7 50<R<42.5 2
2 B
C
D

The retention rate was calculated using data obtained during the peak hours of 07:30-08:30, with a
super peak at 07:45-08:15. Furthermore, the loading factor (1.05-1.02) was used in the calculations
to obtain the stranded ratio. The index for channel transfer efficiency was then determined,

considering variables such as walking velocity (1.5 m/s) and passing time (107 s).

The overall transfer time was 152 seconds, including the time it took to travel the distance to the
platform. According to data on transfer performance, after 08:00, congestion remained constant and
passenger movement was smooth. As seen in Figures 83 and 84, the level of congestion risk fluctuated

between very likely and unlikely.
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The risk level and the data indexes
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Figure 83. The relations among the inputs and the risk amount.
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Figure 84. The findings of a latent class analysis using 2 segments and 25 samples.

7.6 Prediction and analysis

It used supervised machine learning to train regression data to assess data for further study and
exploration of the data, as suggested by the ISFMR system to advance dynamic risk management in
railway stations. A comparison of regression learner optimizable models was performed, and cross-
validation was used to protect against overfitting. Furthermore, the model with optimised

hyperparameters was used to reduce the model mean squared error (MSE) (Best point
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hyperparameters). One of the most important statistical approaches for analysing the relationship

between predictor variables and responses is correlation analysis.

Regression trees and Gaussian process regression model (GPR) support vector machines (SVM), and
ensembles of regression trees are four different hyperparameter optimization models that have been
used. The best fit by the minimum MSE is seen in the GPR analysis (see Table 22). Figure 85 shows
the MSE and the value of optimization results for each model at each iteration, whilst Figure 86

displays the Minimum MSE Plot, which updates as the optimization runs.

Table 22. Error tests based on a mix of hyperparameter optimization models.

Model Type RMSE RZ  MSE MAE
Optimizable 0.013656 0.99 0.0001864  0.01128
SVM

Optimizable 0.063478 0.82 0.0040295  0.051834
Tree

Optimizable 0.00647 1 0.00004194  0.0054809
GPR

Optimizable Ensemble  0.02726 ~ 0.97 0.0007431  0.020145

0.5 £ 0.5
@® 3 -
2 * 204 ‘
5 5]
2 g
R o3 003
e re
= o2
@02 - Ob ti e * Observations
R . servations B oA Perfect prediction
2 o1 Perfect prediction 0. L7
=2 o .
o A 0

0
0 0.2 0.4

o] 0.1 0.2 0.3 0.4 0.5
True response

True response

* Observations
Perfect prediction

* Observations
|—— Perfect prediction

Predicted response

Predicted resp
N

[‘) ():? l):A
True response oL~ !

0 0.2 0.4

(0) True response

(d)
Figure 85. The expected and actual values for different types of regression learner optimizable models: (a) prediction (Optimizable
SVM), (b) prediction (Optimizable Tree), (c) prediction (Optimizable GPR), and (d) prediction (Optimizable GPR) (Optimizable
Ensemble).
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Figure 86. Expected and actual values for various regression learner optimizable models: (a) prediction (Optimizable SVM), (b)
prediction (Optimizable Tree), (c) prediction (Optimizable GPR), and (d) prediction (Optimizable GPR) (Optimizable Ensemble).

7.7 Learning and validation

Sugeno-type fuzzy inference systems have been modelled, designed, trained, and tested using the
Neuro-Fuzzy Designer. The system was trained using the pre-calculated indices and risk matrices. As
shown in Figure 90-A, it chooses a partitioning system in which grid partitioning is the default scheme
for FIS structure generation with ANFIS. Datasets were used to train the model using the chosen data,
and the residue was used to test and validate the system. Additionally, subtractive clustering was used
for rule generation, with the degree of impact, squash factor, acceptance ratio, and rejection ratio set

t0 0.5, 1.25, 0.5, and 0.15, respectively, as seen in Figure 87-B. The number of MFs allocated to each
input in the ANFIS model will vary.
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Figure 87. (a) ANFIS model architecture for overcrowding risk level estimation, with the branches indicating the ANFIS model

structure in addition to the feed-forward network, and (b) ANFIS network after subtractive clustering.

In addition, the risk indices were calculated in two parts. Figure 88 displays the latent class estimation
results assuming that the indices and total risk are homogeneous. This emphasises the importance of
platform design and train schedule and load punctuality in meeting the waiting passenger numbers.

A low-risk level implies a secure platform with smooth passenger flow; however, other platforms or

locations nearby could be overcrowded.
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Figure 88. The association between the inputs and the risk levels is depicted as a heat map.

Figure 89 shows the trained FIS, which contains 16 rules (clusters). There are 16 Gaussian curve MFs
built through each input. Sets of processed data were used to execute 150 cycles of learning during
ANFIS preparation. Several fuzzy sets were assigned to the output data using the Sugeno-type FIS
method to consider the relationship between the input variables (risk indices) and the output variable

(risk level), as seen in Figure 90.
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Figure 89. Main ANFIS of indexes and risk performance (Matlab's rule viewer) were trained.
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Figure 90. In the proposed method, the Sugeno-type FIS method is used.

For a comparison of RMSE values for the training and testing process, the experiments covered
different MFs. Also, the mode train FIS uses the optimizer methods as a backpropagation alone or
hybrid which is a combination of backpropagation and least-squares-type method to allow the fuzzy

learning from data. While the number of output is only one, grid partition method is used in
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establishing the rule base relationship between the input and output variable. During training with
150 epochs, the MF of (dsigmf) and (psigmf) perform the most effectively with minimum RMSE

under linear MF type output with training hybrid method (see Table 23).

Table 23. RMSE results from the training and training datasets for various MFs with Membership Functions Number (4*4).

ANFIS info MF Number of  Training RMSE Testing RMSE
nonlinear ~ Back Propagation Hybrid  Back Propagation  Hybrid
parameters
Trimf 24 0.073364 0.000119 0.214272 0.234563
Trapmf 32 0.064496 0.000061 0.152923 0.771647
gbellmf 24 0.063835 0.000001 0.100628 0.103621
Grid partition Method gaussmf 16 0.063897 0.000001 0.176282 0.079462
Gauss2mf 32 0.074480 0.000001 0.136584 0.87736
Pimf 32 0.058077 0.000061 0.19069 3.89485
Dsigmf 32 0.071541 0.000000 0.117291 0.726872
Psigmf 32 0.039306 0.000000 0.717619 0.720104
Number of linear parameters 48
Number of Epochs 150
Number of nodes 53

In terms of error, types of membership functions, and output process, the ANFIS models have shown
substantial performance variations when compared to the evaluation criteria. The ANFIS models tend
to be sensitive in various MFs and data sets based on all of the RMSE values. The ANFIS architecture
is influenced by the types of MF inputs, data, and MF types of outputs. Figure 91 depicts a graph of
the training error. The model has been set up to train steps of 150 epochs, error diminishes, and error
fluctuations to reach a steady state. Clearly, the limited amount of training data is a big factor in
results. Additionally, the expected ANFIS example does not necessitate time-consuming iterative

training.
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Figure 91. The progression of trained fuzzy system errors.

Figure 92 depicts the trained fuzzy system's error pattern, as well as an illustration of the RMSE
increasing with training and the ANFIS paradigm's performance. This demonstrates that the expected
short-term risk level for both the training data and the FIS performance is very close to the actual
results. The surface plot (the three-dimensional (3D) surface) shows that evaluating the two indices

has a major effect on the predicted overcrowding prediction (see Figure 93).

Figure 92. Training dataset and FIS output with two inputs and one output.
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Figure 93. Example of the rule base system's 3D surface plots adapted for data for various mf types: (a) dsigmf,
(b) gbellmf.

In general, the 3D diagram indicates that the risk level increases as the index likelihood increases,
which is a reasonable inference. The same technique may be used for other risk indices. This was
implemented with the aid of data over a short period of time in order to come to conclusions regarding

the method's efficacy.

The results show the surface and counters of risky index levels, as well as the effect of the input index
on risk level results. Different scenarios are considered when choosing the best MF, and the scenario
with the smallest error is acknowledged. Depending on the MFs chosen, the response of the 3D
surface of risk level versus indices shows different minimal errors. The high flow from both indices
results in a high risk of overcrowding, and increased density will result from a rise in the number of
passengers on the platform and reflect on other areas of the station, which is predictable; however,
the approach demonstrates that the mechanism can be automated, and the machine can be learned
from overcrowding risk level history. The ANFIS assessment results are compared to the observed

data in Figure 94, which shows the ANFIS assessment results.
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Figure 94. Comparison of the proposed model's predicted and spotted risk levels.

The results of the above studies demonstrate that the designed ANFIS model can accurately predict
risk and reflect statistical features. The complex risk can be handled in real-time in the proposed
model, which aids decision-making and represents the pace at which overcrowding risks are managed.
It can predict the flow safety output using input parameters like the platform's transfer efficiency and

retention rate.

7.8 Chapter summary

This part of the research presents the ANN with the Fuzzy applications (ANFIS), which also provides
a good source of reference information relating to both (ANN-FUZZY) and their applications in risk
management in the stations. The controlling risk of crowding has been conducting utilising unique
concepts cope with the data using the novel signs to capture the risk level and provide health safety
areas inside the stations. The application can be generalised covers many systems including HSR and
metros or other public transportation. The input data can be integrated with other systems such as
radar, sensors, automated gate, and the train capacity. Harvesting data is no easy task, yet the Data
have been collected from real experiments which can be generalised and expanded to gather all

possible indexes in different areas in the stations.
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The model could identify disturbances in huge amounts of data automatically, yield the model for
future development and generalise, and most importantly, gain the ability to learn. For instance, many
places can be controlled so the integration systems will then cover all the platforms and the whole
station crowding areas. With powerful training and historical data, the technology can be utilised to
heighten analysis in the future and enhance accuracy and reduce human error. The strategy is more
practical and cost-effective for rapid risk management. It may be used to either improve risk
management in stations or cooperate with existing risk management systems that support decision-
making. Gathering risk data in a railway station is challenging and costly because it is not always
readily available, and there is a shortage of data. The selected models seem to be powerful for
predicting the risks and aiding the decision-making for risk management in the case of overcrowding
in railway stations. The proposed new method of railway station risk management model using
ANIFS can deal with risk data index and information in real-time. It is shown that the ANFIS appears
to be more reasonable and appropriate because of its smoothness in calculating the risk levels. This
dynamic model of risk management can define risk levels and aid the decision-makers by producing
convenient and reliable results based on real-time data. In practice, the prediction ANFIS model can
be a decision smart support system for managing risks which can be captured through indicators or
indexes to create rules depending on the inputs. The model has the flexibility to create a greater

amount of input for future research.
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CHAPTER 8: TEXT MINING FOR RISK
MANAGEMENT IN RAILWAY
STATIONS

8.1 Introduction

Text mining (also referred to as text analytics) is an automatic process which aims to identify textual
patterns and extract valuable information and trends within unstructured data using ML from texts
such as documents or reports. With the increase of technology, amounts of data increase each second,
including personal data such as text data on social media or the information being captured while
passengers get online tickets as well as the safety data of investigations in the accidents, which all
form big data to enhance the power of Al. In practice, the availability of data has challenges and are
not affordable for the researchers. This proves most modern of the concept and raises the issue of
shortage in regulations. Using such data may conflict with individuals' privacy and rights (The
General Data Protection Regulation (GDPR in the EU), so, utilising big data for safety analytics
purposes must be considered in the legislation and regulation with a clear definition of scientific
research, which also aims to protect the people; otherwise, privacy will challenge the application of
the new technology. Moreover, the data set is a part of collected information for accident reports
which are ‘lawful’. That makes it GDPR compliant. In addition, there is a legitimate interest as one
of the GDPR 'lawful’ processing. In addition, the history of real accidents data by the Rail Safety and
Standards Board (RSSB) has been practised in this chapter which is offer benefits regarding accuracy,

reliability, and robustness.

To provide or invest in any control safety measures at stations, it is crucial to consider the risks
associated with railway incidents and identify the many factors related to accidents through a

comprehensive understanding of the root cause of accidents for a wide range of stations and long
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history and from all types of data. In some cases, data are available, but it is hard to achieve such a
goal, while such information is written in large documents in textual form. In this chapter, Latent
Dirichlet Allocation (LDA) is optimised for fatality accidents in the railway stations from textual data
gathered from RSSB, in the UK railway station. This case describes using the ML topic method for
systematic accident characteristics to enhance safety and risk management in the stations, providing
advanced analysis. This part has presented the power of ML as a sub-method of Al using text data.
In general, the history of accidents or safety (including the reports or documents or other records)
provides the valuable raw material for risk management, safety, and the future, which can be used to
predict and analyse the risks that might occur in stations, using a wide cognitive range with computers
that can reach a high level of data processing far better than any human for such a huge set of data in
the future. The documents cover the preferences of passengers, activities, and safety records data, so
it is worth analysing text from safety documents to provide essential data for an expert smart system

considering the privacy and local legalisations

8.2 Topic model for railway station safety

Safety history is a rich source of knowledge discovery and risk management analysis. For instance,
investigation reports after accidents by a responsible authority or expert person are one of the most
popular sources of safety information, and evaluation and analysis of accident causes and the
consequence of the risk can be very effective for analysing behaviour, hidden risks, or causes so
hidden risk causes and lessons can be learned. In fact, the language and the structure of records are

important factors for using the tool to analyse documents and design a topic model.

The text data has many source forms, including social media, emails, and call recording. Such data
exist in a raw and unstructured status that require transfer and cleaning as part of topic modelling to

capture the necessary information. A framework based on textual source data using Al algorithms to
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build a tag recordation system from safety documents has been suggested; Figure 95 shows a simple

idea based on the LDA algorithm for building the process.

Such a method has the ability to explore and digest the complete history; it has the power to track,
navigate through time to reveal how specific events have changed and can be adapted to many kinds
of data. Moreover, to enable automation and digitisation concepts, currently, more texts are available
online. The human does not have the timely ability to read, analyse, explore massive textual data, and

study how it is all connected.

Topic model design and framework process for safety management
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Figure 95. The framework of the topic model in risk management in the stations.

Still, lessons must be learned to prevent repeat accidents in the stations, and a huge efforts have been
made in the field for controlling the issues while recommendations from investigations have been
yielded for high safety level. Many reports and or documents have been recorded and presented to
begin risk assessments and the accident investigation reports (typically narratives) from different
organisations are indispensable. Regardless of whether the text data is structured or not, the question
is whether the text data is adequate to capture all of the details of an incident and can the human brain

analyse this huge amount of information? Many challenges have been expected, such as the shortage

184



of experts and the context in the documents, which may have nonstandard terms. Also, from
generation to generation, the experience must be delivered from experts in an effective way which
can be granted through design expert systems relying on smart methods to extract, learn and provide
a solution from all related textual contexts. Many challenges can be decreased by the intelligent use
of new methods via extracting word-level meaning from safety reports and automating and analysing
this as a part of the process [291]. Also, data availability is one of the challenges facing scientific
research. The adoption of the General Data Protection Regulation (GDPR) raises a number of issues
for scientific research, particularly data-driven research. In fact, the implementation of the General
Data Protection Regulation (GDPR) raises a series of challenges for scientific research, in particular

for research that is dependent on data [292].

8.3 Preparing data

The textual data contain some key information that can be used as incident causes, the time,
description of the accidents, location, seasons, the station situation, for example, crowded or not, the
age of the victim and their condition, and many more. However, not all of this information is always
recorded. Also, the safety process has regular reviews of much of the significant information and the
risk assessment or evaluation, including safety measures from experts. From the RSSB, the raw data

set has more than 2250 accidents registered in the railway stations in the last ten years.

However, the data are divided into datasets for more clarification and focus of the research scope; for

example, the suicide dataset has been excluded from this work data set.

For more clarification of the data used, the time of accidents has been divided into the Parts of the
Day for more mining to capture accurate times. The Morning from 5 AM to 12 PM (Noon), Afternoon
from 12 pm (midday) to 5 pm (17:00), the Evening from 5 pm (17:00) to 9 pm (21:00) and the Night

from 9 pm to 4 am.
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The selected data set containing 163 of the accidents covers those incidents occurring at rail stations
between 01/01/2000 and 17/04/2020. The following information is available for each accident and

the below text data:

e The day of the week and time the fatality occurred
e Some information on the cause of the fatality
e The age range of the deceased
e The site type (physical environment) where the fatality occurred.
As a part of the data mining, the raw data needed to be processed to extract the knowledge; thus, some

steps for that were applied (see Figure 96 below).
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Figure 96. Data mining cleaning procedure steps (Text Cleaning and Pre-processing).

For text cleaning and pre-processing, many documents have additional words like misspelling,
punctuation, stop words, slang, and others which affect the algorithms and topic model results
performance. Some of the techniques have been noted in the pre-processing text data, converting the

context to formal language and removing any noise as follows:

e Tokenization which breaks the context of text into meaningful elements called tokens, aiming

for investigation of the words in a sentence by data, which gets split into parts [293] [294].
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e Stop and noise words which are the words that do not form a key in the classification
algorithms, for example (a, after, about etc.,), so they need to be removed [295].
e Capitalization where the words or abbreviation is written in capital letters, so this is converted
into lower case to help account for such exceptions [296] .
For Text Cleaning and Pre-processing, many documents have additional words with misspelling, stop
words, slang, and others, which affect the algorithms and topic model results performance [297].
Thus, for improving the quality of the data set and the model performance, filtering configuration is
used, which allows for selecting the fields that are considered in the modelling or not, where some
information that is in the unprocessed data can lead to fuzzy overview, noise and or has missing
values. Fortunately, in this data set, there were no missing values. For topic model configuration, the
non-language characters, Non-dictionary, and Numeric digits are excluded from the analyses. Also,
uninformative words such as at, on, and or are removed. Moreover, the data used complies with the
GDPR crucially as data can be processed only for the specific purpose identified and notified and for
no further reason, and no personal information should be used such as names or

Identification/ldentity/Identifier.

8.4 Model analysis

From the illustration visualisation of the data set the times of night, evening, morning and afternoon
have captured more accidents respectively. However, the day of the accident is not easy to identify;
also, the adults seem to be involved in the accidents more than children and elderly people. The
lineside is the location that involves most accidents, and then the stairs/bridge and escalators (see

Figure 97).
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Figure 97. Example of accidents and their detailed attribute correlations.

The dataset that has been used in this work has key text traits, and information such as the day of the
week and time of day that the accident occurred, including the hazardous event description and
precursor description. Moreover, the Age of the victim and the Site type with data of Physical
environment information is noted (see the word cloud in Table 24). The word cloud provides a quick
overview, which is a key visualisation since it summaries a bulk of the text. Generally, a variety of
accidents occurred, such as falling off train platforms or in the gap, being struck by trains, and

electrical shock. These accidents can occur in any place in the stations, including stairs and when

alighting from or boarding the train or also when there is no train at the station.

Table 24. The examples from dataset inputs word cloud visualisation.
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Saturday is often linked to the accidents in the stations which is a day usually not as crowded as the
workdays, but may be when the public are going out more as they are not working. The details and
reasons behind that need more investigation, such as the factor of deficiency of assistance staff and
intoxication impact. The night and evening times record more accidents than the morning and
afternoons, while the evening is the safest time. In fact, this may be related to the volume of
passengers, so the required data needs to be linked to each station and the number of passengers for

more investigation.

This also highlights factors that need to be redefined, such as the light condition, the seasonality and
weather effect. More information can be gained such as the trespass accidents, which one of the
brightness words in the cloud links to the station and the contact with vehicles of the train, which
presents the importance of isolating passengers from the train at a safe distance. In another view, this
raises the query of overcrowding risk effects which may force the people to be close to the trains and
track—moreover, the infrastructure word appeared, which raises the other queries related to factors

like the station's age, layout, weather impact and the influence of intensive usage.

The lineside in the platforms is the hotspot place that interacts between the human and the machine
(Platform Train Interface (PTI)) and is linked with accidents such as fall /slip and trip, electric shock
and so on. The threatening consequences of accidents requesting more engineering solutions such as
detecting and preventing the risks in early-stages and stopping trains in accident situations to improve

passenger safety in the stations [117][20].

When looking at the time index of the day as (AM & PM), where the range of the time Afternoon,
Morning and Night produce more solid information, the children and elderly passengers are more
often involved in accidents in the morning. Nevertheless, the Night-time captured most accidents (See

Figure 98).
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Moreover, these factors overlap with the days of the week, as some accidents occurred on Saturday
morning, while it seems that the Afternoon is safe throughout the week (See Figure 99). Many
valuable illustrations can be found from the details of data, yet more data dimensions need to be
gathered in the future, proving the importance of the data in such cases of safety analytics and

providing reliable intelligent systems.

Clearly, if this approach is considered in the future for safety, documenting, and reporting systems,
then the system of reporting and gathering data will be improved and become more valuable for

advanced analytics such as Al methods.

Range of the time

Afternoon

Figure 98. Comparisons of input subjects for Multiple features (the times of day and the time limit, including the age group).
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Figure 99. Comparisons of input subjects for different factors (the times of day and weekday, as well as the age group).

Moreover, it is expected that passenger behaviour is primary towards inside accidents, as passengers
on the platform tend to walk or stand near the platform edges to avoid crowded areas, and there are
others who run to catch the trains or stand too close in order to get on the train before others, and this
can be coupled with slow responses of moving trains, or little time to react. From frequency view of
the words, the risks related to fall/slip and trip, struck/crashed, train and platform with the passenger,

are noticed as risk joint words from the details of the accident occurrence (see Figure 100 below).
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Figure 100. Co-occurrence network.

Even though the available data does not provide a deep understanding of the causes, the information
was not analysed independently nor correlated with all the input attributes, and the factors related to
the outcomes show the importance of the details of data for each unwanted event for future data

gathering.

For example, in a fall in accident cases, the position (status) that passengers had at the time of falling
and the position (forward position) that land in is key factor impact also impact the rail track as sharp
and solid on the seriousness of the accident's results, and the details of the lights, flooring and the

platform slope and the infrastructure status.

To detect the relevant topics within the text and learn from the topics underlying a collection of
documents, the Latent Dirichlet Allocation (LDA) algorithm is implemented, which has some
configurations (see Table 25). The nodes have been created in the topic map, and illustrate each topic

via word probability with different sizes and colours ((see Figure 101 & 102). This collection of

192



models is powerful for visualisation, and each circle presents a topic, the size notes how common the

topic is in the data, and the topics that are close together are semantically linked in the data.

Table 25. Set up configurations for text analytics.

The model confguration Details

Number of topics 10

Number of top terms 10

Languge English

Tokenize Active for all text

Stemming Active for all text

Filter terms Active (Non-dictionary +Non-Inaguage words )
Sampling 100%(163) accidents-deterministic)

Tall
platiorm

train,

train, struck

lineside
struck

raibway
trespasger

shock /

Figure 101. Topic model map with ten number of topics.
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Figure 102. The topic model result map shows ten topics with examples of the words cloud and the probabilities.
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In selecting the passenger as a topic specifically, the word maps and the distribution show that this
topic is linked to falling accidents in the platform during the departing and arriving, also occurring
more during the nights. Falling occurred in many locations such as escalators and bridges and was
linked with elderly passengers, which opens up the importance of accessibility in the stations to most
vulnerable people like the disabled, aged and families, also the age of mature passengers (31-50) held
more dangers in the platforms in the stations. Electrical shock is linked with conductors and small
age groups, which raise the importance of standards review for safety related to electrical equipment
in the stations. The contact of the passengers and the train in the platform while the train moving is

shows an associated cause between topics of train and moving (See figure 103 below).
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Figure 103. Words map example.

Additionally, there is a correlation between the fall and slip/trip as a group, and many locations such
as stairs, escalators and bridges, and the edge in the lineside, as well as the contact caused with trains

(see Figure 104 below).

Figure 104. Words map example.
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Such analytics presents some mysteries, which required detailed reporting to be answered in the future
by the safety community, such as if this occurred because the passenger is running to catch the train
or other hidden reasons such as narrow linesides, slippery floor, floor damage, or congestion. These
analytics illustrate the importance of the details of accident reporting and the key factors that can be
gained from such a method to provide safety measures. Each topic node has many probabilities of the
words. More details can be gained from the topic distribution; for example, by selecting the words,
the words most associated with the specific topic will be captured; as long as the words are changing,

the topic distribution is updated (see Figure 105).
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Figure 105. Example of topic distribution for different context contains different words.

The development of data analytics can be with advanced techniques such as linking the outcomes
with the dictionaries with the meaning and providing suggestions for the designer and analyst as an

expert system or providing a recommendation for the safety employees as a tool of an expert system.
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Also, the topics modification and each topic have the distribution of the common words (see Table

26).

Table 26.Topic batch with topic distribution examples.

The text input information examples
Day of week pTime of Day »Hazardous Event Description »Age Band # Physical environment
Sunday Evening Passenger slip, trip or fall in a station, his age 31-50, stairs/pedestrian
Monday Night, MOP (adult trespasser) electric shock (conductor rail) ,21-30 Pathway
Wednesday Night, MOP (trespasser) struck/crushed by train while on railway infrastructure at a station ,21-
30 Lineside
Thursday Evening, Passenger slip, trip or fall in a station ,31-50 Stairs/pedestrian bridge/escalator

The predictions probabilities

struck railway fall platform | trespasser train, struck lineside
0.00458 0.00534 | 0.68626 | 0.04275 0.00534 0.03588 0.1458

0.00604 0.00378 | 0.00604 | 0.03248 0.03172 0.00378 0.03927
0.13585 0.17585 | 0.00377 | 0.00377 0.23094 0.01962 0.03472
0.02417 0.00378 | 0.75378 | 0.04532 0.00604 0.00453 0.11178

Applying a Batch topic distribution with some sentences that contain information leads to predicting

the properties related to the inputs (see Table 27 & 28 below).

Table 27. The probabilistic description example of the words among the topics.

Day of Time of Hazardous Sub Hazardous Event | Precursor description Age | Physical
week Day Event description band | environment
description
Thursday Evening Passenger slip, | Passenger slip, trip or | Passenger slip, trip or 31- Stairs/pedestrian
trip or fall in a fall (stairs) fall on stairs due toill 50 bridge/escalator
station health
Tuesday | Afternoon | Passengers fall Passengers fall Passengers fall 51- Lineside
between train between moving between moving 70
and platform train and platform train and platform -
train arriving at
station
Monday Night MOP (adult MOP (adult MOP (adult 16- Lineside
trespasser) trespasser) electric trespasser) electric 20
electric shock | shock (conductor rail) shock (conductor
(conductor at a station rail) in station
rail)
Saturday Morning MOP (adult MOP (adult MOP (adult 21- Lineside
trespasser) trespasser) electric trespasser) electric 30
electric shock | shock (conductor rail) shock (conductor
(conductor at a station rail) in station
rail)
Saturday Night Passengers fall Passengers fall Passengers fall 16- Platform train
between train between moving between moving 20 interface
and platform train and platform train and platform -
train departing
station
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Table 28.The probabilistic description example of the words among the topics.

fall | platform | trespasser | train, struck lineside struck railway train, station shock
struck
0 0.55363 0.00378 0.19109 0.0574 | 0.00529 | 0.0068 0.03852 0.039 0
0 0.02946 0.05891 0.00604 0.0136 | 0.00831 | 0.00604 0.04834 0.088 0.74
0 0.00378 0.05136 0.00529 0.09215 | 0.00755 | 0.03021 0.01284 0.144 0.65

8.5 Clustering and analysing

K-Means can be used for a specific number of clusters (K). 8 clusters are used in the cluster algorithm

For further analysis, the cluster has been conducted in which the data set can be used. In this case, the

G-Means are considered to find the best number of cluster group with a critical value (5); contrarily,

to show the largest problem, and the correlations in the topic (see Figure 106).
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Figure 106. 8 cluster maps with examples of word maps and histograms.
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8 clusters appear as the most common correlations in the topic (the clusters with the maximum total
of cases). The second cluster reveals the elderly passengers were involved in some accidents at the
time when the train is moving. The next cluster shows the electricity risk more specific to the
conductor's parts in the platforms. These accidents required details to obtain more safety measures.
Analyses can provide causes roots, correlations and any hidden patterns, for example, electric shocks,
including contact with Overhead Line Equipment (OHLE) or Overhead Contact Line (OCL), which
may occur accidentally by carrying long objects (selfie stick/conductive materials) or vandalism and
trespassing. Such details will improve the standards and obligation to add more protections for the
public, passengers and workforce at the PTI. All probability of the instances fields is shown in Table
29 below, which can be used as workflow in future projects and generalised. A guide system of the

context can be converted to be numerical and cover a huge range of the stations.

Table 29.Cluster outcomes of the textual data.

Age
Centroid_name band Physical environment Day of week Time of Day
Global 31-50 [; Platform', 'Platform'] ['Saturday'] ['Morning']
31-50 ['Lineside’, 'Station platform’] [Friday', ['Evening’,
‘Thursday', ‘Morning', ‘Night']
Cluster 0 'Wednesday']
31-50 ['Lineside] ['Monday", ['Evening']
‘Saturday’,
Cluster 1 ‘Tuesday']
31-50 [Road', 'Road vehicle carriageway", [Tuesday'] ['Evening’]
Cluster 2 ‘carriageway’, 'vehicle']
21-30 ['Lineside’, 'Other', ‘Other; Platform'] ['Monday", ['Evening’,
‘Saturday’, ‘Night']
'Sunday’,
Cluster 3 ‘Tuesday']
31-50 [; Platform’, 'Lineside’, 'Platform’, 'Platform train | Tuesday'] ['Afternoon’]
Cluster 4 interface', 'Station', 'Station platform', 'train‘]

31-50 [; Platform’, 'Other', 'Other; Platform’, ‘Platform’, | ['Friday’, ['Afternoon’,
'Platform train interface’, 'Station’, 'Station ‘Monday’, ‘Night']
platform’, ‘train‘] ‘Saturday’,

Cluster 5 ‘Wednesday']

31-50 ['Concourse', 'Footbridge', 'Platform train ['Saturday’, ['Evening’,
interface', 'Stairs', 'Stairs/pedestrian ‘Sunday’, ‘Morning']
bridge/escalator’, 'bridge’, 'escalator’, 'pedestrian’, | [Tuesday']

Cluster 6 ‘train’]
Over 70 | ['Concourse', 'Stairs', 'Stairs/pedestrian [Friday', ['Afternoon’]
years bridge/escalator’, 'Station’, 'bridge’, 'escalator’, ‘Thursday']

Cluster 7 ‘pedestrian’]

198



For testing, topic evaluation by a short text, which is a text describing an accident, has been used to
extract the information, which shows the ability to capture information from the textual content. This
depends on the tags (Labelled Itemset) being used for the training model, Labels like the day, the

time, event description and location (see Table 30).

Table 30. Text example for extracting information from trained topic model.

Text for test and tags The result in line

location
The day

The Time
Night : the passenger has been

consequences struck / then crushed by train;
struck while crossing tracks at a station the

age of the victim were estimated in the range 16-20

Lineside . The accident occurred on 19th of Sep at the

consequances-2 Lineside of the platform, and the first cause was that a
Sunday Night: the passenger has been struck / then . palssenger is struck anld then cruslhed by a train; the pieces of
crushed by train; struck while crossing tracks at a station evidence from According to eyewitnesses on the platform says

the age of the victim were estimated in the range 16-20 it was | happening while crossing tracks ata
Lineside. The accident occurred on the 19th of Sep at
the Lineside of the platform. and the first cause was that
a passenger is struck and then crushed by a train; the
pieces of evidence from According to eyewitnesses on
the platform says it was happening while crossing tracks
at a station,

The Age

Event description

station,

For the overall trained model, statistics measures present excellent outcomes for all the tags, as shown
in Table 31 below. The analysis presents the power of the approach to be an expert system and guide

the reporting process, also noting any hidden root causes of the accidents.

Table 31. Classifier of overall statistics and confusion matrix.

FP (78) Precision Recall Accuracy
FN (111) TP 827 (predicts | 827/ (827+78) = | 827/ (827+111) =0.88 827/ (827+(78+111) = 0.8
the right tag) 0.91

Some data are accurately detected such as the day, location, ages and time of the occurrence of the

accident. Others, such as details of the accidents, show less accuracy to detect, but these types of data
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can be captured by providing more training data, that will in turn provide more balance for all tags

and reflect on accuracy.

8.6 Discussion

Applying such a method shows the ability and the power of the new technology in the safety of the
railway industry which has not been used widely to enhance safety and risk management. The
systematic reducing of accidents in the station is beneficial for the public and stockholder,
sustainability, and the safety community. Topic moulding is a proactive approach, where the input
can be analysed in real-time, and actions can be taken. Moreover, multi-input can be used in parallel
with supporting decision-makers. This approach reduces the dependence on experts, where they are
costly and not available all the time and reduce the impact of manpower knowledge retirement. The
development is key for many aspects which reflect on the quality, reliability, and satisfaction for both
workers and passengers. The increase of technology such as Al and loT with the growth of data
requires more investment and research of such methods. Even with the limitation of data and delayed
application in the field, text from data is analysed via text modelling which opens the novel approach
of applying technology in the safety system. Such types of data are essential as they contain the
history of safety such as risk evaluation, accident reports and periodic safety analyse documents, and
can also use live text from media or calls. Moreover, social media has a textual source of information

that can be harvested and analysed as it is related to safety, security, and quality.

The method provides support for the safety authority of the decision-maker from many sides,
including improving the service, quick response rates and advanced analysis. Also, the system can
build an expert system in a specific area such as the railway stations and learning from the new
documents, and can cover an entire country’s stations as well as pre-training the system from many
sources. In the digitalisation concept, the integration between the source of data is possible, which

forms a smart safety system in the railway industry. The LDA provides a statistical model with the
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ability to learn and this method does not only deal with the huge data in real-time automatically. It
can also provide an expert system and decision support for the safety authority for the researcher.
This concept corresponds with the future rail digitalization and the BD revolution. The fixability,
effectiveness, and accuracy raise the importance of gathering more data in the station with all the
possible details. The accessibility, privacy, skills and the IT infrastructure are some hurdles for the

short term, but which it is expected the industry will overcome in the medium and long term.

8.7 Chapter summary

Obtaining the data is a dilemma for many reasons, including the availability, form of data and the
volume which often is not suitable for applying Al. This is in addition to rules such as GDPR which
are not widely understood. Thus, the safety community must present the challenges and prove that
they can demonstrate compliance. The compliance includes showing that all processing takes place
in accordance with the data protection principles, and there is a lawful basis for the processing, and
it should process only for the specific purpose that is identified. Moreover, security, anonymising
personal data, also sharing with any third parties must be documented as we did with RSSB. The
massive textual data was an issue due to space for storage, manage and use, without practical benefits
from the old data. However, with machine learning (topic models), this vast information is necessary
and enabled the examination of risks down to the last detail, managing them in a smart, efficient way
and making it easy to use. Topic models have an important role in several disciplines, like marketing,
safety, and risk management in railway stations for text mining. In topic modelling, a topic is a list of
words that occurs in statistically significant methods. This approach demonstrates the power of both
unsupervised ML for unstructured data and supervisor ML for tagged data topic modelling in
promoting risk management, safety, accident investigation, and restructuring of accident recording
and documentation at the industry-based level. The wide range of available data (for example, from

all the stations in the UK or Europe) enables coverage of a wide range of protection issues in stations.
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The description of the root causes of an accident by the suggested model has shown that the platform
(lineside) is the hotspot within stations concerning accidents. The outcomes reveal that station
accidents occur because of some main causes like falls, trespass, and electric shock, and that being
struck by a train leads to fatalities. Moreover, young and elderly passengers are more exposed to risks.
Managing staffing in the stations is also essential in terms of times and locations. Controls to ensure
that passengers are monitored at critical times will be a significant and essential measure to reduce
fatalities, and also analysing the standards such as the electric equipment safety standards. In addition,
more assistance on the station platform for some age groups is crucial, as well as accessibility through
bridges and escalators. Therefore, passenger data in real-time is an important point for managing
people in stations. Applying such technology will enhance the integration of many systems for
gathering data and predicting risks promptly like maintenance, ticketing system and door to door
transportation systems. The results are helpful for safety, emergency, and risk management. Finally,
the introduced methodology of Al (topic models) can aid the railway industry in risk management

and future safety by employing the recorded largescale safety data.

202



CHAPTER 9: CONCLUSIONS AND
RECOMMENDATIONS

9.1 How Al preventing accidents

Stations are a significant point of the railway and urban areas and have direct and indirect effects
economically and socially. They face challenges because of growth, which requires the development
of high safety levels in such critical infrastructure. Accidents in the railway stations have a series of
consequences, including political, economic, social and business reputation. Tackling risk in open,
crowded spaces such as stations in routine or emergency operations is not an easy task and has
uncertainties; thus, investing in technology is necessary to assist in such cases. However, technology
such as ML requires Big Data, and the industry is not mature yet to employ such a concept, for
instance, the data necessary understanding and storage with skills to convert it into the required format
as per the requirements from the technology. The industry has BD yet has not been appropriated for
analysis via Al, leading to concerns in extraction and use. The study conducted in this work proves
the uniqueness of the models developed and the ability to utilise many data sources to enhance the
risk management in the stations. Moreover, the importance of restructuring the data in the industry
should be considered in applying Al in the near future. Preventing accidents from happening in the
railway industry, even in other fields, depends on advanced preventives, providing BD containing
indicators that can be predictors and warning for the big risks and major consequences. The risk has
two sides, namely occurrence and severity. Early prediction of occurrence leads to preventing the risk
or then at least reducing the consequences, which reflects low risk overall. For example, object
detection via ML may show there is a person falling in the gap, and the decision from the control
room could prevent them from being run over by a train if the action is taken at the right time, and

even when it has not been realised or seen by other staff on the platform. Thus, ML can be an active
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safety measure in such cases. Real-time data from online such as CCTV can be used, ticket systems
and sensors, providing advanced visual analyses, which is reflected in passenger services and assists
safety or risk management operations, either in routine operations or in the event of the occurrence
of an unexpected event. The method is more practical and cost-effective in real-world circumstances
(affording, for instance, CCTV cameras are automated observed 24 hours a day, seven days a week
to identify potential threats). In fact, the Ml has a variety of techniques that can cover a wide range
of data and even unstructured data. The abundant pictures that can be analysed via ML, even if they
are not fully considered via the field, are expected revolutionize risk management as a proactive
system of current safety and security vulnerabilities. Moreover, the machine in the stations can predict
the time of the failure, for example, failure in power, escalators, lights or elevators, doors, gates and
so on, which can be designed to predict and explore patterns associated with machine failures. In fact,
Al is an opportunity for the analysis and timely response to ensure safety and quality in railway
stations. For example, a passenger mentioning via social media overcrowding in their account on the
platform needs to check the traffic levels in the location in a timely manner to prevent stampedes and
passengers accumulating or suffocation. Moreover, ML applications as innovative concepts in risk
management can provide a powerful system for collecting data from many stations, which may reach
a thousand in a country, and prevent and duplicate risk occurrences, which fit an array of essential
concepts of safety (lessons must be learned). Also, the implementation of technology can overcome
many challenges such as the subjective assessment from experts, and response time, sharing the
knowledge, digitalisation system, smart stations, emergency response, simultaneous risk occurrence,

and timely decision support.

9.2 Al and covid-19

COVID-19 has resulted in rapid changes that have been challenging in many areas, and the rail

industry is not an exception. Businesses are rethinking their expenses and recognising the significance
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of Al to drive revenue and efficiency during uncertain times. However, currently, they are worrying

more about how to get Al methods into production faster and ensure their performance over time.

COVID-19 accelerated Al and ML initiatives and have a priority list in many organizations 2021;

this has been reported from many trends such as:

Year-on-year, the preference and funds for Al are growing significantly.
The automation and customer experience are activities focused on by organisations.
COVID-19 has prompted a reconsideration of how to utilize technology, not only for the

railway sector but also for all industries[186].

49% of organizations rank Al as a concern, while the organizations that utilise Al save money and

spend a shorter time than those that produce their private solutions[298]. Moreover, since COVID-19

has spread, it has been affecting protection, security, and health concepts and strategies, so prediction

has become more important than it has ever been.

9.3 ANFIS controller

The ANFIS approach has a range of key characteristics that distinguish it from other risk management

systems and methods, such as the ones that follow:

Station monitoring to detect congestion before it becomes a problem.

Flexibility in response to the risk of congestion.

In response to the risk of overcrowding, a comparative learning technique of station resources
was developed.

With the potential of combining devices and intelligent stations, it can be a more intelligent
model.

Real-time data from online devices such as CCTV can be used, ticket system and sensors.
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e This is on a limited scale but can be extended to more than just levels of congestion risk to
cover other risks such as air contamination.

e Using an ANFIS controller to manage risk such as overcrowding has implications on several
levels in the station. To assess the state, the incoming data is compared in real-time to the
threshold level, allowing the decision-maker to react to issues sooner. The train positions and
the traffic can be set up to transport passengers in the event of an unusually large number of
passengers based on the platform’s live situation. Passenger routes or marketing plans at the
station may be updated based on the size and number of passengers, as well as station redesign
or maintenance planning. Finally, the proposed novel model has the ability to generate

superior safety performance estimations.

9.4 Topic modelling

A such as safety and risk management in railway stations for text mining, topic models play an
important role. A subject is a list of terms that appear in statistically relevant methods of topic
modelling. A script can be a voice recording of an investigation report or risk evaluations and safety
measures. This method demonstrates the utility of unsupervised machine learning subject modelling
for risk control, safety accident investigation, accident recording and reporting at the industry level.
Since it is analysing, exploring hidden patterns, and dealing with several problems, therefore it is

useful for protection via a strong base of historical evidence.

The data can be a checklist of risk documents or other safety records and possible review and analysed
from other departments such as maintenance. Moreover, it can be captured systematically from
textual social media any related safety or risk concerns. All that resources are essential for safety and
will be valuable for new employees and future improvements for safety in the railway station and

deal with many challenges such as:
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e Text data from a diversity of viewpoints and in a difference of unstructured formats.

e Ability to spot safety and danger kyes in data, as well as deal with missing values.

e Intelligent labelling, clustering, centroids, sampling, and coordinates

e Record relationships, causes, and more to rate risks and related data.

e Risk’s prioritisation and evaluated safety measures.
It is necessary to extend research exploring BD topics, including the diversity of station locations,
scale, safety cultures, standards and other variables. Finally, although this application improves
protection, it also emphasises the value of data in text form. It recommended that to rethinking the
way, data is collected to be more robust and detailed, which means redesigning the reporting system
to be smarter using such approach and documentation and risk management textual data in the

railway.

9.5 Conclusion

It has been proven that Al has many strong competitive advantages in many fields; therefore, it is
suggested that Al as a novel unique concept be used as the main part of the methodology to solve and
develop the risk management in the railway stations. Moreover, as the railway stations are multi-use
facilities, the development and modernisation in operations safety will be beneficial for the economy
and society, and will reflect on the other public transport, and all types of rails that might be
connecting the stations like high-speed rail (HSR). In this research, these advantages have been
explored and the values it adds through its implementation are listed here:

e Strong ability for dealing with the huge history or current data from various sources. This
includes the safety reports, including the investigations or regular accidents reports (structured
or not). The data can be gathered as signals, human behaviours or times, or from spatial
geographic location information and any other form of data such as social media and so on. It

can then be integrated as indicators for predictions. The Al provides a quick and easy way to
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extract the data and clustering, extract patterns and classification accuracy. Al is an ideal tool
that can meet one of the significant safety concepts (lessons learned). Moreover, Al is not
only for prediction, but it can also be a smart descriptive tool such as clustering and association
rules analysis, which are key for capturing data structures and relationships.

Acts better than human and data analysis in real-time, which creates automated protection
from risks. This satisfies the authorities and clients and provides high reliability to the system,
which reflects on the quality and business cost.

The implementation of Al leads to improvements in many layers associated with the concept,
such as smart city, smart transportation, and intelligent cloud. This development will result in
organisations via advanced skills in employees and smart IT infrastructure.

The coverage nationally and internationally, the information and knowledge can be referenced
in time and act quickly for safety and security where the system learns and provides the
information from different events and locations.

The significant feature of Al is continuous learning (Self-learning) which is key in any safety
system and provides ongoing improvements.

The improvements in safety and risk management utilising Al reflect on the overall operations
in the stations via increasing the level of efficiency in decision-making and avoiding the
consequence of unwanted events such as that which may cause trains delays or disrupt the
network.

The knowledge from Al (ML-DL) can be beneficial for the young employees and support
people who do not have sufficient information about risks analysis and safety systems
management by grasping information and easily starting analyses with confidence and fewer

errors.
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Applying Al provides two hallmarks for risk management: first, the ability of learning; and
second, the transfer of the way of risk management from reactive to proactive.

Applying Al will reflect on information resources management (internal and external) and
lead to integrating various aspects of the railway station relevant systems for highly efficient
data sharing and interconnection for a smart environment and railway intelligent
transportation system.

The Al allows and leads to developing the data collection and sharing them (exchange
processes) for local operators in the same country or in the global network (global stations
risk management), that will build strong assess of the risks in stations, which can be
generalised for the whole railway system.

Image processing is confirmed to be a promising technology for improving station safety, risk
management, and improving operations; for instance, identifying risks early will be reducing
dwell times and disruption and reducing the number of operators at stations.

The proposed CNN model will automatically determine the risky behaviours (such as falling
off the platform) with a high level of accuracy.

The findings can be used to provide reliable, fast outcomes to planners, managers, and
decision-makers, enabling them to discover how and where to carry out procedures in a safer
manner and prove any new safety precautions have been examined or any redesign of
operations or layout inside the station.

Supervised learning provides an advanced analytics tool for the history of the accidents and
risk registry with labelled training datasets to explore the attributes and hidden associations
and predict from data not seen before. In contrast, unsupervised learning is effective for
unstructured data such as the text, so the ML is powerful and can fit the various forms of data

to enhance risk management from different resources.
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e It is high in necessary to improve and clarify the regulations and rules to be cover utilising
Big Data including data through CCTV for the purpose of safety, risk management and
research; for instance, In GDPR, personal data has a comprehensive definition and make it as
an excuse not to provide data even that not hold any names or ID and no revealing racial or
ethnic origin and so on, clearly this is open up a new window from the specialists' for more
research.

From such innovative application of Al in risk management, the challenge of sharing information,
privacy, and the skills needed is realised. Moreover, regarding the other technology applications,
security must be considered, as well as the data type, quality and gathering process in a way that will
be consistent and reliable. There is no doubt that applying Al will raise the needs of data and will
lead to a rise in the gathering data process to increase the points coverage for more data from various
viewpoints related to safety and risk management in the stations. This covers a wide range of data,
including images, signals from machines and external data such as weather conditions. The gathered
combinations of data enhance safety and risk management via advanced analytics and grasping the

associated factors and any hidden patterns.

Furthermore, the applications can be expanded to numerous safety and risk management systems in
train stations, such as maintenance, fire, smoke control and more. Other aspects of the models, such
as emergency planning, people counts, train positioning, and security, are worth looking into further.
Data availability and quality, however, remain a concern because this technology relies largely on
large volumes of high-quality data. Although the technique has not matured in the rail, the coming
years of risk management will be a meaningful atmosphere for Al applications with the accessibility
of Big Data (BD), saving more lives, and improving safety in the stations and in the transport sector

overall.
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9.6 Implementation and future work

Regarding implementation and applying a strategic approach for Al in railway system safety (risk
management) (stations), many aspects must be considered, not all of which are available but which

are dependent on each other:

e The technology, including the cloud, storage, algorithms and so on (available)
e The BD (Value, veracity, variety, velocity, volume) (not available)

e The collaboration between research and industry (needs more)

e The strategic plans, IT infrastructure and the fund (needs more)

e The standards and regulations (need more)

e Ongoing research and applications (need more)

For the future of safety in railways for real-time risk management, it is essential to have new
technology skills and infrastructure as well as an entire process for transferring to Al solutions where

computer and data science will be combined with safety and risk sciences.

The stations provide a wealth of research opportunities related to safety and risks yet so far, all the
risks have not been covered, and this particular study has been limited in scope. Thus, in the future,
data should be sought to cover other risks and to discover the potential for applying Al. The range of
Al methods is varied and can be investigated to present more comparisons while applications can be
used for risk management in the stations and comparisons. Also, the safe and secure integration with
external systems in the direction of smart railway stations has been considered as an aspect that should
be researched in the future. In the event of overcrowding, a variety of varied and extended training
and testing data sets would be helpful for doing comprehensive research over a long time to cover all
the complicated changes in crowds and all distinct danger scenarios in order to increase system

efficiency and exploring many areas in the station such entrances, ticketing areas.
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